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Abstract

Minutes of the 802.11 Task Group I (security) meetings held during the 802.11 WLAN Working Group Interim Session in Monterey, CA from September 9th – 13th.

Monday

Call to Order & Agreement on Agenda

Meeting called to order on Monday, September 9, 2002 3:35pm by Chair Dave Halasz.

Chair: Discussion on the Agenda – needs to be approved

Proposed Agenda:

· Chair’s Status

· Ad hoc in San Jose

· Review IP Policy

· Fixed meeting times.

· TGe discussion Tues 10:30am

· WIG discussion thurs 1pm

· Comment resolution of LB35 (draft 2 of TGi)

· Request submission presentation

· Comment resolution

· Review LB35 comments

· Comment resolution

· General submissions

· Prepare for next meeting

Chair: We could add for Wednesday or Thursday to decide to go to LB.  We may be able to do it.

Comment: How much time is needed before Friday?

Chair: Editor’s text must be available 4 hours to TG to vote on going to LB on Thursday night.

Chair: In Vancouver we said we wanted to do a line-by-line review.  We have not done that yet.  Motions may come out of that.

Chair: If we do not go to LB this meeting, we will need to decide if we want another ad hoc before Hawaii.

Chair: Do we want to add a time for a LB vote to the agenda?

No response.

Comment: Are there times in the agenda for presentations?

Chair: Yes

Chair: Any objections to adding a general submissions to the end?

No

Chair: Are there further comments on the agenda?

None. Agenda adopted.

IEEE Patent Policy – doc 00/278

Chair reviewed IEEE patent policy per Stuart Kerry’s request.

Chair: Are there any questions?

None.

Submissions for comment resolution

Dave Halasz 02/521 Ad Hoc discussion suggested motions.

Tim Moore – 2 motions for draft 

Tim Moore 02/298r4 – update to 298

Tim Moore 02/499 – IBSS

Tim Moore 02/545 – Password to PMK Mapping

Paul Lambert 02/xxx OCB MSDU Vs. MPDU - Wednesday

Paul Lambert 02/xxx CCMP MIC Processing - Wednesday

Paul Lambert 02/xxx New test vectors for CCMP - Wednesday

Dorothy Stanley 02/542 CCMP replay and state text. – Tuesday evening

Dorothy Stanley/Arnoud Zwemmer 02/xxx RSN MIB – Tuesday evening

Pej R. 02/xxx Frame exchange

Clint Chaplin 02/477 – PRF

Frank Ciotti – 02/xxx – RSN IE MIB objects – Thursday

Chair: Is there further comment resolution submissions?

None

General submissions:

Tim Moore 02/547 – Validate Deauthentication & Disassociate messages.

Robert Moskowitz 02/516r0 – RADIUS client kick-start.

Chair: Any others?

None.

Jesse: Where in the agenda are we going to have architecture discussion?

Chair: With TGe.

Chair: Any submissions for TGe discussion?

None.

Chair: What are we going to do during the TGe joint meeting?  We don’t have an agenda.  If there is nothing to drive it, it is a waste of time.

Paul Lambert is willing to work with somebody on discussion topics.

Chair: I suggest a group of us meet at 8:00am Tuesday to create an agenda for the 10:30am joint meeting.

Dorothy: There are several open comments that deal with TGe and TGi interaction.  At the ad hoc we said we should base TGi on the 1999 spec.  Side channel, etc. are not in our charter.

Chair: I’m all for that, but we should have a submission.

Dorothy: One way to do that is to go back to the closed comments.

Jesse: TGe is making decisions that affects our architecture, and vice-versa.  We need a way to solve this.

Comment: Procedural question.  This meeting room is scheduled for both TGe & TGi.  It will not be large enough.

Chair: New schedule (R5).  TGf adjourned for the week.  Now TGe has meeting at the same time at the joint meeting.  I will talk to John F. (TGe chair).

Comment: TGe will have the large room upstairs all day tomorrow.

Chair: We will meet up there then at 10:30am for the joint meeting.

Chair: Suggest we meet at 8am tomorrow at the coffee service to discuss TGe agenda items.

Submissions for comment resolution

Dave Halasz – doc 02/521 - Suggested Motions From August 2002 TGi Ad-Hoc Meeting

Motion by Jesse Walker:

Remove the following text from clause 5.7.7:

“When 802.1X authentication was used between two RSN-capable STAs, Deauthentication frames are not permitted at the MAC level.”

Second: Nancy Cam-Winget

Discussion:

None.

Vote: 26-0-3 Passes

Motion by Butch Anton:

Replace the figure in clause 5.8 with the following figure,

Second: Dorothy Stanley
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Discussion:

None.

Vote: 22-2-4 Passes

Motion by Jon Edney:

Replace the following text from clause 5.9.3,

“Since the Supplicant/Authentication Server authentication is carried over the Authenticator/Authentication Server secure channel, the Authentication Server can guarantee that the Authenticator it is communicating with is the same Authenticator that the Supplicant is communicating with.”

With the following text,

“The Supplicant/Authentication Server authentication is carried over the Authenticator/Authentication Server channel. The security of the Authenticator to Authentication Server communication is outside the scope of TGi.”

Second: Albert Young

Discussion:

None

Vote: 22-1-2 Passes

Motion by Dorothy Stanley:

Remove the following text from clause 5.9.2 (first paragraph, last two sentences):

“The association exists only for a period of time sufficient for authentication to take place. Should authentication not be completed within that time, the station noticing the delay will disassociate its peer.”

Second: Jesse Walker

Discussion:

Dorothy: This text is in the clause describing use of 802.11 within 802.1x. It’s not accurate.

Comment: Its not true that the association lasts for a short period of time.

Vote: 23-1.2 Passes

Motion by Jesse Walker:

Replace the following text from clause 7.3.2.17,

5. “A STA supports TKIP.”

With the following text,

5. “A STA supports CCMP.”

Second: Nancy Cam-Winget

Discussion:

Comment: Please explain.

Jesse: Document 02/298 states that the default is TKIP.  That is not true – AES is default.

Vote: 25-1-2 Passes

Motion by Tim Moore:

At the following text from clause 7.3.2.17,

“The cipher suite selector 00:00:00:0 “None” is only valid as the unicast cipher suite. An AP may specify the selector 00:00:00:0 “None” for a pairwise key cipher suite if it supports none of the pairwise cipher suites proposed by the STA. An AP shall not specify the selector 00:00:00:0 “None” as the group key cipher suite selector.”

Add the following text,

“The group key cipher suite selector in the Associate Request and the Re-associate Request shall match the value the STA received in the Probe Response or the Beacon.”

Second: Dorothy Stanley

Discussion:

None.

Vote: 24-0-2 Passes

The following discussion resulted from the motion on how to derive a GTK for WEP per doc 02/521r0:

Comment: I don’t remember the PRF 192.  Draft 2.0 has 192.  The latest 02/298 replaced it with 256 because the key counter was changed.

Chair: So the 192 should be removed?

Comment: I thought WEP was deprecated.  By adding 104 bit support here, we are extending the draft to support WEP.

Jesse: We’re not advocating its use.

Chair: Does that mean we need to add the use of 104 bit WEP to the text?

Comment: What was the agreement on 104 bit WEP?

Chair: It is straightforward to add 104 bit support.

Comment: Is this multicast mapping necessary for WEP?

Chair: That is a good argument for it.

Chair: I will change the motion from PRF192 to PRF104 and make a version R1 of the draft for the motion.

Jesse: I suggest we re-work this text off-line and then submit.  If we do it now we may get it wrong.

Chair: Agree.  Any objection?

None.

Action: work on new text for motion.

Motion by Albert Young:

Remove clause 8.8 from the draft.

Second: Tim Moore

Discussion:

Comment: Since I wasn’t at the ad hoc meeting, could you explain the rational?

Chair: How do we introduce text relating to another TG’s draft.  Shouldn’t this be up to TGe to resolve?  This will be part of the discussion for tomorrow’s joint meeting.  There are two ways to solve it – shared key & 802.1x ad hoc.

Jesse: we cannot get past SB if we make a reference to unadopted standards (e.g. TGe).  We decided to remove all text related to TGe and make motions out of them.  Whoever gets to SB last will adopt these motions.

Comment: We are depending on text from another TG.  If that text changes, our draft is then wrong.

Vote: 24-0-3 Passes

Motion to remove the RSN bit from the draft since it is redundant with RSNE.

Motion:

Remove the RSN bit from the TGi draft.

Second: None – motion postponed.

Discussion:

Comment: Currently the text defines the difference between RSN & TSN as a TSN has IE but not RSN bit.  How would you differentiate?

Tim: If the multicast cipher suite is WEP, then TSN.

Comment: So an RSN cannot use WEP?

Tim: Correct.

Dorothy: Do we want to have more discussion on this?  It is a bit confusing.

Chair: We may want to make a motion after further discussion.

Tim: This affects other text in the draft.  We need more work.

Comment: The use of the privacy bit is along these lines.

Chair: I suggest we form an ad hoc group to draft a motion on this.

Chair: Action - Delay motion until later this session.

Motion:

At the end of clause 5.2.2.2, add the following,

The Robust Security Network does not provides a number of security features. These features notably include:

· Protection of management and control packets

· Guarantee of packet delivery

The lack of protection of management and control packets can lead to Denial Of Service attacks. Since packet delivery is not guaranteed, care must be taken to ensure Supplicant and Authenticator state agreement and to prevent replay attacks.

Second: none – motion postponed.

Discussion:

Comment: 802.11 does not guarantee packet delivery, why would it be assumed that an RSN would?

Comment: Suggest rewording.

Comment: Who is the intended audience of this message?

Chair: If a packet cannot be delivered, AP will disassociate STA.  This is a note to implementer.

Comment: It would be better to put it a positive way.

Comment: This adds clarity on mgt & control frame processing.

Comment: This doesn’t say that.

Comment: When people read this, they will think, why didn’t TGi do this?

Comment: We could say that the cost of adding the protection was too high.

Comment: Let’s take it off line and revise it. 

Chair: Action - Delay to later in the week.

Discussion #1

[Clarify the usage of the Privacy bit, in the capability information field 7.3.1.4, when RSN is in use.]

Introduction: 

From 7.3.1.4,

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response and Reassociation Response Management frames if WEP encryption is required for all Data Type frames exchanged within the BSS. If WEP encryption is not required, the Privacy subfield is set to 0.

STAs within an Independent BSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response Management frames if WEP encryption is required for for all Data Type frames exchanged within the IBSS. If WEP encryption is not required the Privacy subfield is set to 0.

From 5.1.1.4

A Robust Security Network (RSN) depends upon IEEE 802.1X to deliver its authentication and key management services. All stations and access points in an RSN contain an 802.1X Port entity that handles many of these services. This document defines how an RSN utilizes IEEE 802.1X to access these services.

A Transition Security Network (TSN) is an RSN that also supports unmodified pre-RSN equipment. A TSN is defined only to facilitate migration to an RSN. A TSN is insecure, since the pre-RSN equipment can compromise the larger network.

With RSN & TSN, 802.1X packets are Data packets that may not be encrypted.

Discussion #2

Action: Remove the following comment from clause 8.7.  To be replaced with either a motion or an explanation why the text is correct.

[Editor’s note: The pseudo-code below is not correct. It does not take the MIC into account.]

Discussion #3

Action: create a PICS Proforma.

Chair: Tim and I discussed.  We may have some information that may act as the basis for this.

Discussion #4
Action: A motion is needed to in September to add submission 02/477r1 to the draft as an informative appendix.

Chair: This is the PRF.  Clint will make a presentation later on.

Discussion #5
Action: A motion is needed to add a MIB object for the Preshared Key.

Chair: Dorothy, Arnoud & Frank working on this.

Discussion #6

Action: Based on comment 312, a motion is needed to add an informative annex to the draft describing the entire message flow starting from establishing the AS/Authenticator key, Associating to the BSS, authentication, unicast key distribution (4-way handshake), group key distribution, data transfer, (rekey?), and Disassociation.

Chair: We are well on our way to handling this.

Discussion #7
Action: Remove following comment from clause 5.9.3

[Editor’s note. Using the Group key to send unicast packets is inconsistent with the rest of the document. The remainder of the document does not permit group keys to be used to send unicast packets. This needs to be clarified.]

Comment: Why was this requirement in there?  

Comment: For AP’s that could not support Key Mapping.  

Comment: Who cannot do this?

Comment: I thought somebody stated that they could not.

Discussion #8

Action: Add an agenda item (either to this meeting or in Monterey) to discuss the use of group keys for unicast transmissions.  In the past we have said yes.  Also, we need to discuss the downgrade of an RSN to a TSN if a non-RSN capable station joins the BSS.

Discussion #9

Action: Possible motion to remove changes to clause 6.2.1.2.2.  Discussion required.
<end of motions and discussion items from doc 02/521r0>

Chair: We have 20 minutes until dinner break.  Tim, is there enough time for your two motions?

Tim: We can try.

Motion by Tim Moore:

The ordering of the IEs in the management packets incorrect

Motion to change the order number as follows:

· change 7 in 7.3.2.1 (Beacon) to 14

· change to 5 in 7.2.3.4 (Assoc req)

· change to 6 in 7.2.3.6 (Re-assoc req)

· change to n+1 in 7.2.3.9 (Probe res)

Second: Jesse Walker

Discussion:

Comment: Duncan suggested that everything after 11d, was to put things in the order of their IE number.  Changes the written policy.

Tim: Do we have an official policy yet?

Comment: I haven’t seen text yet from Duncan.

Chair: If Tim’s motion goes through, it is harmless.

Tim: If Duncan’s policy is correct, it superseded this.

Jesse: Suggest we talk to Duncan first.

Comment: Assignment is independent of IE order?

yes.

Comment: I don’t see any harm in going forward with this.  It brings current text up to date.

Vote: 23-0-4 Passes

Motion by Tim Moore:

With the change of TKIP IV to 48bits do not need some sections in the draft for IV thresholds

Motion to remove the following sections and MIB variables

· 10.3.11.3 mlme-setkeys.indication
· MIB variables

· WEPKeyMappingIVMax

· WEPKeyMappingThreshold

· WEPDefaultKeyIVMax

· WEPDefaultKeyThreshold

Second: Arnoud Zwemmer.

Discussion:

Chair: Are these needed for the initial draft standard?

Tim: Needed for TKIP to rekey.

Chair: We added these?

Tim: Yes.

Comment: Don’t we need an indication for 4-way handshake?

Tim: No.  We don’t do 4-way handshake because of IV.

Comment: Not applicable to re-key per se.

Tim: MIB currently indicates re-key.  We would have to redefine it.

Comment: Is there another object that indicates that the keys have been set?

Tim: Why would the upper layer need to know?

Comment: Some upper layer may want to know.

Tim: Would require redefinition.

Vote: 29-0-1 Passes

Chair: Any objection to recessing until 7:00pm?

None.

In recess at 5:24pm

Resume 7:10pm

Chair: Reminder to meet at 10:30am tomorrow for the joint TGe/TGi meeting at the TGe room.  At 8:00am we will meet to prepare at the coffee service upstairs..

Comment: Where is the latest draft on the server?

Chair: Jesse would be the best person to ask, but he’s not here right now.

Presentation – Tim Moore – doc 02/298r4 – Suggested changes to RSN.

-
Result of a group of people trying to implement.  The have 4-way handshake, TKP & Michael working.

· Doug & Jesse found an issue with the Group key and sequence counter.  Now passing sequence counter in EAPOL-Key message.

· Michael tx/rx fix

· Clarify use of multicast cipher in assoc request.

· Some fixed in the authenticator state machine.

· Bit/octet convention issue.  298 referred to 802.11 for one field, but not for others.  All EAPOL msgs now use 802.1x convention

· Change EAPOL-Key MIC to HMAC-MD5 for AES case.

Comment: Wouldn’t the length be know before hand?

Tim: Not if it was hacked.

Comment: Why does MD5 help?

Tim: With CBC-MAC, pkt could be changed to be out of order and couldn’t detect.

Motion by Tim Moore:

Motion to incorporate changes in 02/298r4 into TGi draft

Second: Donald Eastlake

Discussion:

Comment: What are the miscellaneous changes?

Tim: They are in the doc.

Motion by Paul Lambert:

Motion to postpone to until the 1:00 pm session on Tuesday.

Second: by Alan Chickinsky

<No discussion on procedural motion>

Vote: 13-1-6 Passes

Presentation - Tim Moore – doc 02/499r1

Tim: Support “ad hoc”nature of IBSS.  Every station has an authenticator and supplicant.  Use the 4-way handshake to distribute the group key.  Similar counter measures as used for ESS case.

Comment: Why would the fist message cause them to bootstrap?

Tim: The rule is you get a new key if you cannot decrypt broadcast.

Comment: How do you changed the fixed keys?  How do you detect?

Tim: The 4-way handshake fails.

Comment: But it won’t work until you change all the stations?

Tim: Right.

Comment: If a rogue STA changes it key, does it force all stations to change?

Comment: No, they are manual keys.  The handshake will fail, that is all

Comment: A bootstrap will force a cascade of 4-way handshakes.

Tim: Yes.

Comment: Also, won’t this invoke countermeasures?

Tim: No, the MIC won’t fail.

Comment: This doesn’t seem to scale well.

Tim: Yes, the startup will be tough.

Comment: Each STA must maintain a table of all keys for other STAs it is communicating with.  This may be an issue.

Tim: Yes.

Comment: Problem with startup.  In IBSS you can’t join, may drain resources.  You can’t tell from the broadcast if the msg came from a network you want to join or not.

Tim: True.

Comment: In IBSS, I don’t think there is a need for pairwise keys.

Tim: You need the pairwise key for distributing the group key at the very least.

Chair: Does anyone have a concern with ad hoc scalability?

Comment: Ad hoc will not scale well be design.

Comment: All the STAs would not coalesce to a common broadcast key?

Tim: No

Comment: How is it done with the limited number of key indexes?

Tim: Wait to the next slide.

Tim: Cipher negotiation


AKMP and multicast must be the same


Unicast negotiation is in the 4-way handshake

Tim: We need to determine if pairwise keys are useful in this environment.

Comment: You’re not trying to protect from other members of the network.

Tim: Someone can determine the keys based on the nonce.

Tim: We changed the rules – two key mappings keys for each STA.  One for pairwise and one for broadcast.

Comment: How different are the key lookup rules?

Tim: For ESS it is the same.  Same also for unicast ad hoc.  For broadcast ad hoc, use a different lookup table.

Tim: Shall I hold the motion to include this doc into the draft until 1:00pm tomorrow?

Consensus is yes.

Comment: How much of this is above the MAC.

Tim: The biggest part is in 802.1x and the Authenticator.

Chair: How many people have created a Supplicant at this point?

Tim: Two that I know of.

Comment: You’re basically making every terminal into an AP?

Comment: Yes.

Comment: Why not just do that?

Comment: How is that simpler?

Chair: How this is got started is that some people wanted ad hoc being centrally controlled.  Others said it should be de-centralized.

Comment: TGe has a proposal that does this that they are about to throw it out.

Tim: An IBSS STA will have a different broadcast key for every STA it receives from.

Comment: Which is different than the AP model.

Chair: Any other comments on 02/499?

None.

Jesse: The latest draft in on server in ToDockeeper.

Presentation – Tim Moore, Doug Whiting, Jesse Walker – doc 02/545r0 - Mapping Password to PSK

Standardize a method to generate a 256 bit PSK from an ASCII password.

PSK = PBKDF2(password, ssid, ssidlen, 4096, 256)

Jesse: Only do this if you have to.  Security is bad.

Tim: Use hard to guess passwords.  Also change SSID from default.

Jesse: I would suggest that every AP ship with a different SSID.

Comment: This forces the administrator to set them to a common value in order to roam.

<Slide with crypto-functions>

Comment: Why so big (4096)

Doug: Increases the number of effective bits by that amount.

Comment: How long does this take?

Tim: 17ms on my machine.

Comment: There is a Unicode problem here with UTF8.  Results will be different based on code page used.

Comment: Will a 1 byte SSID cause a problem with this?

Tim: This will work, but won’t be very good.

Doug: Doc says don’t use this in the corporate environment.  Suggested for home use.

Comment: Apple had a concept of pass phrase.  Is this the same?

Chair: I don’t believe they ran it through a function.

Tim: How much time to people want to review the draft?

Chair: If we postpone a motion, will anybody look at it?

Jesse: Do you want it incorporated as normative?

Comment: It could be normative for optional.

Tim: Either we make it normative or WECA does.

Jesse: We could put it in an informative annex.

Motion by Russ Housley

Motion to incorporate document 02/545r0 as an informative annex.

Second: Jesse Walker

Discussion:

Comment: Request to change document to use passphrase instead of password.

Motion to amend by Donald Eastlake.

Change motion to be:

Motion to incorporate document 02/545r0 as an informative annex with password replaced by passphrase.

Second: Paul Lambert.

Discussion:

Comment: We have not properly defined “passphrase”.  Does the editor know this definition?

Jesse: I have seen it before.

Comment: Call the question

Chair: Any objection?

None

Vote on motion to amend: 22-1-2 Passes

New main motion:

Motion to incorporate document 02/545r0 as an informative annex with password replaced by passphrase.

Any discussion on new main motion?

None

Vote on new main motion: 24-0-1 Passes

Presentation: Clint Chaplin, Tim Moore, Doug Whiting – doc 02/477 – Proposal for Informative Schemes for Generating Randomness

Clint:

We wanted to come up with something that stations could do at boot-up for a good source of randomness.

There are both hardware and software solutions defined.

If you have several sources of randomness, use them all.

Comment: For software solution, inputs are external.  Attacker can see this.

Clint: Attacker can’t synch to the clock in your receiver.

Comment: But the difference is always SIFS time which is 10us.  Can’t this be measured?

Clint: It is not the ACK we’re looking at, it is the response of the 4-way handshake.

Comment: Have you tried it?

Clint: No

Doug: If you don’t know where randomness is in your system, hire a consultant to help you find it.

Clint: This is informative.

Comment: It seems to be a general problem.  It seems odd to put in this document.

Clint: This is in response to LB comment.

Comment: RFC1750 is similar without hardware.

Comment: Is it appropriate?  It will generate a bunch of new comments.

Comment: Have you considered ARPing any servers configured on the AP.

Clint: Not all APs have servers configured.  If have they do, use it.

Jesse: Something like this if very important because the implementers are not in this room.  They do not understand where to get good a source of randomness.

Comment: The number one source of crypto problems we see is poor selection of randomness.

Motion by Jesse Walker:

Move that the editor incorporate into the draft document 02-477 as an informational appendix.

Second: Dorothy Stanley

Motion to amend by Donald Eastlake;

Move that the editor incorporate into the draft document 02-477 as an informational appendix and site RFC1750.

Second: Tim Moore.

Any objection?

None

Any Discussion?

Comment: Against the amendment.  The RFC is not as definitive.

Comment: The RFC has a lot detail.  I think it should be in there.

Comment: The RFC talks about a good source of entropy.

Comment: I suggest adding a reference to the RFC with descriptive text around it.

Jon Edney: Call the question.

Vote on amendment: 20-1-4 Passes

New main motion

Move that the editor incorporate into the draft document 02-477 as an informational appendix and site RFC1750.

Discussion:

Against: More text to maintain and people to vote against.  Simply reference the RFC.

For: What Clint’s text provides is not in the RFC.

Vote: 14-3-7 Passes

Chair: There are no further motions prepared for today.

Comment: We could address the issues raised earlier today for ad hoc groups.

Chair: Sounds good.

Motion by Tim Moore:

Remove the following text from clause 8.5.1.3:

“If this is not possible it shall be initialized to the first PMK the Group key master receives (since there is no need to send broadcast traffic unless there is at least one station associated), but the following rules shall then be applied:

1.
The GMK should be updated periodically from another current PMK.

2. The GMK shall be changed when the AP deletes the association state for the station whose PMK is being used as the GMK.”

Discussion:

None

Vote: 17-0-4 Passes

Chair: Any objection to recess until tomorrow’s 10:30 session?

None

Recessed at 9:15pm

Tuesday

10:30am Session - Joint TGe/TGi meeting

Dave Halasz (TGi Chair) to chair the joint session

Dave: A joint TGe/TGi meeting was requested.  Issues have come up in TGi.  TGi cannot reference a draft, only a standard.  Also, if the architectural model changes in another group whose draft we reference, it affects the work we have done.

Submission: Russ Housley - doc 02/566 – Discussion Points for Joint TGe and TGi.

Russ: The intent is stimulate discussion.

Procedural issues:

· TGi draft cannot reference TGe draft, and vice versa

· TGi draft contains references to TGe items.

· Make submission to address interactions in subsequent PAR.

Comment: Wouldn’t it be better simply to duplicate text in both groups?

Russ: This would require a lot of coordination on the part of both editors.

Comment: Would’t this simply combine the two groups again?

Comment: No, only the overlap in both.

Comment: There is a security issue with simply pulling pieces out of TGi and putting them into TGe.

Dave: Ongoing maintenance and coordination would be required if doing this.  Why not just do this now?

Russ: Confusing for implementer.  TGi text would describe how TGe bits were set, for example.

Russ: The CCMP layering allows multiple transmit queues.  One replay counter per queue.  One sequence counter per interface.  Changes to this architecture would have far reaching affects on TGi.

Comment: This slide shows the transmit architecture.  It would be nice to see diagram for the receive side.

Technical Issues identified by TGi:

· Are there any MAC header fields TGe is introducing that need to be integrity checked?

· How do we protect side channels communications?

· TGi assumes ‘No ACK’ will not be in TGe.

· Burst ACK changes the architectural layering.

Comment: Can you elaborate on the No ACK issue?

Mike Morton: There is an issue with replay protection.  If a frame arrives outside the window, it gets discarded.  With No ACK there is a possibility that a large number of frames could be missed, resulting in a large jump in replay numbers.

Comment: Wouldn’t there be the same problem with broadcast and multicast?

Russ: With broadcast and multicast traffic, you have to keep track of the replay counter per transmitter.

Comment: The No ACK issue is the same as the Burst ACK issue.

Russ: Yes.

Comment: What I’m hearing from TGi is “Don’t do Side Channel, Burst ACK, No ACK because it the security is too difficult”.  But what if I really want it?

Dave: What we want to point out is that what is going to be needed is a maintenance PAR.  If we plan now, that PAR will be easier.  We want to ensure that when it comes time to create the maintenance PAR, that it won’t be impossible to bring TGe and TGi together.  Otherwise, it could be a huge project.

Comment: It appears the architectural model addresses the issue of fragmentation with respect to TXOPs.

Russ: Correct.  The model assumes the fragment is already protected.

Comment: Why does it have to be that way?  What are we protecting?

Russ: It is a trade-off between doing crypto ahead, or variably on the way to antenna.

Comment: But if done like currently in OCB, it would be easier.

Russ: We will be having a discussion on MSDU Vs MPDU later in TGi.

Comment: CCMP has two processes – multiplexing and CCMP processing.  Why not assign the replay counter on exit of queue instead of entrance?

Russ: It would cause security to be in two places.  It is easier to put it all in one place.  The processing is the same.

Comment: We need to agree on an architecture that works with vendor’s hardware.  There are three architecture options.

Russ: Other components can be decomposed and moved.  It appears only the replay counter needs to remain here to get the same bits on the air.

Dave: Is there any objections or comments to creating a maintenance PAR?

Comment: How long do you think it well take to complete the maintenance PAR?

Dave: If we make the architectural models agree, the work should be minimal.  It is in our interest to do this.

Comment: What if one group finishes its work far ahead.  And then the later group incorporates the changes needed?

Dave: If the later group makes changes such that the models don’t agree, it will make the maintenance PAR very difficult.

Dave: I haven’t talked to Stuart Kerry or John Fakatselis yet, but I see no other way to do this given the procedural issue.

Comment: Given the reality that one group will finish far ahead of the other, TGe won’t address any security issues.  Likewise TGi will remove all TGe related topics from its draft.

Comment: Clarification - is the procedural rule an IEEE rule or 802.11?  In other WGs, we have referenced drafts.

Dave: One group could put another group in perpetual limbo if changes are made to references.  TGi doesn’t want to limit the work of TGe.

Comment: Isn’t there already references to Traffic Classes in the TGi draft?

Dave: We were discussing that these need to be removed to move forward.

Comment: We already have the concept of queues in 802.11 (contention Vs. contention free).

Comment: Shouldn’t you plan for the worse?

Dave: That is not very practical.

Comment: The TGi device needs to allow for any device that allows reorder.  We need to plan for the existing standard.

Dave: But we can’t plan for things that are changing.

Comment: If TGi and TGe can’t plan for things that are changing, how can the maintenance PAR?

Dave: Because they will be finished.

Comment: If TGe doesn’t consider security, and TGi doesn’t consider QoS, you will have two different devices.  I’d rather combine them now.

Dave: We should be plan to make the maintenance PAR as easy as possible.

Comment: In IETF it is common practice to reference other drafts.  When one group finishes, it becomes frozen.

Comment: These are amendments to standards, not standards.  If you say TGi is based on TGe amendments, then TGi can’t finish until TGe is finished.

Dave: We want to make sure no group is waiting on another.

Comment: We should make a list of the technical issues between the two groups.  I suggest forming an ad hoc group to do this.  

Dave: This was the point of the submission by Russ.

Comment: Have we started a group to address the maintenance PAR?

Dave: If this proposal is acceptable to TGe, then we will look into forming the PAR and group.  I’m not sure if we can officially start a maintenance PAR on an unfinished PAR.  However, there is nothing to prevent us from doing work.

Comment: The main thing I see missing in the list is Side Channel support.

Dave: Side Channel is similar to IBSS.  We are addressing IBSS in TGi.  Did that answer you question?

Comment: Not really

Comment: How are you supposed to vote on TGe or TGi if there are holes?  How can we assume the holes will be fixed in the maintenance PAR?

Dave: Vote on items specific to that draft.  What is the alternative?

Comment: The alternative would be that both groups finish at the same time.  One may become inactive for some time.

Dave: The whole purpose of splitting the PAR was so that we didn’t have to do that.

Comment: We could just lock-step the two groups – basically re-join the two groups.  But I advocate what Dave is suggesting.

Comment: It would be foolhardy to hold up TGi for TGe.

Comment: For something like side channel, you need to include the whole protocol in both drafts.

Comment: No, only Clause 7 items.  We only care about the bits.

Dave: Is there any further discussion?

None.

Recess for lunch

Resume 1:06

<Announcement from Harry Worstell: Pluto up and running.  Please login for attendance>

Return to motion postponed during Monday’s session until 1:00pm today:

Motion by Tim Moore:

Motion to incorporate changed in 02/298r4 into TGi draft

Second: Donald Eastlake

Discussion continued:

Comment: Clarification – mandatory or optional?

Tim: This is not the IBSS document.

Chair: Any other discussion?

None.

Vote: 19-0-2 Passes

Motion by Tim Moore

Motion to incorporate document 02/499r2 into TGi draft as an optional to implement feature.

Second: Jon Edney

Discussion:

Tim: To fix an issue with 2 IBSS’s on the same channel, there is one change I added to r2 last night.  Before responding to 4-way handshake, check the BSSID to make sure it is in your BSS.

Comment: For unicast and multicast?

Tim: Yes.

Comment: I suggest we make IBSS optional.

Chair: So you would like IBSS in an RSN as optional?

Comment: Yes

Comment: If it were optional, then the alternative is PSK everywhere.

Tim: Yes

Comment: Why should the IBSS communication be less secure then ESS?

Comment: If optional, the user does not have a choice.  The vendor makes the choice.

Comment: Why won’t simple PSK work?

Jesse: People won’t use it or configure it incorrectly.

Tim: zone issue is that the replay counter needs to persistent across reboots, etc.  Otherwise, once you break the bottom key, you break them all.

Comment: We should explain the requirements that Tim is addressing.

Jesse: You are going to have to remember every key you ever used.

Comment: There is structure here, but it is necessary for security.

Jesse: We need the type of structure Tim is proposing.  The reason we can get away with this in the ESS case is because we assume the security is just there.

Comment: The broadcast key lookup breaks current implementations.  Makes this next generation.  If this is next generation, then what is RSN?  Is RSN meant to run on existing hardware?

No

Comment: What is TKIP then?

Chair: TKIP is for existing hardware.

Comment: Against - Horribly complicated.

Comment: If we adopt, there would be no backwards-compatible IBSS security solution.

Comment: Against - Complex, no backwards compatibility, additional key mapping logic required.

Chair: We do this on AP’s now.

Comment: For - No more complex than existing ESS proposal with exception of key mapping group keys.  What people are saying is that they want security and simplicity, but we’ve pointed out that is not attainable.

Comment: Are you introducing extra complexity to handle the PSK case?  In the PSK, everyone has to type in their PSK.  In public key environment, you don’t need that.  More processing required, but people don’t have to do as much.

Comment: Do we have a LB comment stating that we have to solve the IBSS case?

Chair: Yes.  This is the 2nd largest group of comments.

Chair: Tried solving via a distributed model to match the nature of ad hoc.  Allow it to be extensible via EAP.

Comment: Would the key id base be unused at all times?

Tim: The way it is currently specified, yes.

Comment: Instead of using Key ID bits, you have to check if the frame is multicast/unicast.

Comment: Where is Microsoft on this?  The developers said it solves the problems, but it’s difficult to implement.

Chair: If the supplicant is in the OS, the vendor doesn’t need to implement it in firmware.

Comment: I’m concerned about the complexity of implementing this on a headless device.  Unable to configure.

Comment: There is no requirement that it be turned on.  Could be booted w/security off then configured.

Comment: It is no more complicated than configuring the PSK with WEP today.

Comment: You should be more concerned with someone coming along and configuring the embedded device via the input device.

Comment: How do you configure the keys without a keyboard?

Chair: Out of the scope of this TG.

Tim: It sounds like you need MIB variables.

Comment: A good example is how to use a printer in an IBSS.

Comment: So is the requirement that the device be configured, and that ad hoc is a conduit?

Chair: I don’t see how the PSK case is more complicated.  There has been some work on making the UI easier (e.g., Passphrase presentation).  I’m not sure what the concern is.

Comment: This point argues that this should be optional.

Comment: How many keys mapping keys are suggested?

Tim: At the moment, we are leaving it at the ten minimum using the same key mapping table.  Should we increase it?

Comment: I think it should be made implementation specific.

Tim: With a minimum value.

Comment: I would like to see IBSS security be mandatory, with an option to turn it off, rather than optional to implement.

Comment: I was meaning optional to implement.  What is the point to making it mandatory if it cannot be configured?

Chair: When we say mandatory, we mean mandatory to implement, not enable.

Comment: Ask Jesse to elaborate on PSK comment.

Jesse: The property on PSK needs credentials.  Each device needs an input device to do this.

Comment: Depending on what the architecture is underneath, it could be a solution for certain environments.

Comment: Ad hoc networks always start with 2.  Then there is an agreement via the 4-way handshake.

Tim: Who owns the key and changes it, and how to send it out?  Stations are hidden.

Comment: There are replication problems.

Tim: We don’t know how to recover.  Need a larger Key ID to avoid wrapping.

Jesse: In the IBSS case, you must enroll.  Either PSK or define protocol.  The enrollment problem is not a data-link issue.  In conflict with PAR.

Chair: We’re providing tools so that someone can define it.  Like a RADIUS solution.

Jesse: I think all we can do based on our PAR is to provide the tools.

Comment: We’ve been more than willing to address the enrollment problem in an ESS by using 802.1X

Jesse: I disagree.  Somebody else outside the scope that our spec issues.  In IBSS case we cant make that presupposition.

Comment: Using public keys there are many ways to solve the enrollment problem.

Chair: I thought you said we had to specify the credentials for IBSS?

Jesse: No, that there has to be a way for credentials to enter the system.

Chair: I thought you said that for IBSS, we had to state how credentials are entered into the system?

Jesse: Then I assert that we’re done.  We know how to authenticate using 802.1x.  We have the 4-way handshake.

Chair: I disagree.  You do have a problem with establishing broadcast keys and pairwise keys.

Tim: There is nothing is 02/499 that says you have to use PSK.

Tim: There is a separate problem of how to get credentials in an IBSS.

Straw Poll

RSN MAC IBSS should be mandatory to implement in TGi.

Result: 24-18-2

Comment: Before we vote on Tim’s motion, I would like to see Russ’ public key presentation first.

Motion to postpone by Henry Ptasinski

Motion to postpone until 8:30pm today

Second: Nancy Cam-Winget

Discussion:

None

Vote: 22-1-13 Passes

Motion by Nancy Cam-Winget

Motion to modify agenda to present submission 02/561 at 7:30pm tonight.

Second: Dorothy Stanley

Discussion:

None

Vote: 32-0-1 Passes

Submission: Dorothy Stanley – doc 02/542 – Draft CCM Replay and State Text

· The section numbers in this document may have changed.

· Defines MIB variables for information needed for each CCMP session.

· Reference to QoS & TC’s because no official decision yet to remove from draft.  Will be taken out later if vote passes.

· Rules to detect if attacker is attempting a reply attack.

Discussion:

Comment: Did you clarify all of the endian issues?  It may need to be changed later.  This describes where the first 16 bits go.

Chair: Any objection to recessing until 3:30pm?

None.

Recessed at 2:45pm

Resume: 3:32pm

Chair: I encourage you to read 02/499 before this evening’s vote.

Presentation: Nancy Cam-Winget – doc 02/551 – TGi Frame Exchanges

Nancy: Informational walk-through.  Not a submission, but could be added as an informational annex.

Comment: All messages up to deriving Pairwise Keys were in the clear?

Nancy: Yes.

Comment: Is there a timer defined for the 4-way handshake?

Tim: Yes, but no way to configure at the moment.

Nancy: This will be a MIB variable.

Comment: At what point is it suitable for the AP to generate the GMK?

Tim: Once at bootup.  And then occasionally after that.

Nanct: You may want to change the GTK because there is no way to replay protect it.

Comment: Why is it not suitable to use something from the Authentication Server to derive the GMK?

Tim: It is not a good idea to re-use keys for a purpose other than they were designed.

Tim: Latest 02/298 changes the Group Key Hierarchy slide.  The Authenticator now uses the 1st 64 bits for Michael key.  The Supplicant uses 2nd 64 bits.

Tim: All EAPOL messages from the end of the 4-way handshake are encrypted.

Comment: If you receive an unencrypted packet at this point, what do you do?

Tim: Disassociate STA

Comment: So a spoofed packet could cause a disassociate?

Tim: The AP drops unencrypted packets it receives.  The AP will disassociate any STA upon receiving an encrypted packet from that STA that it cannot decrypt.

Chair: This would be useful as an appendix.

Nancy: I don’t have text for a submission.  If people find it useful, we can add text as an appendix

Comment: I have seen similar diagrams in 02/298.  What are the differences?

Tim: This is walking through from start to finish.

Straw Poll:

Include the RSN Frame Exchange in document 02/551 as an information annex to the TGi draft.

Discussion:

Comment: I’m concerned that we are adding too many annexes to the draft.  Should this be embedded as informative text in draft?

Nancy: This was to help everybody understand the steps to go through.

Tim: This puts all the frame exchanges in place.

Comment: Can it be put in clause 5?

Nancy: Since clause 5 is mostly informative, how about we put it in there?

Comment: But clause 5 is before clause 8.  It may be confusing.

Comment: Clause 5 is like a road map.  This is what to expect even if you don’t understand it all yet.

Nancy: should I put more work on this to make it into a submission?

Amended Straw Poll:

Include the RSN Frame Exchange in document 02/551 into Clause 5 of the TGi draft.

Result: 51-1-2

Submission: Arnoud Zwemmer – doc 02/570r0 – Security MIB Extensions

Arnoud:

Defines objects for:


RSN implemented


RSN enabled

Comment: When true, both RSN and non-RSN allowed?

Arnoud: Yes, description text will indicate this.

Arnoud: The existing PrivacyInvoked MIB variable is used to determine when to set the Privacy bit, so that functionality cannot be changed.  The description will be modified.

Chair: For initial authentication, both Privacy & RSN bits are set, but the frames are unencrypted.

Dorothy: We just have to let them go based on their 802.1x Ethertype.

Comment: Is the rekeying object required for both the Supplicant and Authenticator?

Arnoud: No, only for Authenticator.

Comment: I think it would important to point this out in the description

Arnoud: Agree

Comment: On unicast ciphers, do I enable all that I support?

Arnoud: Yes.

Comment: We need another MIB variable that states MIC failures.

Arnoud: Do we need a counter for the number of MIC failures within 60 seconds?

Tim: Yes.

Comment: How do you distinguish different versions of TKIP (e.g. SSN and RSN)

Arnoud: That would be in a vendor MIB.  This is RSN only.

Comment: I suggest that pairWiseKeys be made an integer instead of a truthValue, since some vendors support more than 1.

Arnoud: Agree.

Comment: Is there a need to add a rekeyNow MIB variable for the Group keys instead of waiting for one of the counters to expire?

Perhaps.

Motions for this submission will be made in this evening’s session to allow the document to be on the server for the required time.

Note: Russ has posted doc 02/561 to server for this evening’s presentation.

Chair: Is there any objection to recessing until 7:00pm?

None.

Recessed at 4:55

Resume: 705pm

Motion by Dorothy Stanley:

Instruct the editor to make the modifications indicated in 02/570r1.

Second: Arnoud Zwemmer

Discussion:

None.

Vote: 20-0-1 Passes

Motion by Dorothy Stanley:
Instruct the editor to add text from 02/542 into sections 8.3.4.3 and 8.3.4.4 or appropriately renumbered sections.

Second: Jesse Walker

Discussion:

None

Vote: 21-0-0 Passes

Chair: We have 20 minutes before Russ’ presentation.  I’d like to use this time to talk about pre-authentication.  It might be useful to have a capability bit that indicates if the AP supports pre-authentication.  Perhaps we could add this in the RSNE.

Comment: Given that you may need more than 1 bit, why not have your own IE

Chair: It would not be protected.

Tim: It would have to be added to the 4-way handshake.

Jesse: Currently we don’t have a way to signal this.  Seems like a good idea.

Tim: We should add a word to the IE for this.

Comment: Would this be used only in beacons and probe responses?

Tim: At some point in the future, it may be useful to know if the STA supports pre-auth.

Chair: There seems to be no objection.  We need to work on a proposal.

Jesse: Another IE perhaps - it would be useful to know if network is public or private for enrollment.

Submission – Russ Housley – doc 02/561ar0 – Using the Certified RSA Public Key to Establish a Pairwise Encryption Key.

Russ:

This is something that was started from the Side Channel teleconferences.

· Each STA has a public key and MAC address in a certificate.

· Computationally intensive – may prohibit legacy hardware.

· Private key facilitates enrollment

· Vendor installs RSA Key and certificate (signed by vendor and root) in every device.

· If you lose device, you’ve also lost MAC address.  So binding is still together.  No revocation issue.

· Two stations can establish a key without any third parties.

· STA must protect private key

Comment: It doesn’t give the peers the right to authorize.

Comment: So there is a third entity that provides trust for MAC address?

Russ: Right.

Comment: For home, with AP and client, how do I ensure I do not assoc to my neighbor’s AP?

Comment: There will be some UI that lists the MAC addresses.  The user finds the MAC address from a label on the bottom of the device and selects the right one.

Comment: That is how SSH works.

Comment: Would Diffie-Hellman be better than RSA?

Russ: No, this is tuned to be faster.

Comment: Does the public certificate for the CA need to be on the device?

Russ: Yes

Comment: Does TLS do more?

Russ: It does a littler more and a little less.

Chair: We decided to postpone Tim’s submission, thinking it would be better to hear this first.  Gets into mechanics of key distribution.  It seems like this could be made into some type of EAP method, but not an alternative to Tim’s submission.

Tim: I do n 4-way handshakes, you do n of these.  You still haven’t distributed the group keys.

Comment: Is this an IBSS proposal or authentication?

Russ: A proposal to establish a key between any two stations.

Comment: If it’s just for IBSS, not enough resources.

Comment: Similar to effort to authenticate management frames in original 1991 proposal.  The MAC address can be changed.

Russ: The binding is to the burned in MAC address only.

Russ: This is parallel to the scheme used in cable modems by CableLabs.  We should use their scheme for encoding the MAC address instead of reinventing one.

Comment: If a STA uses one MAC for two interfaces…

Russ: Then only one key.

Comment: People are doing this for embedded devices.

Jesse: When the STA enters a new domain, you could use a one-click process. We must solve this or government will regulate.

Tim: Not practical in enterprise.  Can’t track 50,000 MAC addresses.

Russ: You don’t need to.

Comment: Didn’t we say we did not want to use public key – too many resources.

Russ: It is too much for legacy devices only.

Comment: Are there other public key algorithms that would work better? (elliptic curve, DH)

Russ: Yes, but no patent issues here.

Comment: Not significantly different.  Xircom thinks they have patents on everything

Comment: Cost is high, but computation is infrequent.

Comment: How many certificates in chain?

Russ: Two

Comment: x.509 certificates?

Russ: That’s what I propose.

Comment: How many bytes per certificate?

Russ: About 2 Kbytes.

Comment: Is this simpler than the current solution?

Russ: This is not complete.  Let me finish to make sure it is an apple to apple comparison.

Russ: This solves RADIUS server emulation on each client required for Tim’s solution.

Chair: The impression I was getting from people is the complexity of the n-way, but that still has to be done here.

Comment: The real advantage here is for use in headless devices.

Russ: Right.

Comment: How is this different than installing x.509 certificate on device, and using TLS.

Comment: Right, but how did the certificate get there?

Comment: What encapsulation method is used for transfer of PDUs?

Russ: I haven’t thought of it.

Russ: perhaps Tim and I could get together and see if there is a hybrid model between the two proposals.

Tim: Agree.

Chair: We don’t want to get carried away and go out of scope.

Comment: What you’re talking about is between the NAS and AS.  This is between NAS and STA.

Chair: The motion said we are not going to talk about EAP types.

Comment: Suggest using certificates on top of 4-way handshake, replacing 4-way with this?  If the suggestion is to replace the 4-way handshake with this, that can take a long time.

Comment: If using TLS, you reduce the number of frame exchanges using this scheme.

Comment: Still need to access a backend server to authorize the user.

Comment: You only know device, not user.  Authorization is a separate process.

Comment: Can be used for ad hoc, ESS, and Side Channel.  How would this co-exist with TTLS?  Is your tunnel secure enough to transfer the user’s credentials?

Comment: You still haven’t authenticated the user, only the device.

Russ: We’re not sure if that is part of our charter.

Comment: The customer pays to use the server, regardless of device.

Russ: The user would have to enroll with its MAC address.

Comment: This proposal came out of the side channel discussion.  This was the only solution that scaled well for side channel.  PSK scheme did not.  This is something else in our toolkit that could solve other problems.  Moves administration to vendors.

Comment: Are you saying this should be the solution instead of Tim’s proposal?

Comment: No, this is simply key management.

Comment: I don’t have a problem using this for Side Channel or IBSS.  But for ESS, this will change too much.

Russ: Are we willing to build a certificate into the NIC for AES class devices?

Comment: It sounds like this is not necessarily a replacement for Tim’s proposal, but complementary.

Comment: If we are pushing authentication up, why are we doing this at the MAC layer?

Russ: So we should all use IPSEC and go home?

Comment: We’re going to need a large secure database of MAC addresses.

Russ: No.

Comment: Do you know of any cases of where something like this is deployed?

Russ: Yes.

Tim: We have 40,000 wireless users using certificates at Microsoft.

Comment: Attrib certificates?

Tim: No

Comment: How long is the chaining block?

Tim: Two.

Comment: Is this going to be pursued?

Chair: We could pursue it after Tim’s motion at 8:30pm.

Motion to incorporate document 02/499r2 into TGi draft as an optional to implement feature.

Second: Jon Edney

Discussion:

Jesse: For – I like what Russ has done, however Tim’s proposal is a necessary step to make what we have today work.

Comment: Against - if it’s not what we are going to end up with, then why put it in?

Tim: What complexity?

Comment: Key mapping aspect of multiple broadcast keys.

Tim: Everything else has been done before.

Comment: For – scaling not any worse than IBSS.

Comment: What size did you assume an IBSS might be when writing?

Tim: 20-25 is the largest ad hoc I’ve seen.  But there would be a limit in text.

Comment: If you want to have 25 nodes, you’ve got to have that many keys.

Comment: A good model for IBSS is home use.

Comment: This is the only IBSS proposal.  If we reject it we have nothing and cannot go to LB.

Comment: If we vote it in, would Microsoft implement it?

Tim: We are still writing supplicant code.  When done, this will be straightforward to do.

Vote: 23-2-7 Passes

Comment: Is it on the agenda to further define what a TSN is?

Chair: No, but people may introduce more motions.

Chair: Any objections to recessing until tomorrow at 3:30pm?

None.

Recessed at 8:45

Wednesday

3:30pm Session

Review Agenda.

· LB comment processing tomorrow.

· Paul Lambert has 3 submissions.

· Dave Halasz has submission 02/590 on RSN Capability Field

Submission – Paul Lambert – doc 02/553r1 - CCMP MIC Processing

Paul:

Invariant Fields – 

· CCMP processing once per MPDU

· Retransmissions don’t require re-processing.

There are three fields that can vary on retransmit – Power Management, More Data, QoS-TXOP/Queue Length, FEC, ACK Policy

Comment: How can ‘More Data’ be different on re-transmit?

Comment: It indicates the state of the queue.  The state can change at time of re-transmit.

Comment: True in TGe.  True also for 1999 spec?

Comment: How can power management change on retransmit?

Paul: There is a remote chance it could change.

Comment: In the same frame exchange sequence, the power management bit should stay the same.

Paul: But it represents the state of the system, not the MPDU.

Motion by Paul Lambert:

The CCMP integrity processing in the current TGi draft shall be modified to mask to zero the ‘Pwr Mgt’, ‘More Data’ and ‘QC bits 4 to 15’ for purposes of the CBC integrity calculation.

Second: Ali Raissinia

Discussion:

Comment: What you’ve identified is correct.  How do we future-proof ourselves?

Paul: Good question.  I don’t see many fields changing in MAC header.  There are few threats on remaining bits not protected.

Vote: 26-0-0 Passes

Submission – Paul Lambert – doc 02/362r6 – Proposed test Vectors for IEEE 802.11 TGi

Significant changes in latest revision:

· Added AES CCMP processing

· Eighth test vector

Motion by Paul Lambert:

Motion to incorporate document 02/362r6 into the TGi draft.

Second: Butch Anton

Discussion:

Comment: Informative or normative?

Chair: Up to editor

Chair: Motion to amend?

Comment: What was the intent?

Paul: It ought to be normative.  Not much good as informative.

Comment: Leads to question on inconsistency.

Straw Poll

Test vectors should be normative text.

Discussion:

Comment: Test vectors let implementer know if implemented correctly.  If made normative, imperative to fix.

Comment: This is redundant with the text.  Should be informative.

Result: 21-18-7

Comment: Is there precedence in other 802.11 specs?

Comment: No

Motion to amend:

Motion to incorporate document 02/362r6 into the TGi draft as informative text.

Second: Luke Ludeman

Discussion:

Vote: 30-0-2 Passes

New main motion:

Motion to incorporate document 02/362r6 into the TGi draft as informative text.

Discussion:

Comment: If errors or changes required, what is vote required to add?

Chair: 50% - informative

Comment: I would like to review more closely

Comment: Clarify – one additional vector?

Paul: An 8th added.  Bits set to 1 so that muting can be discovered.

Paul: Ask editor to add clarifying text that all fields are big-endian.

Comment: I would like to see the endian text added before the test vectors.  Vectors may be wrong.

Chair: You could make a motion to postpone.

Comment: I would like to make the motion to postpone

Motion by Henry Ptasinski

Motion to postpone Test Vector motion (doc 02/362r6) until Thursday 3:30pm

Second: Dorothy Stanley

Discussion:

Paul: We should put vectors in now.  Changes could be put in later.

Vote: 11-13-12 Fails (procedural) 

Back to new main motion by Paul Lambert:

Motion to incorporate document 02/362r6 into the TGi draft as informative text.

Second: Butch Anton 

Discussion:

None

Vote: 27-1-9 Passes

Submission: David Halasz – doc 02/590 – RSN Capabilities Field

Dave: 

· Provides a migration strategy for TSN and RSN

· Added RSN Capabilities field (2 octets) to RSN IE

Comment: Only for TSN?  Or RSN also

Chair: May be used for other features.

Comment: Mandatory or optional field?

Chair: Optional.

Motion by Dorothy Stanley

Motion to incorporate doc 02/590r0 into TGi draft as normative text.

Second: Greg Chesson

Discussion:

None.

Vote: 31-0-0 Passes

Motion by Tim Moore:

Motion to add following text to the TGi draft RSN Capability Information field as normative text:

“Add Pairwise field as B1 to the RSN Capability Information field

STAs set the Pairwise key subfield to 1 within the RSN Capability field if the STA supports Pairwise keys using Group key rather than using key mapping keys.”

Second: Albert Young

Discussion:

Tim: This bit only needs to be set on the RSN STA so it knows how to handle the mix.

Tim: If this bit is set, the AP has to do more work.

Vote: 26-0-4 Passes

Motion by Paul Lambert

Move to instruct the editor to clarify the text in the draft that specifies the transmission order of the replay counter for TKIP to use little-endian for the IV transmission order.  And clarify the text for CCM to use big-endian transmission order for the PN field.  Further instruct the editor to incorporate corrected test vectors when they become available.

Second: Ali Raissinia

Discussion:

Comment: Against - current order for TKIP is little-endian, and CCM is big-endian.  CCM is big-endian because of NIST – strong precedent to leave that way.  I would like to amend motion.

Comment: The CCM test vectors are numbers, not encapsulation methods.  Not true that it makes a change in logic.  Translation is always necessary for IP fields.  Format internally doesn’t matter.

Comment: Endian order is independent of transmission order.  If different, while data is being received, you don’t know the endian order until the key search is complete.

Chair: You’re saying at receive time you don’t know if the frame is TKIP or CCM?

Comment: After key lookup, while receiving the IV, you may not have completed the key search so you don’t know what order to use to start decrypting.

Comment: For hardware solutions, this is important.

Comment: The address information in the packet is everything you need. Order doesn’t matter.

Comment: It is true the address gives the information you need, but no guarantee you have finished the key lookup by the time you need the IV.

Comment: I can’t find any info in draft that says CCM is big-endian

Comment: Key search and address lookup are the same.  In the TKIP and CCM encapsulation diagram, bytes are labeled 2, 3, 4, 5.  In all other places, IV0 represents little-endian.  If we choose big-endian, we should probably update these diagrams to start from 5 on the left.

Comment: The diagram is wrong, not IV but PN.

Comment: Against amending motion.  I would like to see IVs handled in consistent way.  Not intent of authors.

Paul: The intent of the authors was big-endian.

Comment: Agree – but unaware of precedence Greg mentioned.

Comment: I have diagrams to clear up the ambiguity.  

Comment: Call the question

Chair: Any objection?

None

Vote: 6-25-1 Fails

Motion by Greg Chesson

Move to instruct the editor to clarify the text in the draft that specifies the transmission order of the replay counter for both TKIP and CCM so that they both use little-endian transmission order.  Further instruct the editor to incorporate corrected test vectors when they become available.

Second: Al Potter

POI: Clarify should be modify?

Greg: Intent was 75% vote

Discussion:

None

Vote: 29-6-1 Passes

Presentation: Bob Moskowitz – doc 02/516r0 - RADIUS Client Kickstart

Bob:

· Scalability/deployment issue with manually configured IP addresses and secret on Authenticator and RADIUS server

· Suggest using DH to place a Master Secret on both devices.

· Work belongs in IETF. No RADIUS workgroup.

· Trying to get onto 802.1x agenda.

Discussion:

None

Chair: Are there any motions or discussion?

None.

Chair: Is there any objection to recessing until tomorrow at 8:00am?

None

Recessed at 5:11pm.

Thursday 

8:00 AM Session

Agenda for today:

· LB35 Comment Resolution

· A few submissions

· Towards the end of today’s session, we need to decide if we want to have another ad hoc, or an actual Interim, which would allow us to make motions.

Submission: Tim Moore – doc 547r1 – Validating Disassociate and Deauthenticate Messages

Tim:

· Anybody can send these to messages and disconnect anybody from the network.

· STA or AP can delete state (remove keys) synchronously.

· Use a new message format when keys are available.

Comment: Was the idea to perform 4-way handshake, and then disconnect on completion?

Tim: No.  If spoofed, 4-way will complete without error to genuine STA.  If genuine STA sent Disassociate, AP will attempt 4-way with STA, which will timeout (because STA is disassociated), and AP will disassociate STA.

Comment: In Bernard’s pre-authentication presentation, he said you always pre-authenticate.  You are allowed to use that for management frames.  But I thought our decision was to not use that approach?

Tim: We decided not to use signed management messages, which is why I came up with this approach.

Comment: To avoid using timeout approach, why not complete the 4-way and then disassociate?

Tim: The AP has to remember state, but should work.  Should make things a little quicker.

Jesse: If we take this approach, we end up disabling at the MAC level messages once we have keys.

Tim: Yes. 

Comment: We could define a new protected message.  Would be less ambiguous.

Tim: True

Comment: If the AP sends data to STA, and the STA is not associated, STA will send a Deauthenticate message to AP.  The AP has keys so it will initiate a 4-way handshake, which will timeout.  What stops AP from sending data?

Comment: I did see one attack that made all STAs Associate to a rogue AP.  This was Open Authentication.  Pointed to a method of local denial of service.

Tim: A rogue AP will not have shared secret or access to a RADIUS server.

Jesse: I think the correct way to correct the problem is at the MAC layer, but will never get past political issues.  This method seems to be the only option.

Tim: We’re making deleting the keys difficult, and it doesn’t modify the MAC.

Comment: We need to make sure this doesn’t move the problem somewhere else.

Straw Poll

The problem with unauthenticated Disassociate and Deauthenticate Messages as per Document 02/547r1 is a problem that TGi needs to address.

Discussion:

Comment: Stopping only one type of DoS.  Can force 4-way handshake.

Comment: What is the impact if not solved?  Attacker can send Disassociate.

Comment: I am concerned about the DoS argument.  We’ve been increasing features to launch DoS attacks – more fragile.  Not a valid reason to oppose.  If we find a way to close this one, things will be less fragile.

Comment: I disagree that people would do this to disable security.

Comment: There was much publicity in the Arbaugh paper.  Attacker could assume session of valid user.

Comment: We are replacing a big DoS attack with a small one.

Comment: We did not pursue Bernard’s pre-authentication suggestion.  If we really want to fix all the holes, the underlying structure needs to change.

Comment: I would like to find out what the straw poll result would be.

Comment: I’m not convinced that we’re closing a significant hole in the dike. 

Comment: This is the easiest DoS attack to address.

Tim: This is the easiest one.  Is it worth doing?

Comment: If the DoS attack can be an enabler for another type of attack, then it is a bigger issue.  We ought to try to close this if we can.

Comment: If it doesn’t delay the schedule for LB, then we should do this.

Chair: We can’t address this after LB if we’re changing underlying structure.

Comment: We’re just picking the low hanging fruit.

Comment: We have security against jamming, piggyback, MIM attacks.

Chair: It’s not fair to characterize this as a DoS attack.  You can slow down traffic.  If passing through your STA, it can monitor modification results.

Comment: The sequence that someone uses here, is that in issue?

Result: 16-18-11

Letter Ballot Processing:

Many comments processed in Sydney, and at the San Jose Ad Hoc.  Most NO votes were related to AES, IBSS or the editor’s comments.

Comment 687:

Jesse: We discussed this in San Jose.  We said we would simply change to a Word comment.

Jesse: The original text was inconsistent with the technical portion of the text.

Motion by Jon Edney:

Move that the editor be instructed to modify clause 5.4.3 of TGi draft 2.0 to incorporate the text “An RSN does not directly provide either service; instead, it uses 802.1X to provide access control and key distribution, and confidentiality is provided as a side-effect of key distribution.” at the end and indicate that the existing last paragraph refers to legacy systems.

Second: Jesse Walker

Discsussion’

Comment: What about the changes that are recommended in 2.3?

Jesse: Those have been in there since draft 1.  There are two types of instruction: one to IEEE editors, others to remind us of work to do.

Comment: Does the editor’s note indicate the changes that are already in the draft?

Jesse: If you leave the original 1999 text, it doesn’t describe what we have, nor do the previous changes.

Comment: The text we have here is accurate, but not sufficient.

Chair: Are you suggesting we keep what we have and then add additional text?

Comment: Yes.

Vote: 23-0-4 Passes

Action: Closed – Addressed by above motion.

Comment 736

Action: Closed - Addressed by doc 02/570

Comment 206

Comment: Based on Tim’s straw poll, on this topic, it sounded like we were not going to address this.

Tim: If choose to drop frames, something has to happen.

Chair: Deciding when to allow Disassociate messages based on state is complex.

Action: Closed - currently no consensus in the group to pursue suggested remedy.

Comment: What happened to all the motions we said we prepared in San Jose?

Chair: Motions were made earlier to address many of those.

Jesse: TGe, TGg, TGh, have passed motions that the SDL applies only to legacy systems.  The normative text is the definition.  I will talk to TGe to find their text.

Recess at 10:00am

Resume: 10:35am

Comment 1002:

Action: Closed - WECA is planning on performing a security review.

Comment 1011:

Comment: In clause 8 there is text that defines this.

Comment: This is editorial – no motion necessary.

Action: Closed – Editor to take definition of RSN from clause 8 and place it in clause 3.

Comment 2207:

Jesse: This comment is a result of an earlier version of 02/298

Action: Closed – Agree – Motion to incorporate updated 02/298 to address this.

Comment 2208:

Comment: WEP is still supported.  If we change name we need to change WEP reference to this bit.

Comment: Yes.

Comment: Good idea.  Confusing as is.

Jesse: I would suggest “Protected Bit” rather than encrypted since we are doing more.

Motion by Jesse Walker

Move to instruct the editor to change the name of bit 14 in the Frame Control Field from ‘WEP’ to ‘Protected Frame’ and update associated references throughout the draft.

Second: Albert Young

Discussion:

None

Vote: 19-0-1 Passes

Action: Closed – Addressed by motion to rename WEP bit to Protected Frame bit.

Comment 1043:

Comment: I suggest replacing the PRF192() with simply stating that a 192 bit random number is needed.  How to obtain a good random number is now in an informative annex.

Comment: We should say calling RAND() is not good enough.

Motion by Jesse Walker

Move to instruct editor to replace text in clause 8.3.2.3.5.1 with:

“All stations contain a global Key Counter which is 256 bits in size. It should be initialized at system boot up time to a fresh cryptographic quality random number.  Refer to annex on random number generation.”

Second: Russ Housley

Vote: 25-0-0 Passes

Action: Closed – Addressed by motion to above.

Comment 1472:

Comment: Based on this morning’s Straw Poll, the consensus was that we do not to protect management frames.

Action: Rejected

Comment 2214:

Comment: This clause is no longer accurate.

Action: Leave open - The text for 5.4.3.2 needs to be replaced to reflect the current architecture and a subsequent Motion.  Frank Ciotti has volunteered to draft the text.

Comment 2253:

Comment: None of this work has been done.

Chair: Do we need a volunteer?  We can’t wordsmith right now.

Jesse: We need a volunteer to draft text.

Action: Leave open – need a volunteer to draft new text for clause 8.3.2.3.8.1

Comment 646:

Action: Leave open – Dave Halasz and Tim Moore volunteered to update PICS.

Comment 1328:

Action: closed – addressed in 02/298.

Comment 1329:

Action: closed – addressed in 02/298.

Comment 1333:

Action: closed – addressed with 02/499 and 02/298.

Comment 2264:

Comment: How is this a TGi issue?

Comment: Could drop security association.  The capability is there – the STA can leave the BSS for duration of Listen Interval.

Comment: There is a paragraph in the TGi draft that states a STA cannot be part of an ESS and IBSS at the same time.

Comment: We should remove it.

Comment: I’m not sure about that – the IBSS security is unknown.

Comment: The 1999 spec only states that a STA shall not maintain two simultaneous associations to AP’s, but it can be member of two IBSSs.

Comment: The related text should be removed from 5.4.2.2

Motion by Gary Spiess

Move to instruct editor to remove the following text from clause 5.4.2.2

“The rules for association within a BSS prevent a STA from being associated with an IBSS and a BSS simultaneously.”

Second: Dorothy Stanley

Vote: 25-0-3 Passes

Action: Closed – Out of scope of TGi.  Also, above motion was passed to remove related text in 5.4.2.2.

Comment 2265:

Action: Closed - Motion passed above to remove related text in 5.4.2.2.

Comment 1120:

Jesse: We would have to not affect how WEP is processed.  Legacy decision tree – don’t do anything about it.

Action: Closed – Legacy issue which we are not addressing.

Comment 2289:

Action: Closed - Probe Request no longer has capability information

Comment 2180

Comment: If a coherent definition of TSN exists, this comment no longer applies.

Chair: We clarified TSN yesterday.  So you’re okay with closing comment?

Comment: Yes.

Action: Closed

Comment 2310:

Action: Closed – resolved by adding a 802.1X_SAP

Comment 2312:

Action: Closed – resolved by adding a 802.1X_SAP

Comment 1820:

Comment: The first part of the comment is editorial.

Chair: For the second part, we said we would define the Privacy Bit use in the San Jose ad hoc.

Action: Leave open – need volunteer to clarify text for use of Privacy Bit in an RSN.

Recess for lunch at 11:59am

Resume: 1:19pm

Presentation: TK Tan – doc 02/xxx – WIG WLAN Interworking Group

· Joint effort between 802.11/ETSI BRAN and HiSWAN

· Key area of focus for WIG is interface between WLAN and WWAN

· Need assistance from TGi on security model

· 3GPP selected.

Comment: Do you have time to describe the 3GPP architecture in more detail?

TK: Not in this presentation – I can point you to the right people.

Comment: Is it much different than Bluetooth, etc?

TK: I’m not an expert, but I would say yes.

The next WIG meeting is next year in Tokyo

Comment: WIG has a requirement that the WLAN security cannot affect the WWAN security.  The reverse is also true.

Comment: A key for one network cannot be used in another.

Comment: In the BRAN doc, it talks about extending 1x to use EAPOH.  What had to change?

Comment: EAPOH is a protocol to transport EAP over HyperLAN.

Comment: Is there a document available that describes this?

Comment: Yes, a number of them.  I’ll give them to you when I find them.

Return to LB Comment Processing

Dorothy: There are a number for which we added a comment, but they are not closed.

Chair: At some point we need to discuss if we are ready for LB.

Chair: Some people said they would like to make motions.  Now would be a good time to do that.

Motion by Jesse Walker

Instruct the editor to insert the following editing instruction at the beginning of Annex Comment: “Delete the text of this annex.”

Second: Russ Housley

Discussion:

Jesse: Annex C is the SDL.  The tools required to maintain this are no longer available.  This is similar to what the other task groups are doing.

Vote: 25-0-1 Passes

Motion by Tim Moore

Motion to incorporate the following into the RSN configuration MIB

dot11RSNConfigGroupMasterRekeyTime OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


UNITS

"seconds"


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"The time in seconds after which the RSN group master key must be 



 changed. The timer shall start at the moment the group master key 



 was set.



A group key refresh will occur on a group master key change.

 The fine granularity (seconds) also enables the network 

 Administrator to ‘immediately’ refresh the group master key."


DEFVAL

{ 7*86400 } -- once per week


::= { dot11RSNConfigEntry 12 }

dot11RSNConfigGroupUpdateTimeOut OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


UNITS

"milli-seconds"


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"The time in milli-seconds after which the RSN group update handshake

 

will be retried. The timer shall start at the moment the group update 



message is sent."


DEFVAL

{ 100 } -- 


::= { dot11RSNConfigEntry 13 }

dot11RSNConfigGroupUpdateCount OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"The number of times the RSN Group update will be retried."


DEFVAL

{ 3 } -- 


::= { dot11RSNConfigEntry 14 }

dot11RSNConfigPairwiseUpdateTimeOut OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


UNITS

"milli-seconds"


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"The time in milli-seconds after which the RSN 4-way handshake

 

will be retried. The timer shall start at the moment a 4-way message 



is sent."


DEFVAL

{ 100 } -- 


::= { dot11RSNConfigEntry 15 }

dot11RSNConfigPairwiseUpdateCount OBJECT-TYPE


SYNTAX

Unsigned32 (1..4294967295)


MAX-ACCESS
read-write


STATUS

current


DESCRIPTION



"The number of times the RSN 4-way handshake will be retried."


DEFVAL

{ 3 } -- 


::= { dot11RSNConfigEntry 16 }

Second: Don Eastlake

Discussion:

None.

Vote: 22-0-6 Passes

Chair: If we plan to go to LB, we need to prepare a motion.  It needs to be available on the server 4 hours ahead of time.

Comment: I don’t think we’re ready.  We want to do a line-by-line review.  We should wait until next session.

Comment: We should be ready once Jesse has included the voted in text.

Chair: We have action items to do yet.

Comment: We still have 75 LB comments not processed

Jesse: If we went to LB now, there are enough open issues that we would fail.  Would delay another LB for another 2 or 3 meetings.

Chair: We learned from LB35 that we want to minimize the number of comments.  We need to take measures to ensure that we can go to LB at the next meeting.  We can make a motion to pre-authorize some work.  The announcement must be at least 30 days prior to the meeting.  Any changes made in ad hoc meeting would be put to 15 day LB, to make a new draft available for the November meeting.

Comment: What would be the LB length after the November meeting?

Chair: We may not finish all the changes by November/

Comment: What is the advantage to doing this vs. what we did in San Jose?

Chair: We would not have to take two days voting in the motions that resulted from the ad hoc.

Comment: What would be the output of the 15-day LB?

Chair: A document that we would say “We want this to be our new draft”. 

Comment: So there are no comments back?

Chair: Correct.

Jesse: If we pre-authorize ourselves to produce a new draft, must we do so?

Chair: If we are pre-authorize, it doesn’t mean we have to do it.  We need 75% to get approval for an ad hoc.  In the ad hoc we need 75%.  The LB needs 75%.

Comment: If we get through all LB comments, all remaining comments should be editorial.  If we get through another 75 today, we can go to the next round.

Jesse: I think there is a good 2 weeks of work to incorporate the changes I have into the draft.

Chair: Therefore we can’t go to LB this session.

Comment: We cannot vote to go to LB until we have a draft.  And it needs to be on the server 4 hours before we can vote on it.

Chair: Does anybody want to make a motion to prepare the draft for LB?

None.

Comment: Is there a plan for the comment resolution?

Chair: We can pick that up today.  There is growing consensus for another meeting before the November meeting.  

Yes.

Jesse: I think it is important to get the pre-authorization, even if we don’t need it.  It may be necessary if many changes are found.

Comment: One of the LB comments is to have a PICS.

Chair: Tim and I have starting working on this.  If it is not available before November, will discuss it during the November meeting.

Comment: A PICS is not a few minute review.

Straw Poll:

TGi to have a meeting, prior to the November Plenary, with the intent of authorizing a 15 day LB to update the draft.

Discussion:

Comment: What if we can’t go to LB because of time constraints?

Chair: Then we vote on the motions in the November meeting.

Comment: What is the advantage to doing the 15day LB rather than simply waiting until Hawaii?

Jesse: I could do the editing ahead of time instead in Hawaii.

Comment: I have not heard of a 15 day LB.

Chair: I talked to Stuart about it.

Comment: It seems the LB needs to go only to TGi voters.  That’s who would be voting on the motions in the TG.

Comment: A LB to the entire WG may have less of a chance of getting voted in.

Comment: Disagree.  More time to look at suggested changes.

Chair: This happened in the meeting here.  Motions were postponed.

Comment: If the LB fails, does it prevent us from updating the draft?

Jesse: No

Comment: Will this generate more comments?

Chair: No – this would be a yes/no only vote.

Comment: The 15-day LB may not be granted do to what is happening in the executive committee currently.  The are saying 30 day only.

Comment: There is a lot to be said for having the author have enough time to resolve obvious errors.  True issues may be lost.

Result: 42-0-3

Straw Poll

Desired location of the October TGi meeting.

(may vote for many)

Virginia: 22

Boulder: 12

Redmond: 10

Motion by Paul Lambert:

The CCMP integrity processing in the current TGi draft shall be modified to mask bits b4 b5 and b6 of the FC SubType field.

Second: Greg Chesson

Discussion:

Comment: Why would the No Data bit change?

Paul: Good question.  My next motion will be to never protect a data frame when the No Data bit is set.

Motion to amend by Henry Ptasinski:

The CCMP integrity processing for data frames in the current TGi draft shall be modified to mask bits b4 b5 and b6 of the FC SubType field.

Second: Dorothy Stanley

Discussion:

None

Vote: 27-1-5 Passes

New main Motion by Paul Lambert:

The CCMP integrity processing for data frames in the current TGi draft shall be modified to mask bits b4 b5 and b6 of the FC SubType field.

Second: Greg Chesson

Discussion:

None

Vote: 26-0-7 Passes

Recess at 3:00 until 3:30pm.

Resume 3:30pm

Chair: Due to scheduled TGe vote at 3:30, any objection to recessing until 4:00pm?

None.

Recessed until 4:00pm.

Resume 4:04pm

Chair: Not all people are back from TGe vote yet.  Resume processing LB comments.

Chair: If a comment is in the ‘Closed’, ‘U’ or ‘W’ state, we will ignore it.

Comment 312:

Comment: WECA is hiring a consultant to address this.

Action: Rejected – Outside scope of TGi.  We are adding message flow as an appendix.

Chair: The following four comment numbers are still open:

2214, 2253, 646 and 1820

Motion by Paul Lambert:

The TGi protection of Data frames shall only apply to data frames that contain data of length >=1.  Data frames shall not be protected when bit b6 of the Subtype is set.  The FC ‘Protected Frame’ bit (FC bit 14) shall not be set when bit b6 (no data) of the Subtype is set.  The draft shall be updated to reflect these limitations in subtype protection.

Second: Jesse Walker

Discussion:

For data frames of type NULL-Data?

Paul: No – there are 8 ways of sending zero length data frames.  The field is overloaded.

Comment: What about WEP encrypted zero length data frames?

Paul: They won’t be passed up.

Vote: 21-0-3 Passes

Motion by Arnoud Zwemmer

To accurately reflect the extensibility of cipher suites and authentication suites as identified in section 7.2.3.17, change the syntax of the objects in the MIB pertaining to cipher/authentication suites from INTEGER { wep(1), tkip(2), wrap(3), ccmp(4) } to OCTET STRING (SIZE(4)), with the DESCRIPTION clause noting that the first three octets shall form an OUI and the fourth octet a cipher/authentication suite within that OUI space, with the DESCRIPTION clause also listing the suites defined by IEEE 802.11i.  For example, for the unicast cipher suite objects, 00:00:00:1 is WEP, 00:00:00:2 is TKIP, 00:00:00:3 is WRAP, 00:00:00:4 is CCMP.

Second: Tim Moore

Discussion:

None.

Vote: 16-0-4 Passes

Presentation: David Johnston - doc 02/593r1 – Clarified CCM Diagrams

Discussion:

Comment: You have the endian-ness wrong in the nonce.  Based on yesterday’s vote.

Comment: In the text we incorporated yesterday, it shows step by step processing of how the fields are used.

Jesse: I would gladly welcome this as long as you and Paul agree on how to correct the document.

Comment: I found some errors with a quick review.  But the pictures are a big improvement.

Chair: Paul and DJ should work together to fix errors and draft a motion to incorporate into draft.

Chair handed over to Dorothy Stanley while Dave looks for Stuart Kerry to draft the text for the October TGi meeting motion.

Motion by Paul Lambert:

Replace all references in the TGi draft to the 8 octet ‘PN’ field that contains PN, KeyID and ExtIV in the CCMP processing with either ‘RSN Header’ or the abbreviation ‘RH’

Second: Greg Chesson

Vote: 22-0-1 Passes

Chair: Any objection to a 10 minute recess until Dave returns?

None.

In recess for 10 minutes at 4:52pm

Resume (Dave as chair)

Chair: I talked to Stuart, and there is currently some debate about electronic LBs.  The suggestion is to avoid the risk, have the meeting.  If there are changes, vote on them as the first agenda item of the November meeting.

Comment: What is the risk?  I heard TGg is doing this.

Chair: TGg is going for re-circulation.  Different situation.  

Chair: The amount of time we would save is not that significant.  Is it worth the risk of being caught in battle of validity electronic ballots?  Any arguments could put us past the time frame needed for LB.

Chair: We need to make the motions along the lines of “instruct the editor to…”  Have exact clause numbers and exact text.

Chair: Do we need another straw poll?

No

Chair: I do not plan on making the motion for the 15 day letter ballot.

Comment: So, we have the meeting in Virginia.  Any motions we draft in the Virginia meeting have to be exact.  And then make the actual motions in Hawaii?

Yes.

Comment: It would be helpful if the draft were available for review ahead of time.

Chair: Harry can place it in a private area on the server.

Jesse: Should we have a tutorial for the rest of the membership on what we put in the draft, and why?

Chair: Lofty goal.  We have a lot of things to follow-up on.  We still have to review the draft.

Jesse: I was talking about for Hawaii.

Chair: Sounds like a good idea if we are planning on going to LB.

Comment: I spoke to Stuart.  TGg and TG? are doing the same thing.  There are 56 days between now and the next meeting.

Jesse: The alternative we came up with should be essentially the same thing.  We vote first thing in Hawaii.

Chair: The motion to be presented to the WG tomorrow will be for a TGi meeting on October 15th, 16th and 17th in Virginia from 9:00am to 5:00pm.

Chair: Any further business?

None.

Chair: Any objections to adjourning for the week?

None.

Adjourned at 5:19pm.
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