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Abstract

IEEE 802.11i draft provides for a Transition Security Network (TSN). A TSN provides for migration to a Robust Security Network (RSN). This submission introduces a capability field to provide for advertisement of optional functions and to promote migration to an RSN.

The following changes to 7.3.2.17 are to provide for an RSN capabilities field.

Change Figure 6 to the following,

	Element ID

1 octet
	Length

1 octet
	Version

2 octets
	Group Key Cipher Suite

4 octets
	Pairwise Key Cipher Suite Count

2 octets
	Pairwise Key Cipher Suite List

4(n octets
	Authenticated Key Suite Count

2 octets
	Authenticated Key Suite List

4(n octets


	RSN Capabilities

2(n octets




Change Example 1 to the following,

1. 802.1X authentication, CCMP pairwise and group key cipher suites (WEP and TKIP not allowed).


30, // information elment id, 48 expressed as Hex value


14,  // length in bytes, 20 expressed as Hex value


01 00, // Version 1


00 00 00 04, // CCMP as group key cipher suite


01 00, // pairwise key cipher suite count


00 00 00 04, // CCMP as pairwise key cipher suite


01 00, // authentication count


00 00 00 01 // 802.1X authentication



00 00 //No capabilities

Add the following text in 7.3.2.17,

RSN Capability Information

The RSN Capability Information field contains a number of subfields that are used to indicate requested or advertised capabilities. The length of the RSN Capability Information field is two octets. The RSN Capability Information field consists of the following subfield: Pre-Authentication Support. The remaining part of the RSN Capability Information field is reserved. The format of the Capability Information field is as illustrated in Figure XX.
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Octets:

2

B0

B1

B15

Reserved


APs set the Pre-Auth subfield to 1 within the RSN Capability field if the AP supports RSN pre-authentication. If the AP does not support RSN pre-authentication the Pre-Auth subfield is set to 0. Non-AP STAs should set the Pre-Auth subfield to 0.
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