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Abstract

If each station has an RSA key pair, with the RSA public key and its MAC address in a certificate, then stations can form pairwise keys in a very straightforward manner.  This solves many of the problems that TGi is facing with key management for ad hoc networks.  This also permits a straightforward solution to key management for side channels.
1 Introduction

This paper describes one technique for establishing a key.  It could be used to establish a pairwise key between any two stations. This paper allows TGi participants to understand the pros and cons of this alternative.  However, it does not provide text to be incorporated in the draft standard.  If many TGi participants agree that this approach is attractive, then such text will be developed.

One very attractive aspect of this proposal is that no user interface is needed on the device.  However, for ad hoc networks, a coordinator needs to distribute a list of network participants.  This forces one station to have a user interface.

The RSA operations are computationally intensive.  This may likely prohibit implementation on legacy hardware.  Therefore, this proposal is aimed at future developments.

2 Infrastructure Requirement

Each station must have a certificate that binds its MAC address and its RSA public key.  The station must also have the corresponding RSA private key.

A very simple public key infrastructure, with no revocation, is envisioned.  The topology is very similar to the one used by CableLabs for cable modems.  First, there is a “root” that is operated on behalf of the industry, perhaps by WiFi Alliance.  Each vendor will be issued a certificate from this industry-wide root certification authority.  Each vendor operates a certification authority to issue certificates to its own devices.

Figure 1 illustrates the simple public key infrastructure that is envisioned.
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Figure 1.  Simple Public Key Infrastructure.

3 Key Management
As illustrated in the Figure 2, the two stations exchange certificates and nonces.  The public key in A’s certificate is used by B to encrypt a secret.  The public key in B’s certificate is used by A to validate a digital signature.  The nonces ensure liveness, and they ensure that fresh keys are generated each exchange.
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Figure 2.  RSA-Based Key Establishment.

4 Summary

The two stations can establish a key without the involvement of any other parties.

No user interface is needed on any of the stations to implement the key management exchange.

RSA operations involve exponentiation, which is an expensive operation.  This will likely prohibit implementation on legacy devices.

Vendor must install RSA key pair and certificate at the factory, and the station must protect the RSA private key.
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