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Abstract

The current 802.11 state machine looks like:
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802.11 1999 state diagram

Since key management is independent of the 802.11 state; keys may or may not be available in each of these states, so Deauthenticate and Disassociate messages may or may not be sent when keys are available.

There are a number of abnormal situations that can cause the station or AP to lose its state. For example the station is in state 3 and the AP is in state 1, so the station will send an encrypted data message to the AP. The AP cannot decrypt the message. The AP needs to send a Deauthenticate message to the station to force it into State 1 so it 802.11 authenticates and associates to the AP, followed by doing 802.1X to get the keys. This deauthenticate message will not be able to be validated since the AP does not have any state for the station.

Under normal circumstances the stations do not send a Disassociate or Deauthenticate message since they are either just powered off or are moved out of range. In which case, the AP will commonly timeout association state and a common case will be the station in state 1 from a new connection attempt and the AP in state 3 still timing out a previous association. In this case, the station authenticate attempt needs to clear the keys from the AP’s association state.

The following cases occur:

1. The AP needs to accept authenticate messages without being able to validate them to handle stations moving out of range.

2. The AP needs to accept associate messages without being able to validate them to handle the first time associate.

3. The station needs to accept deauthenticate messages without being able to validate them to handle an AP restarting or otherwise losing the stations association state. The APs also timeout an association state when no traffic is received from the station in case the station moved out of range.

If the messages are not validated then:

1. A station can 802.11 authenticate and associate without permission to communicate to the network. This wastes resources on the AP.

2. A station can be disassociated or deauthenticated from an AP by another station sending disassociate or deauthenticate messages. This results in stations disconnecting from the network and needing to rejoin the network. 

Two approaches:

1. Integrity check the associate, authenticate, deauthenticate and disassociate messages.

2. Associate, authenticate, deauthenticate and disassociate only affect the 802.11 MAC and does not affect the connection from the 802.11 MAC to the DS.

Integrity check

From the above discussion it is obvious that this is not a complete solution. There are times when keys are not available but the STA must accept a un-integrity checked message.

802.11 Associate, authenticate, deauthenticate and disassociate not affecting the DS

In this approach the authenticated key management protocol affects the connection between the 802.11 MAC and the DS not the associate, authenticate, deauthenticate and disassociate messages. These messages are only used to setup the 802.11 MAC.

This approach has been taken in the draft with the setup of the connection to the DS. The authenticated key management protocol uses 802.1X for authentication and key management. Until keys are established a STA is not allowed to communicate to the DS.

Note: This has an affect on the way APs currently send L2 messages on the DS on behalf of the STA to setup the L2 network correctly. This should not be done until authenticated key management completes.

Note: 802.11 authenticate and associate messages should not be used to modify the DS or the key state, e.g. delete the current keys. However, the associate request will start an AKMP to the STA which if the STA does not have any keys will timeout and then the AP will delete the keys and send a disassociate message to the STA.

There are two steps in RSN, the setup of the 802.11 MAC communications and the setup of keys on each STA. Until the second step is complete keys do not exist to authenticate the disconnection of the network. So 802.11 MAC management messages can disassociate and deauthenticate when no keys exist but the authenticated key management protocol must be used to disconnect when keys exist.

So the new 802.11 state machine now looks like:
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If the two STAs are out of sync, i.e. one has keys and the other does not have keys. Then the STA without keys will send a disassociate or deauthenticate message, so the other STA cannot just ignore the disassociate or deauthenticate. Instead the STA restarts the authenticated key management protocol, in particular the 4-way handshake.

To restart the 4-way handshake, the AP sends message 1 of the 4-way handshake and the STA sends a EAPOL-Key Request message. In either case, if the deauthenticate or disassociate is a spoofed message the STA or AP will respond to the AKMP and the connection will stay alive. If the STA or AP sent the message because it does not have keys the AKMP will fail and timeout and disassociate the local STA.

The APs response to Disassoicate and Deauthenticate messages are in the following table:

	AP state
	802.1X VirtualSecure
	AP response to Disassociate or Deauthenticate messages
	AP response to other messages

	1
	N
	Process message
	Process message

	1
	Y
	Process message
	Process message

	2
	N
	Process message
	Process message

	2
	Y
	4-way indicate to MLME
	Process message

	3
	N
	Process message
	Process message

	3
	Y
	4-way indicate to MLME
	Process message


This changes the handling of received Deauthenticate and Disassociate messages when keys are available. This does not affect the proceedures for the MLME-Deauthenticate and MLME-Disassoicate interfaces. In the received message case, an 802.1X re-authentication is requested rather than the behavour described in Section 5.5. If the 802.1X authentication fails will put the AP into state 1 and send a deauthentication message by calling the MLME-Deauthenticate.Request interface.

The MLME SAP interface shall still indicate disassociate or deauthenticate indications but the MLME should not change the station state. The MLME may initiate an 802.1X re-authentication depending on its knowledge of the 802.1X authentication state.

Advantages:

1. The state for a station is not removed by a disassociate or deauthenticate message as long as they respond to the 4-way handshake once the AKMP has completed and the station obtained keys.

Disadvantages:

1. Deleting a stations state will take a 4-way handshake timeout.

2. An attacker can force a 4-way handshake

	Station state
	802.1X VirtualSecure
	Station response to Disassociate or Deauthenticate messages
	Station response to other messages

	1
	N
	Process message
	Process message

	1
	Y
	Process message
	Process message

	2
	N
	Process message
	Process message

	2
	Y
	4-way indicate to MLME
	Process Message

	3
	N
	Process message
	Process message

	3
	Y
	4-way indicate to MLME
	Process message


This changes the handling of receiving Deauthenticate and Disassociate messages when keys are available. In this case, a 4-way handshake is requested rather than the behavour described in IEEE 802.11 Section 5.5. If the 4-way handshake fails the station will be put into state 1 and send a deauthentication message.

The MLME SAP interface shall still indicate disassociate or deauthenticate indications but the MLME should not change the station state. The MLME may initiate a 4-way handshake depending on its knowledge of the VirtualSecure state.
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