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Abstract

These suggested motions are made from meeting minutes of the August 2002, TGi Ad-Hoc meeting document 02/507.

Suggested Motion #1

Remove the following text from clause 5.7.7

“When 802.1X authentication was used between two RSN-capable STAs, Deauthentication frames are not permitted at the MAC level.”

Suggested Motion #2

Replace the figure in clause 5.8 with the following figure,
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Suggested Motion #3

Replace the following text from clause 5.9.3,

“Since the Supplicant/Authentication Server authentication is carried over the Authenticator/Authentication Server secure channel, the Authentication Server can guarantee that the Authenticator it is communicating with is the same Authenticator that the Supplicant is communicating with.”

With the following text,

“The Supplicant/Authentication Server authentication is carried over the Authenticator/Authentication Server channel. The security of the Authenticator to Authentication Server communication is outside the scope of TGi.”

Suggested Motion #4

Remove the following text from clause 5.9.2 (first paragraph, last two sentences)

“The association exists only for a period of time sufficient for authentication to take place. Should authentication not be completed within that time, the station noticing the delay will disassociate its peer.”

Suggested Motion #5

Replace the following text from clause 7.3.2.17,

5. A STA supports TKIP.

With the following text,

5. A STA supports CCMP.

Suggested Motion #6

At the following text from clause 7.3.2.17,

“The cipher suite selector 00:00:00:0 “None” is only valid as the unicast cipher suite. An AP may specify the selector 00:00:00:0 “None” for a pairwise key cipher suite if it supports none of the pairwise cipher suites proposed by the STA. An AP shall not specify the selector 00:00:00:0 “None” as the group key cipher suite selector.”

Add the following text,

“The group key cipher suite selector in the Associate Request and the Re-associate Request shall match the value the STA received in the Probe Response or the Beacon.”

Suggested Motion #7

[A motion to describe how to derive a GTK for WEP.]

In clause 8.5.1.1, change the following text from,

A Pseudo-Random Function (PRF) is used in a number of places in this document. Depending on its use it may need to output 128 bits, 192 bits, 256 bits, 384 bits or 512 bits. This section defines five functions:

· PRF-128, which outputs 128 bits,

· PRF-192, which outputs 192 bits,

· PRF-256, which outputs 256 bits,

· PRF-384, which outputs 384 bits, and

· PRF-512 which outputs 512 bits.

To the following text,

A Pseudo-Random Function (PRF) is used in a number of places in this document. Depending on its use it may need to output 40 bits, 128 bits, 192 bits, 256 bits, 384 bits or 512 bits. This section defines six functions:

· PRF-40, which outputs 40 bits,

· PRF-128, which outputs 128 bits,

· PRF-192, which outputs 192 bits,

· PRF-256, which outputs 256 bits,

· PRF-384, which outputs 384 bits, and

· PRF-512 which outputs 512 bits.

And, in clause 8.5.1.1, at the following text,

PRF-128(K, A, B) = PRF(K, A, B, 128)

PRF-192(K, A, B) = PRF(K, A, B, 192)

PRF-256(K, A, B) = PRF(K, A, B, 256)

PRF-384(K, A, B) = PRF(K, A, B, 384)

PRF-512(K, A, B) = PRF(K, A, B, 512)

Add the following text.

PRF-40(K, A, B) = PRF(K, A, B, 40)

And in clause 8.5.1.3, replace the following text,

· The Group Transient Key (GTK) shall be derived from the GMK by

GTK ( PRF-X(GMK, “Group key expansion” || AA || Gnonce)

TKIP uses X = 256, while CCMP and WRAP use X = 128. AA is represented as an 802 address and GNonce as a bit string as defined in 7.1.1.

With the following text,

· The Group Transient Key (GTK) shall be derived from the GMK by

GTK ( PRF-X(GMK, “Group key expansion” || AA || Gnonce)

TKIP uses X = 256, while CCMP and WRAP use X = 128, and WEP uses X = 40. AA is represented as an 802 address and GNonce as a bit string as defined in 7.1.1.

Add the following text as clause 8.6.7,

8.6.7 Mapping GTK to WEP keys

8.5.1.3 defines the EAPOL temporal keys TK1 and TK2 derived from GTK.

A STA shall use TK1 as the input to the WEP Function.

Suggested Motion #8

Remove clause 8.8 from the draft.

Suggested Motion #9

[Remove the RSN bit from the draft since it is redundant with RSNE.]

Remove the RSN bit from the TGi draft.

Suggested Motion #10

At the end of clause 5.2.2.2, add the following,

The Robust Security Network does not provides a number of security features. These features notably include:

· Protection of management and control packets

· Guarantee of packet delivery

The lack of protection of management and control packets can lead to Denial Of Service attacks. Since packet delivery is not guaranteed, care must be taken to ensure Supplicant and Authenticator state agreement and to prevent replay attacks.

Discussion #1

[Clarify the usage of the Privacy bit, in the capability information field 7.3.1.4, when RSN is in use.]

Introduction: 

From 7.3.1.4,

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response and Reassociation Response Management frames if WEP encryption is required for all Data Type frames exchanged within the BSS. If WEP encryption is not required, the Privacy subfield is set to 0.

STAs within an Independent BSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response Management frames if WEP encryption is required for for all Data Type frames exchanged within the IBSS. If WEP encryption is not required the Privacy subfield is set to 0.

From 5.1.1.4

A Robust Security Network (RSN) depends upon IEEE 802.1X to deliver its authentication and key management services. All stations and access points in an RSN contain an 802.1X Port entity that handles many of these services. This document defines how an RSN utilizes IEEE 802.1X to access these services.

A Transition Security Network (TSN) is an RSN that also supports unmodified pre-RSN equipment. A TSN is defined only to facilitate migration to an RSN. A TSN is insecure, since the pre-RSN equipment can compromise the larger network.

With RSN & TSN, 802.1X packets are Data packets that may not be encrypted.

Discussion #2

Action: Remove the following comment from clause 8.7.  To be replaced with either a motion or an explanation why the text is correct.

[Editor’s note: The pseudo-code below is not correct. It does not take the MIC into account.]

Discussion #3

Action: create a PICS Proforma.

Discussion #4
Action: A motion is needed to in September to add submission 02/477r1 to the draft as an informative appendix.

Discussion #5
Action: A motion is needed to add a MIB object for the Preshared Key.

Discussion #6

Action: Based on comment 312, a motion is needed to add an informative annex to the draft describing the entire message flow starting from establishing the AS/Authneticator key, Associating to the BSS, authentication, unicast key distribution (4-way handshake), group key distribution, data transfer, (rekey?),  and Disassociation.

Discussion #7
Action: Remove following comment from clause 5.9.3

[Editor’s note. Using the Group key to send unicast packets is inconsistent with the rest of the document. The remainder of the document does not permit group keys to be used to send unicast packets. This needs to be clarified.]

Comment: Why was this requirement in there?  

Comment: For AP’s that could not support Key Mapping.  

Comment: Who cannot do this?

Comment: I thought somebody stated that they could not.

Discussion #8

Action: Add an agenda item (either to this meeting or in Monterey) to discuss the use of group keys for unicast transmissions.  In the past we have said yes.  Also, we need to discuss the downgrade of an RSN to a TSN if a non-RSN capable station joins the BSS.

Discussion #9

Action: Possible motion to remove changes to clause 6.2.1.2.2.  Discussion required.
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