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Abstract

Minutes of the 802.11 Task Group I teleconference that occurred on August 29th.
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Call to Order & Agreement on Agenda 

Meeting called to order on Thursday, August 29, 2002 at 10:30am CDT by Dorothy Stanley.

Agenda:

Continue with comment resolution from where we left off in San Jose ad hoc meeting.

Dorothy went through many of the comments that could clearly be closed as a result of documents 02/298 or 02/499.

Jesse: Request to distribute database after we are done in some way.  Also we will need to draft motions for Monterey at some time to adopt resolution of these comments.

Dorothy: Do we need motions to close every item?

Jesse: I don’t think so.  We could simply make a list of all the comments addressed by 02/298.  And another list of comments addressed by 02/498, etc.

Dorothy: But for the AES motion that was passed in Vancouver, this resulted in you making changes to the document.  There are comments that are addressed by those changes.  We will need a list of those comments, but motions will not be necessary.  Only if there are changes to, or new text.

Jesse: Yes, at some point we need a report.

Comment 1036:

“Make the key identifier bigger.  Two bits are not enough.  Four bits is a minimum.  I would really like to see 32 bits for a key identifier.”

Dorothy: A motion is needed.

Jesse: A proposal is needed on how to obtain another two bits.  Should be discussed on reflector before Monterey to get consensus.

Comment: Agreed.  It is hard to argue against, except for existing equipment.

Jesse: On going forward with new protocols, do we need to respect the existing structure where the key ID bits are placed?  Do we need this for CCM?

Dorothy: Can you have this for CCM only?

Comment: So you would put it into the CCM protocol?

Dorothy: But not TKIP or WEP.

Comment: Orthogonal to encryption protocol, but if you tied to the protocol, then it becomes a function of it.

Jesse: We have changed 802.11 so that it is using the MAC addresses now to identify the keys.  The structure of the packet could be interpreted from context kept with the keys.

Dorothy: So you’re saying we don’t need this then?

Comment: It’s superfluous information?

Jesse: It’s no superfluous because currently we do not have an adequate way to identify more than one key between any pair of addresses.  Is that enough?  Nor do we have an adequate way to identify the keys that go with one session with keys from another session.

Comment: Why would you have more than one session between two MAC addresses?

Jesse: At different times…

Comment: To change over the keys.

Jesse: Right.

Comment: You could have an implementation with two valid keys installed for a particular reception, and choose the alternate key if the initial decryption failed.

Jesse: We really don’t have a good solution to the problem where a station goes out of range, and then comes back in range.  They really should re-key to avoid replay attacks.

Tim: The problem is we have no way to detect when we go in and out of range.  Somebody could replay using the new key just as well as the old key.

Comment: But if they replay using the new key, then the station that just came back in range would not be able to receive the information.  So you’re not at risk, are you?

Tim: But as soon as you get the new key, then you’re open to replay attacks.  And the current problem is that with the old key you’re open to replay attacks.

Jesse: We have a usability problem, and how do we resolve that.

Dorothy: Does making the key ID larger address that replay problem?  I haven’t heard a compelling need that the bigger key ID is solving.

Comment: Yes, all the things we’ve been talking about here are orthogonal to the key ID space.

Tim: Increasing the key ID space is useful when you’re tying to play with more than one key at a time.  Only a problem if more than two keys needed.

Comment: An AP may be able to re-key multiple stations in the BSS simultaneously using shared key space as transient key.

Tim: Normally we do that with two keys.  Problem may occur if the new key cannot be delivered to all the stations by the time the AP wants to remove the old key.  Not an exhausting problem, a management problem.

Dorothy: Two options: Close, indicating MAC addr is used for identifying.  It would be useful but we’re not going to add it.  Or, leave open and get suggestions on where to get the extra bits from.

Jesse: Why don’t we leave it open and ask Russ for a justification and proposal on where to get the bits?  If he doesn’t have one then we’ll close it.

Dorothy: Sounds Reasonable.  I’ll give him a call.

Action: Dorothy will ask Russ for justification and proposal.

Comment 1040:

Same as 1036.

Comment 1049:

“Since we cannot know whether the STA will associate with the same AP, this algorithm is unsuitable.  It would be better to disassociate with a reason code saying that the STA is under attack.”

Tim: Dorothy has cleaned up my text to make it a lot more understandable.  I was going to forward that text to Jesse.

Action: Closed – addressed by 02/298

Comment: What is the status on version 2.3 of the spec?

Jesse: I have not had much time since San Jose ad hoc to work on it.

Comment: Are you looking for a volunteer for the cipher suite negotiation section to do clean-up.

Jesse: I think I’ve gone through that.  I’ll send it to you (Kevin) for review.

Comment 535:

“I have a BIG BIG problem with this draft - there is no clear architectural relationship expressed between the processes performed within the MAC (fragmentation, reassembly, queuing) and the new security processes. 

This gets worse as TGe is changing the data-flow architecture to provide multiple queues and thereby change the definition of  sequence numbering.

I stood up at a previous meeting and requested the editors get together and provide a suitable diagram that relates the data-flow processes of the various task-groups so we get the big picture.   It might also help them discover logical flaws and wrong assumptions about each other's architecture.  I will continue to vote "no" until a clear data-flow architecture is presented.”

Jesse: This is a dot11 problem – TGi can’t fix this.

Dorothy: I was not comfortable closing this without discussion.

Jesse: 802.11 has to decide how it is going to coordinated different Task Groups making changes to the MAC.  A joint session is needed by all TG’s affecting the MAC.  Dave will need to talk to Stuart.

Dorothy: So this is valid for TGe as well as TGi.

Action: Closed – agreed.  802.11 issue.  Cross WG work needed.  Jesse will talk with Dave on how to proceed.

Comment 541:

“The comment about pausing encryption to a power-saving station as stated is a misleading fiction.”

Jesse: This is ancient text.  This has not been revised yet.  The IV space will never be exhausted now.

Action: Closed – addressed by 02/298 and revised text.

Comment 559:

“The tests against wrapping of transmit and received AES blocks are unnecessary and untestable.
Given 54Mbps, it will take 21.1 years for this counter to wrap.   I doubt that an 802.11 session will ever last this long!”

Dorothy: The current spec will remain unchanged per Vancouver Treaty.

Jesse: Since the test is not mandatory, he should be satisfied.  (OCB is Optional – therefore, the test does not have to be implemented)

Action: Closed – Vancouver Treaty makes OCB option, and requires that its functionality remain unchanged.

Comment 561:

"If an RSN-capable STA receives an Association or Reassociation request conveying an RSNE, it shall either select suites specified by the RSNE, or else shall disassociate.  Why change the way it currently works?  See below for suggested text.  The next para requires similar fixing.”

Jesse: Addressed by 02/298.  Only one cipher suite conveyed.

Tim: Not fully addressed by 298.  298 states that an AP declines an Association Request by sending a Disassociate.  The current mechanism sends an Associate Response (w/Failure) back.  He’s correct.  We probably should leave it like that.

Jesse: We will need a motion to change the behaviour on Assoc Response

Tim Moore will make the motion.

Action: A motion will be made to incorporate the suggested remedy.  The comments states the next paragraph needs similar fixing.  Closed.

Comment 563:

"Fast hand-off" is not adequately defined.

Jesse: I’m not sure if we even have this text any more.  I’ll search the text and delete any references if not normative.

Action: The term “fast handoff” shall be removed – Closed.

Comment 565:

“Beacons are broadcast.  This section implies that the presence of the RSNE is somehow modified on a per-receiver basis - a clever trick if you can manage it.”

Jesse: I think this has been addressed 02/298.

Dorothy: with introduction of TSN and changes in IE

Jesse: right.

Action: Closed – addressed by 02/298

Comment 569:

"There is a single Packet Sequence Counter (PSC) space per station per key for transient keys (2 16 for TKIP and 2 31 for AES). This PSC space is shared across QoS traffic classes.  This appears to flatly contradict what is said elsehwere.   This contradiction is one example of what happens when there is no clear relationship (architecture) between the data processes within the MAC.  Different people assume different relative positions - in this case the QoS queues and sequence counter value assignment.”

Dorothy: What do we really want to say about QOS traffic classes?

Jesse: In San Jose, we agreed we don’t want to say anything.  Whoever gets to SB last will have to address the interaction between QoS and security.

Jesse: TKIP specific language – gone now.  Addressed by 02/298.

Action: Closed – addressed by 02/298

Comment 573:

"For an IBSS network, the PPing and PPong keys have to be key mapping keys if there are more than two stations in the network.I think PPing and PPong should always be key mapping keys as the notion of "membership of the network" is poorly defined and dynamic.  Different members of an IBSS may have a different understanding of how many stations are part of that network.”

Jesse: I believe doc 02/298 has addressed this.  We changed how we handle the key messages now.  Tim, would you agree?

Tim: yes

Action: Closed – addressed by 02/298

Comment 578:

“I applaud the use of state machines to define behaviour.  However, their inputs and outputs have to be consistent with the rest of the document.  "ANQueFlushed" is not defined anywhere else in the document.”

Jesse: I agree that we have a lot of clean up to do to match the state machines with the text.  

Dorothy: In his recommendations, he states there should be table-referencing procedures defined.

Jesse: In San Jose we decided to keep the same format since that is what 802.1x uses.

Dorothy: What are the options for proceeding?

Jesse: We need to compare the state machines to text and list where there are discrepancies.  And then decide which to fix.  More work here.  We may have to work on this in Monterey

Action: Leave Open

Comment 583:

“Generally.   It is unclear (because of inconsistent statements) whether rekeying is done by 802.1x or within the MAC.   This document appears to try and describe both conflicting views simultaneously.”

Action: Closed – addressed by 02/298

Comment 584:

“This defines a structure format that is presumably interpreted by the MAC. On a trivial level,  what relationship is this to EAP?   It certainly doesn't appear to be very extensible! On a more fundamental level,  how are the EAPOL structures transported between MACs?   Presumably in a MAC management action frame.   This encoding needs to be defined and reference to the management action frame put here.  If it's a MAC management frame,  there are statements made elsewhere in this document that reserve encryption to DATA MPDUs and the authentication MPDU.”

Jesse: Closed by 02/298.  We state that EAPOL-Key messages are 802.1x messages, and hence are transported as data.

Action: Closed – addressed by 02/298

Comment 585:

“Figure 25. Layer confusion continues. Please redraw this diagram using 4 lifelines - one for the MAC and one for the 802.1x entity on supplicant and authenticator. I am particularly interested to relate the 802.1x to MAC communication within a STA to the MLME service interface.  From my understanding,  the MLME service interface is currently incomplete related to this diagram. This is no mere academic concern because one party (the OS provider) is likely to provide 802.1x and another the MAC (i.e. the NIC manufacturer). Validating the service interface is a first step to identifying a set of NDIS OIDS that can be used to support 802.11i.”

Action: Closed – addressed by 02/298

Comment 588:

"The 802.11 MAC must in it’s transmit and receive paths understand the packets that are allowed in the uncontrolled port. This breaks the notion of layering.  TGi *must* specify a mechanism that does not require the MAC to interpret the content of MSDUs it transports.”

Jesse: I think there is a real issue here.  Time between Assoc and keys are plumbed we are expecting .1x messages to be passed, but others filtered.  This breaks the layering.  We bought into this when we decided to use 802.1x.

Bernard: It’s really not related to 802.1x.  It’s how you relate 802.1x to 802.11.

Jesse: How do we solve this problem.

Bernard: Two approaches: If you do pre-auth, the encryption is set when the keys are set.

Jesse: We have this problem during initial Association.

Bernard: Class 1 frames can be used for Pre-Auth frames to allow pre-auth before Assoc.

Jesse: That’s presently not what we’re doing.

Bernard: It’s legal in the spec.

Jesse: Apparently none of the vendors have implemented it.

Bernard: Whenever the keys are activated, the encryption is turned on.

Jesse: Correct.

Bernard: Adrian’s comment doesn’t matter because even in the pre-auth case, if encryption only gets turned on when the keys are activated, which means that the only thing that might be protected by the cipher suite is the final Success or Failure.  And if you’re running protected EAP, that’s protected anyway.

Jesse: Adrian is concerned about the purity of the layering.  Either we find a way to purify this, or say it doesn’t matter.

Tim: There isn’t a good way out of this.  If we use class 1 frames, we then say the rule is only 802.1x frames are allowed to use class 1 frames, or we put the same check in class 1 frames that contain both the same rules for encryption and non-encryption.  

Bernard: Class 1 frames are legal today.

Tim: But they follow the same encryption rules.  So unless 802.1x in a class 1 frame bypasses the encryption rules then they will get blocked because you don’t have keys.  The same problem applies in Class 1 frames.

Bernard: True

Tim: So, we have to violate the layer somewhere.  The question is where to move the problem?

Bernard: Authentication frames don’t need to follow those rules?

Tim: They are the only frames that can break the rules.

Jesse: I’d like to say that we break the layering for this one case.

Tim: Our decision to put 802.1x inside a data frame and this is a consequence of that.

Comment: Not that much of a break.  Rules exist for Authentication frames, and now rules for 802.1x frames.

Jesse: Exactly.  In a well demarcated state.

Dorothy: Look at his suggested remedy.  I think he is asking for something else.

Tim: He suggests passing unencrypted frames up instead of discarding them, and let 802.1x decide what to do with them.  But that means we would need to change the 802.3 UNITDATA.indication interface.

Jesse: Suggest that we reject that comment stating that 802.1x frames are carried as data frames.  Also, we don’t want to change the dot3 interface.

Action: Comment rejected - 802.1x frames are carried as data frames and identified by their Ethertype.  There is a clear state where the additional filtering is needed.  Coupled with a strong desire to leave the 802.3 UNITDATA interface unchanged.

Comment 591:

“The Key Descriptor Version field should be a single value defined in this document, with other values reserved for later revisions of this structure.  It should not be used to indicate what type of KEY MIC should be used.  Instead,  if multiple MICs are to be supported,  define a field for this purpose in the structure.”

Jesse: Partly covered by 02/298 and by agreement with 802.1x where they will review the spec and we will have some process where changes will be made (TGi or 802.1aa)

Dorothy: How have we addressed this specific change?

Jesse: I guess we haven’t.  The version field is still the cipher-suite identifier.

Tim: Does this need to get changed because of the security risk you and Doug found about the CBC-MAC?

Jesse: okay

Tim: So we’re going to change that to use MD5 all the time.  This problem goes away because of that.

Jesse: So this will be addressed by a motion in Monterey.

Dorothy: So what is the resolution?

Tim: The general answer is that we were going to remove the CBC-MAC.

Jesse: I think the real issue is that the field called version is really a cipher-suite selector.  Field is mis-named.

Dorothy: Should we rename the field “Version” to Type”?

Jesse: I think that would be fine.  Will this still work with 802.1x?

Tim: Yes.  Is this editorial?

Jesse: Yes

Action: Field will be renamed from “version” to “type”.  Comment closed.

Comment 590:

“These structures do not follow the conventions used in 802.11 for defining structures,  and are probably the intended for big-endian interpretation.”

Jesse: We had the same problem with Key Descriptor.  Follow what was agreed on in San Jose ad hoc meeting.

Action: Editor will modify text state this is explicitly big-endian – Closed.

Comment 778:

“There are no AES-OCB MIB attributes defined.”

Jesse: It was suggested in San Jose that Arnaud Zwemmer work on this.

Dorothy: We did not talk about the MIB specifically for OCB, rather the MIB in general.  At that point I pointed out that Arnaud would be a likely volunteer.  Dennis Eaton was going to talk to him.

Frank: I had also volunteered in San Jose to write the ASN for a few objects (ed. clause 8.4.2)

Action: Agreed – To be supplied with the completed MIB – Closed

Comment 582:

“8021XSendEapSuccess(); - An EAPOL frame of type EAP-Packet containing EAP-Success is constructed by the Authenticator, is transmitted to the Supplicant.  This is defining behaviour performed within the 802.1x entity.  Where is the MAC service interface to support this communication?”

Dorothy: I thought this may have been addressed by the updated figure that appeared on the reflector after San Jose.

Jesse: Partially.  We talked about needing a new interface between 802.1x and 802.11.  It’s really the 802.11 version of 802.1x key management.

Action: Agreed.  802.11 is providing its own protocol and key descriptor.  A process is in place to resolve placement between 802.11i and 802.1x.  Closed.

Comment 576:

"The AP shall keep the newly re-associated station isolated from any other stations associated to it and from the ESS at large.  What you are describing is "port-based" filtering on the AP's relay function based the outcome of the higher-layer authentication.  How does the AP's MAC know that the higher-layer authentication succeeded or failed? Also,  why have two port-based filtering mechanisms:  one above the MAC (802.1x) and one within it?”

Tim: This is related to the layer 2 update frames.  Comment is saying the layer 2 update frame cannot be sent until upper layer authentication completes successfully.  This is not in the spec but must be.  An informational comment is needed.

Jesse: I don’t think we can say anything normative about an AP’s behaviour except for the 802.11 link.

Tim: This is why it needs to be informational

Jesse: Can you write up some text describing this?

Tim: Yes

Jesse: There is another comment about why two layers of filtering.  This is due to 802.1x not knowing about the MAC layer security in place.  The MAC filtering is to ensure frames are not sent as clear text.  The 802.1x filtering is to block Port access until authenticated.

Action: An informational comment (provided by Tim) will be added to describe AP behaviour on the wired interface.  There are two layers of filtering; MAC layer to ensure the link level security procedures are in place.  And higher layer for entity authentication and determining when packets can be sent.  Closed

Comment 571:

“This section is inconsistent with an earlier statement that re-keying was the responsibility of the higher layers based on visibility of the IV values.”

Action: Closed by 02/298

Comment 570:

“Para 1. The layering is very unclear.  It is the MAC that implements re-keying and that creates and interprets EAPOL-Key messages.  It is 802.1x that interprets EAP messages and that creats the master key.   This is very unclear.”

Action: Closed by 02/298

Comment 558:

"Hence all implementations must maintain some state indicating whether...” This is a very curious way of specifying that a STA receiving a DATA MPDU from a transmitter for which a security association specifying use of AES-OCB cipher suite shall discard the MPDU if its WEP bit is set to 0.”

Jesse: We should leave open and talk to the people who have implemented OCB

Action: Leave open.

Comment 537:

In the state machine,  it would be helpful to have the states named as well as numbered. ""ULA selected"" is an undefined event definition.  It is an internal event that needs to be related to events passing across the MLME interface. There appears to be no state in which the 802.1X controlled port is enabled.

Jesse: Document 02/298 changes the state machine back to the 802.11 1999 version.

Action: Closed – addressed by 02/298 - reverting to original 802.11 1999 diagram.

Comment 1421:

“What is the need to say "wireless LAN such as 802.11"? What are the other technologies within 802 that can potentiall use these services?”

Jesse: Editorial – ancient text

Action: Changed to editorial and instruct editor to clarify text as indicated.

Comment 1045:

“The following construct is used: 
     H-SHA-1(K, A, B, X) = HMAC-SHA-1(K, A | Y | B | X)
Since a compliant implementation must implement AES, it would be better to construct the PRF from AES instead of imposing an additional cryptographic mechanism like SHA-1.”

Jesse: The comment should be rejected unless the commenter wants to make a motion to replace the current PRF.  We decided to use SHA-1. 

Action: Comment rejected.  SHA-1 algorithm retained.  Motions suggesting alternatives are welcome.

Comment 1044:

“The following construct is used:
     PTK = PRF-384/512 (PMK, ""Pairwise key expansion"", Min(KOA, NOA) ||
           Max(KOA, NOA) || SNonce || KONonce)
The Min/Max technique is used to avoid tracking the initiator and responder roles in a protocol.  However, the SNonce and KONonce force the tracking of these roles.  Either apply the Min/Max technique to the nonces or remove it from KOA and NOA.”

Jesse: If it were a more symmetrical protocol, the suggestion would be useful.  

Action: Agreed.  Russ will make a motion to remove the min() & max().

Comment 560:

“These "sanity checks" change the semantics of the MAC DATA service so that it won't transport an MSDU of length < 3 bytes.  This is inconsistent with the MAC service definition.”

Jesse: Issue with NULL-data packets.  We need to discuss with Adrian.  This was discussed on the reflector.  Received Null-data frames should never get high enough to be processed by the OCB code.  Also part of Vancouver Treaty since this is OCB processing – hence cannot be changed.

Jesse: We may need to add some text to the OCB section to clarify this.

Action: Closed – Vancouver Treaty specifies that OCB shall remain unchanged.  OCB is at the MSDU level and should not receive Null-data frames.  Null-data frames will never be sent encrypted

Comment 553:

“d) and e) are inconsistent with 8.3.1.3.1.2 point c).   Both addresses go into the nonce.”

Jesse: The text simply needs to be clarified.  There is no inconsistency.

Action: Changed to editorial – editor will clarify text.  Closed.

Comment 557:

Jesse: Editorial – there is a line missing.

Action: Changed to editorial – editor will correct text.  Closed.

Comment 1431:

“Feels good staring at an empty subclause”

Jesse: Fixed.

Action: Closed

Comment 1427

“802.11i is an interoperability standard and should not have any vendor specific information elements”

Jesse: We are not defining vendor specific values, just a mechanism to do so.

Action: Change to editorial – TGi allows, but does not define any vendor specific features.  Editor will clarify text.  Closed.

Comment 1426

“Where is the updated figure?”

Jesse: I am adding a figure of the Capability Information field showing use of bit 11.

Action: Changed to editorial – editor will update figure to show TGi using bit 11.  Closed.

Comment 1423:

“If the so-called security algorithms can not provide enough security for bulk data transfer, which happens to be one of the reasons why one would want to use a network, I think the group should go back and work on providing one”

Action: Misinterpreted text.  Editor will clarify.  Closed

Comment 1415:

“What is EAP-TLS?”

Action: Changed to editorial – editor will add definition.  Closed

Dorothy: This brings us up to 425 comments that we’ve processed.  Dorothy will attempt to close another 100 comments before Monterey.

Dorothy: Do we need another teleconference next week?

Consensus is no.

Dorothy: We will continue processing open comments in Monterey.

Meeting adjourned at 12:35 CDT.
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