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Introduction

Statement of the Problem

The measurement of information about the radios and radio environments is mostly proprietary today.  The vendors have deployed network and radio management information in their own systems, but most of the information is not accessible to other vendors, nor is the information consistent across the multiple vendors of wireless LANs.  Enabling standard and consistent radio resource measurement information across multiple suppliers will enable growth in the wireless LAN market space and enable system management of radio network resources.

Scope and Purpose

9. Scope of Proposed Project:

[To develop a specification of standard radio resource and network measurement that allows developers and users to use the radio and network information across multiple 802.11 vendors.  . Refer to Section 16 of the PAR for the complete scope.]


10. Purpose of Proposed Project:

To develop a new radio resource measurement supplement to the 802.11 specification to make consistent radio and network information available about the 802.11 wireless LANs; to enable monitoring, performance enhancements, and other applications.  
State of Radio Resource Measurement

MIBs

•802.11
–Basic measurements & configuration for STA

–Widely implemented in APs

–Very simple monitoring of global AP statistics

•802.1x

–Detailed auth state for individual 1x ports

–Also some per port statistics

–Not widely implemented in access points today

•Bridge MIB

–Possible to get some info on which STAs are associated with an AP

–Implemented in some APs

–Not 802.11 specific, little MAC, and no PHY statistics

Proprietary Collection and Display of Information

Examples of Need to Work the Problem

Boeing – Symbol, Orinoco, and Cisco products

Boeing has multiple 802.11 vendors and equipment.  The 802.11 equipment Boeing uses needs to be able to move to other locations and other installations.  Although an FH will never be able to work at a DS facility, most are DS and there is a requirement to enable the DS equipment to work anywhere in the company.  Access to the information about the wireless LANs is, so far, limited.  What information is available is limited to the nearly static information most wired network managers are looking for.  More information is needed, including the real time information about the changing nature of wireless LANs and their key components.  For example, in order to do policy-based networking with Quality of Service (QoS), make policy decisions based on Policy Decision Points (PDPs) and Policy Enforcement Points (PEPs), one must have comparable, reliable, and standardized information from the multiple vendors upon which to make decisions.  These decisions must be based on consistent and reliable definitions and values such as signal strength, a reliable signal to noise ratio, a standard Relative Signal Strength Indicator (RSSI), etc.  The vendors have significant leeway to interpret the standard and have done so because it has been in their interest to use proprietary mechanisms to retain customers. 

Microsoft – Orinoco and Cisco Products

Microsoft has one of the largest deployments of WLANs in the world.  They have approximately 3700 Access Points and 37,000 cards.  This installation is also diverse even though they use only Cisco access points.  They have the requirement to evaluate all the vendors and they have chosen to use Cisco Access Points, but Orinoco cards.  The differences in values between the two companies are enough to cause significant problems for their deployment.  In addition, rogue access points are commonplace in the Microsoft environment.  Microsoft employees are innovative and use wireless LANs to create lab environments on the fly with wireless equipment.  While making them more productive, there are significant issues about use of channels and sharing the bandwidth with others.  Microsoft wants to make some of the same decisions that Boeing wants to make; qualitative decisions based on policy and consistent information about which they can automate some of their decision processes.

Others


Current Work in Other Groups

•802.11d
–dot11CountryString

•TGe

–dot11AssociatedStationCount

–dot11ChannelUtilization

–dot11FrameLossRate

•TGi

–Write only key access, & IV status

•TGh

–Configuration, but no status, monitoring or statistics!!!
Limitations of Radio Resource Measurement

History

Enterprises Mixing Vendors

Need for Commonality and a Standard

Rogue Access Points

Wireless LAN Cell Engineering and Maintenance

Requirements

 Data, Voice, Video

Data – QoS, wireless net (a, b, g, h)

Voice – RSSI, S/N, Delay, Jitter, Encryption, device processor, wireless net (a, b, g, h)

Video – RSSI, S/N, Encryption, device processor, wireless net (a, b, g, h)

Diagnostics (non-802.11, 802.11, other APs)
 Station Table (BSS and IBSS)

Link stats (counts, data rates, RSSI, link margin)

MAC Statistics (channel utilization, total stations, events)

Events (auth, deauth, associate, deassociate, current MIB)

Coexistence Measurements

Retries

Issues

MIBs

· Ignoring basic operational parameters and configuration parameters

· Some of MIB parameters are optional

· SNMPv2 is the most prevalent implementation

· SNMPv3 which supports better security and access control is rarely implemented

· Basic SNMP operations are:

· Manager issues GET {OID}: Device Returns the Value if no error

· GETNEXT {OID}

· GETBULK, etc..

· Device sends TRAPs: unsolicited notification. Configurable within trappable variables.

· OID’s are numerical representation of MIB variables, hierarchically arranged.

· Runs on UDP port 161(Request Listener at Devices), 162 (Trap Listener at Manangers)

· Most parameters are Per-Interface. Not per STA. 

Generally, there is no distinction between AP and STA. However, STAs rarely have SNMP enabled. AP’s tend to keep track of aggregates in BSS.

· 802.11a,b

Dot11CountersEntry ::= SEQUENCE {

            dot11TransmittedFragmentCount       Counter32,

            dot11MulticastTransmittedFrameCount Counter32,

            dot11FailedCount                    Counter32,

            dot11RetryCount                     Counter32,

            dot11MultipleRetryCount             Counter32,

            dot11FrameDuplicateCount            Counter32,

            dot11RTSSuccessCount                Counter32,

            dot11RTSFailureCount                Counter32,

            dot11ACKFailureCount                Counter32,

            dot11ReceivedFragmentCount          Counter32,

            dot11MulticastReceivedFrameCount    Counter32,

            dot11FCSErrorCount                  Counter32,

Dot11StationConfigEntry ::=

        SEQUENCE {

             dot11StationID                     MacAddress,

             dot11MediumOccupancyLimit          INTEGER,

             dot11CFPollable                    TruthValue,

             dot11CFPPeriod                     INTEGER, 

             dot11CFPMaxDuration                INTEGER,

             dot11AuthenticationResponseTimeOut Unsigned32,

             dot11PrivacyOptionImplemented      TruthValue,

             dot11PowerManagementMode           INTEGER,

             dot11DesiredSSID                   OCTET STRING,

             dot11DesiredBSSType                INTEGER,

             dot11OperationalRateSet            OCTET STRING,

             dot11BeaconPeriod                  INTEGER,

             dot11DTIMPeriod                    INTEGER,

             dot11AssociationResponseTimeOut    Unsigned32,

             dot11DisassociateReason            INTEGER,

             dot11DisassociateStation           MacAddress,

             dot11DeauthenticateReason          INTEGER,

             dot11DeauthenticateStation         MacAddress,

             dot11AuthenticateFailStatus        INTEGER,

             dot11AuthenticateFailStation       MacAddress,

             dot11MultiDomainCapabilityImplemented TruthValue,

             dot11MultiDomainCapabilityEnabled  TruthValue,

             dot11CountryString                 OCTET STRING

         }

dot11SMTnotification OBJECT IDENTIFIER ::= { dot11smt 6 }

dot11Disassociate NOTIFICATION-TYPE

OBJECTS { ifIndex, dot11DisassociateReason, dot11DisassociateStation

dot11Deauthenticate

dot11AuthenticateFail 

dot11AuthenticateFailStation 

Dot11OperationEntry ::= SEQUENCE {

            dot11MACAddress                 MacAddress,

            dot11RTSThreshold               INTEGER,

            dot11ShortRetryLimit            INTEGER,

            dot11LongRetryLimit             INTEGER,

            dot11FragmentationThreshold     INTEGER,

            dot11MaxTransmitMSDULifetime    Unsigned32,

            dot11MaxReceiveLifetime         Unsigned32,

            dot11ManufacturerID             DisplayString,

            dot11ProductID                  DisplayString}

Dot11PhyTxPowerEntry ::= SEQUENCE {

            dot11NumberSupportedPowerLevels  INTEGER,

            dot11TxPowerLevel1               INTEGER,

            dot11TxPowerLevel2               INTEGER,

            dot11TxPowerLevel3               INTEGER,

            dot11TxPowerLevel4               INTEGER,

            dot11TxPowerLevel5               INTEGER,

            dot11TxPowerLevel6               INTEGER,

            dot11TxPowerLevel7               INTEGER,

            dot11TxPowerLevel8               INTEGER,

            dot11CurrentTxPowerLevel         INTEGER}

Dot11PhyDSSSEntry ::= SEQUENCE {

             dot11CurrentChannel    INTEGER,

             dot11CCAModeSupported  INTEGER,

             dot11CurrentCCAMode    INTEGER,

             dot11EDThreshold   Integer32}

Dot11SupportedDataRatesTxEntry ::= SEQUENCE {

            dot11SupportedDataRatesTxIndex  Integer32,

            dot11SupportedDataRatesTxValue  Integer32}

Dot11SupportedDataRatesRxEntry ::= SEQUENCE {

            dot11SupportedDataRatesRxIndex  Integer32,

            dot11SupportedDataRatesRxValue  Integer32}

· Bridge MIB

Per Port: Some AP’s consider one RF interface as a port, thus port statistics are per interface. Some AP’s assign logical ports to each STA, thus port statistics are per STA.

Dot1dTpPortEntry ::=

              SEQUENCE {

                  dot1dTpPort

                      INTEGER,

                  dot1dTpPortMaxInfo

                      INTEGER,

                  dot1dTpPortInFrames

                      Counter,

                  dot1dTpPortOutFrames

                      Counter,

                  dot1dTpPortInDiscards

                      Counter

              }

· 802.11e

In  “dot11Counters Table” of Annex D, insert  the following text to the  end  of Dot11CountersEntry sequence list:

dot11QosTransmittedFragmentCountTC[0..7]
Counter32,

dot11QosFailedCountTC[0..7]


Counter32,

dot11QosRetryCountTC[0..7]



Counter32,

dot11QosMutipleRetryCountTC[0..7]


Counter32,

dot11QosFrameDuplicateCountTC[0..7]

Counter32,

dot11QosRTSSuccessCountTC[0..7]


Counter32,

dot11QosRTSFailureCountTC[0..7]


Counter32,

dot11QosACKFailureCountTC[0..7]


Counter32,

dot11QosReceivedFragmentCountTC[0..7]

Counter32,

dot11QosTransmittedFrameCountTC[0..7]

Counter32,

dot11QosDiscardedFrameCountTC[0..7]

Counter32,

dot11QoSMPDUsReceivedCountTID[0..15]

Counter32,

dot11QoSRetriesReceivedCountTID[0..15]

Counter32,

dot11FECFragmentsCorrectedCount


Counter32,

dot11FECUncorrectableCount



Counter32,

dot11QoSDiscardedFragmentCount


Counter32,

dot11AssociatedStationCount


Integer,

dot11QosCFPollsReceivedCount


Counter32,

dot11QosCFPollsUnusedCount



Counter32,

dot11QosCFPollsUnusableCount


Counter32,

dot11QosTXOPRequestCount



Counter32,

dot11QosTXOPRequestRetryCount


Counter32,

dot11QosCCOPCount




Counter32,

dot11QosCCOPUsedCount



Counter32,

dot11QosCCOPCollisionCount



Counter32,

-- dot11QosStationConfigTable ::= {dot11smt 8}

In “SMT Station Config Table” of Annex D, insert the following text to the  end  of dot11StationConfigEntry sequence list:

dot11QoSOptionImplemented

TruthValue,

dot11AssociateAsQSTA

TruthValue,

dot11FecOptionImplemented

TruthValue,

dot11FecImmAckOptionImplemented
TruthValue,

dot11BurstAckOptionImplemented
TruthValue,

dot11QAPCSOptionImplemented
TruthValue,

dot11DirectOptionImplemented
TruthValue

Insert the following changes to the 802.11 MIB in Annex D, before the MAC Attribute Templates:
Dot11QosStationConfigEntry ::=

SEQUENCE {

dot11CWmin[0..7]


INTEGER,

dot11CWmax[0..7]


INTEGER,

dot11AIFS[0..7]


INTEGER,

dot11EDCFCFBLimit[0..7]

INTEGER,

dot11ACsAvailable


INTEGER,

dot11CAPLimit



INTEGER,

dot11HCCWmin



INTEGER,

dot11HCCWmax



INTEGER,

dot11HCAIFS



INTEGER,

dot11PeerLivenessTimeout

INTEGER,

dot11ADDTSResponseTimeout

INTEGER,

dot11MissedBeaconThreshold

INTEGER,

dot11APMobilityScanRate

INTEGER,

dot11APMobilityScanInterval
INTEGER }

· 802.11f

iappAPTableEntry ::= SEQUENCE {

      iappAPTableIndex                                Integer32,

      iappAPIPAddress                                 IpAddress,

      iappAPMACAddress                               MacAddress,

      iappClientServerPortNumber                      Integer32,

      iappAPRoundTripTime                             TimeTicks,

      iappAPRTO                                       TimeTicks,

      iappMoveNotifySent                              Counter32,

      iappMoveNotifyRetransmissions                   Counter32,

      iappMoveNotifyReceived                          Counter32,

      iappMoveResponseSent                            Counter32,

      iappMoveResponseReceived                        Counter32,

      iappMoveNotifyMalformed                         Counter32,

      iappMoveNotifyUnAuthentic                       Counter32,

      iappMoveResponseMalformed                       Counter32,

      iappMoveResponseUnAuthentic                     Counter32,

      iappMoveNotifyBadService                        Counter32,

      iappMoveResponseBadService                      Counter32,

      iappMoveNotifyPendingRequests                     Gauge32,

      iappMoveResponsePendingResponses                  Gauge32,

      iappMoveNotifyTimeouts                          Counter32,

      iappUnknownType                                 Counter32,

      iappMoveNotifyPacketsDropped                    Counter32,

      iappMoveResponsePacketsDropped                  Counter32

}

· 802.11g

· 802.11h

Add the following elements to the end of the dot11StationConfigEntry element definitions behind dot11AuthenticateFailStation

dot11SpectrumManagementCapabilityImplemented OBJECT-TYPE

dot11SpectrumManagementCapabilityEnabled OBJECT-TYPE

dot11SpectrumManagementCapabilityEntry ::=

SEQUENCE {

dot11SpectrumManagementCapabilityIndex Integer32,

dot11FirstChannelNumber Integer32,

dot11NumberofChannels Integer32,

dot11MitigationRequirement Integer32,

dot11StartupTestPeriod Integer32,

dot11StartupTestValid Integer32,

dot11OperatingTestPeriod Integer32,

dot11OperatingTestCycle Integer32,

dot11MaxDataOperationsPeriod Integer32,

dot11MaxManagementOperationsPeriod Integer32,

dot11ChannelSwitchTime Integer32}

· 802.11i

Update following MIB entries in Annex D:

Dot11WEPDefaultKeysEntry ::= SEQUENCE {

dot11WEPDefaultKeyIndex INTEGER,

dot11WEPDefaultKeyValue WEPKeytype,

dot11WEPDefaultKeyIV Integer32,

dot11WEPDefaultKeyIVMax Integer32,

dot11WEPDefaultKeyThreshold Integrer32}

Add the following items to Annex D:

-- Enable the key owner to find out the unicast and multicast cipher

-- suites that will be used so the key owner can optimize the size of the

-- derived TSKs. This is done using two MIB variables added to the

-- Station Configuration table.

-- Modify Dot11StationConfigEntry

Dot11StationConfigEntry ::= SEQUENCE {

dot11StationID



MacAddress,

dot11MediumOccupancyLimit


INTEGER,

dot11CFPollable



TruthValue,

dot11CFPPeriod



INTEGER,

dot11CFPMaxDuration



INTEGER,

dot11AuthenticationResponseTimeOut
INTEGER,

dot11PrivacyOptionImplemented

TruthValue,

dot11PowerManagementMode


INTEGER,

dot11DesiredSSID



OCTET STRING,

dot11DesiredBSSType



INTEGER,

dot11OperationalRateSet


OCTET STRING,

dot11BeaconPeriod



INTEGER,

dot11DTIMPeriod



INTEGER,

dot11AssociationResponseTimeOut

INTEGER,

dot11DisassociateReason


INTEGER,

dot11DisassociateStation


MacAddress,

dot11DeauthenticateReason


INTEGER,

dot11DeauthenticateStation


MacAddress,

dot11AuthenticateFailStatus

INTEGER,

dot11AuthenticateFailStation

MacAddress,
dot11UnicastCipher



Integer,

dot11BroadcastCipher



Integer

}
· 802.1x, aa

It’s possible to get per port data transfer statistics this way.

No APs to my knowledge implement this mib yet.

-- ---------------------------------------------------------- --

-- The Authenticator Session Statistics Table-- ---------------------------------------------------------- --

dot1xAuthSessionStatsTable OBJECT-TYPE    SYNTAX      SEQUENCE OF Dot1xAuthSessionStatsEntry    MAX-ACCESS  not-accessible    STATUS      current    

DESCRIPTION        "A table that contains the session statistics objects        for the Authenticator PAE associated with each Port.        An entry appears in this table for each port that may        authenticate access to itself."    REFERENCE        "9.4.4"    ::= { dot1xPaeAuthenticator 4 }

dot1xAuthSessionStatsEntry OBJECT-TYPE    SYNTAX      Dot1xAuthSessionStatsEntry    MAX-ACCESS  not-accessible    STATUS      current    DESCRIPTION        "The session statistics information for an Authenticator        PAE.  This shows the current values being collected for        each session that is still in progress, or the final        values for the last valid session on each port where        there is no session currently active."    INDEX { dot1xPaePortNumber }    ::= { dot1xAuthSessionStatsTable 1 }

Dot1xAuthSessionStatsEntry ::=    SEQUENCE {    


    
dot1xAuthSessionOctetsRx             Counter64,        

dot1xAuthSessionOctetsTx             Counter64,

dot1xAuthSessionFramesRx             Counter32, 

      
dot1xAuthSessionFramesTx             Counter32, 

dot1xAuthSessionId                   SnmpAdminString,        

dot1xAuthSessionAuthenticMethod            INTEGER,        

dot1xAuthSessionTime                  TimeTicks,        

dot1xAuthSessionTerminateCause        INTEGER,        
Signal Strength

Standardizing RSSI

Real Time Parameters

Real Time Issues

Measuring Transmission Speeds

Measuring Throughput in WLANs

VOIP Radio Resource Issues

Additional Information needed in the MIBs (802.1x, 802.11, 802.1p) 

Diagnostics Needed for Effective Mgt of WLANs

Sampling Rates

Architectural Principles for RRM Based on Requirements and Issues

No immediate alteration of PHY

No immediate alteration of MAC

Detection of Rogue Access Points

Formulas for Trends

Detect Real-Time Information

Cisco Example Approach

802.11

•BSS channel

•AP transmit power

•Client transmit power limit

How to use the information

•Simplify and/or automate WLAN radio configuration

•Achieve better performance in dense BSS deployments

•Better utilize radio resources across client stations

•Alert WLAN administrator to problems

•Notify client station users of current radio status

•Each company uses measurements to add value

What to measure

•Attributes that characterize the WLAN radio environment

•Attributes that affect or reflect WLAN radio performance

•Attributes that are not manufacturer specific

•Define the simplest, smallest set of measurements required
Categories

Statistical Measurements characterize the radio environment in a long-term statistical sense. For example,

•Measure 802.11 traffic load as channel busy fraction1

•Measure non-802.11 interference as received power histogram1
Identity Measurements identify stations that affect each other’s performance. For example,

•Identify each neighbor AP by overhearing its MAC address

•Identify each neighbor STA and its serving AP in a similar manner

•Identify hidden STA when receiving downlink frames with no ACK 
Station (STA) Changes

Wireless MAC message protocol

•Build upon 802.11h mechanisms and measurement frames

•Add RRM capability bit and RRM action frame type

•Augment 802.11h measurements with new requests/reports

MAC firmware

• Handle new management frames in the wireless MAC protocol

• Compute measurement payloads from PHY registers and traffic
AP Changes

Process measurement requests from external entity

•Translate external request into measurement action at AP radio

•Translate request into action frame and send to client stations

•Perform these actions at periodic interval, if requested

Accumulate, store and/or report measurements

•Measurements taken at the AP radio

•Measurements reported by client stations

•Method of conveyance is a separate discussion
What not to Change in a STA

•Wireless MAC control frames and procedures

•Wireless MAC data frames and procedures

•Any hardware, including MAC and PHY

What is Radio Control?

What it is

•Ability to remotely assign parameters values to client stations

•802.11h already does something similar via Power Constraint

•RRM could do this via parameter command action frames

What it is not

•Algorithm for radio planning, load balancing or QoS control

•Method for converting algorithm results into parameter values

Instant802 Example Approach

Purpose of Additions

•Enable better diagnostics of problems
–Using info that is easy and cheap to gather

•Enable better frequency planning, optimize network performance

–Enable automatic frequency planning

•Enable new services

–Location based services

Diagnostics

•Interference from non 802.11 sources
•Interference from other 802.11 networks

•Interference from other APs within same ESS

Add STA Table to MIB

•Station table is list of wireless STAs an AP knows about
•Also applicable to IBSS

•Currently implemented by many APs, as proprietary MIB/telnet/web interface

STAs Listed in the Table

•Only wireless stations listed
•Stations that have communicated with this STA

–Authenticating stations

–Authenticated stations

–Associated stations

–WDS links

•Wireless stations known about through DS only (e.g. pre-auth)
STAs Communicated With

•Table includes all stations a station has received any frames from
•For each station expose full state of communication with that station

–Pre RSN authentication state

–802.1x port ID

•Further auth info can be found from 802.1x MIB

–Association state

–Detailed link statistics

Link Statistics

•dot11MACStatistics
•Counts of

–MSDUs/MPDUs received/transmitted

–Channel utilization in rx & tx direction

•Measured as total μs

•Data rate & modulation of last rx and tx

•RSSI, signal quality

•Link margin as seen by other station

–Available for 11h stations

–Either use recent measurement report, or request report for each SNMP request
MAC Statistics to MIB

•Channel utilization from TGe
•Total associated stations

•Total authenticated stations

•Optional events to notify mgmt station of authentication and association events

–Current MIB sends TRAPS on assoc/auth failures

Events to Report

•Channel utilization from TGe
•Total associated stations

•Total authenticated stations

•Optional events to notify mgmt station of authentication and association events

–Current MIB sends TRAPS on assoc/auth failures

Conclusions and Recommendations
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