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Call to Order & Agreement on Agenda 

Meeting called  to order on Monday, August 13 , 2002 1:00pm by Dave Halasz.

Frank Ciotti secretary.

Agenda:

· Presentations

· Open issues discussion

· Editors notes to draft 2.3.3

· Comments from LB35

Chair: Should we plan to go to Letter Ballot in the September meeting?

Comment: haven’t seen new draft yet.  On server?

Jesse: new draft not on server yet.  Draft 2.3.3 is on flash disk for meeting.

Open Issues:

Comment: We need to resolve Letter Ballot comments based on statements made at Vancouver meeting.

Chair: Any other presentations?

Paul Lambert has one.

Clint has a presentation on randomness (tomorrow)

Chair: Any other changes to agenda?

None.

Agenda accepted

Presentation: Tim Moore – doc 02/499: AdHoc 

Comment: Can you think of an attack if the peer you’re trusting breaks the rules?

Tim: I worked on a document at Micosoft which addresses some of this.  If the AP breaks rules, it could hand out all keys for all STA’s.

Comment: Isn’t this a trust model issue?  This is isn’t fair.

Tim: We need to define if somebody breaks into this, what is the exposure?  A concern is if a peer can hand out more than it’s own information.

4-way handshake issues:

The STA with the higher MAC address will make decision on what the unicast key will be.

The Authenticator state machine changed in 02/499 to check for IBSS.

Every STA has its own group key that it pushes out to every STA it performs a 4-way handshake with.

I used the same key-mapping MIB objects, but needed to add a Boolean to indicate if it is a group or unicast key.  This is needed since there is a different group key per STA.

Initialization – if a STA starts receiving pkts for which it cannot decrypt (no key), a 4-way handshake will be initiated.

Comment: If specified in protocol, compelled to retry.

Comment: There are so many already.

Jesse: We may want to perform an expornential back-off.

Comment: So for every n-1 stations, a station must retain 2 keys?

Tim: Yes

Tim: Note: the authenticator makes the choice of when the keys are stored in hardware.

Comment: Can we go over this again tomorrow after we’ve had a chance to review the doc?

Tim: Tes.

Comment: Why are there so many broadcast keys.

Tim: We have to keep the IV in synch.

Comment: Couldn’t nonces be used to solve that?

Tim: Yes, but then we would need to change the underlying protocol.  The goal is re-use the 4-way handshake for the IBSS model.

Chair: Paul’s & Clint’s presentations will be tomorrow.  Do we want to discuss open issues now?

Comment: Since we just received draft 2.3.3, I would like a chance reconcile my comments with the draft before beginning the discussions.

What are the hours for these mtgs?

1-5 today, 9-5 Wednesday & Thursday

Review editorial notes from draft 2.3.3

Jesse: I think we want to start with the RSN IE.  The other text I’m still working on.

Chair: I would like to be more methodical.

Jesse: There hasn’t been work on the sections prior to clause 7 for over a year.

[Starting with Section 5.3 of LB35 draft]

Jesse: I feel we don’t really have an encryption service.  We have a security service.  I simply need more time to complete this.

Chair: can we remove this comment?

Jesse: I don’t want to take it out – it is a reminder to myself.

Comment: Change the comment to “Editor’s note to Editor”

Chair: Comment received in past was “How can you go to LB with Editor’s notes in draft”?

Stuart: If it holds you up, simply remove it from the LB draft, but have the editor retain them.

Editor: When submitting documents, use Word for diagrams, not Visio.  Visio diagrams do not export to PDF well.

Action: Change following comment in Clause 5.3 to Word Comment format

[Editor’s note: The reason for this change is the specification does not define separate service interfaces for privacy, data origin authenticity, and replay detection; instead, these are effected as a side effect of key distribution.]

Action: Remove following comment from Clause 5.3

[Editor’s note: TGi needs to agree whether to mandate association in an IBSS, and, if so, describe the new required procedures to effect this. If this does not happen, then either it must specify a new IBSS mechanism to play the role TGi has allotted to association, or else must decree that an RSN security is not supported in an IBSS.]
Action: Remove following comment from Clause 5.4.2.2

[Editor’s note: do we require support for association in an IBSS?]

Action: Remove following comment from Clause 5.4.2.2

[Editor’s note: If we require/allow association in an IBSS, is it allowed to be associated with more than one IBSS at a time? We have not discussed this issue. If adopted, how would such a proscription be enforced?]

Action: Remove following comment from Clause 5.4.2.3

[Editor’s note: do we require support for reassociation in an IBSS?]

Action: Remove following comment from Clause 5.4.2.4

[Editor’s note: do we require support for disassociation frames in an IBSS?]

Action: Change format for following comment from Clause 5.4.3 to Word Comment

[Editor’s note: This section needs to be reworked entirely. An RSN does not directly provide either service; instead, it uses 802.1X to provide access control and key distribution, and confidentiality is provided as a side-effect of key distribution. The editor will suggest a more extensive revision.]

Action: Remove following comment from Clause 5.6

[Editor’s note: Another difference is multicast/broadcast. We have not defined a theory of multicast/broadcast operation in an IBSS. We either need to define this or else proscribe the use of multicast/broadcast in an IBSS. In particular, we need to define how the multicast/broadcast key is distributed dynamically—i.e., which STA distributes it.]

Action: Remove following comment from Clause 5.7.7

[Editor’s query: is this still in effect?]

Action: A motion is needed to remove the following text from clause 5.7.7

“When 802.1X authentication was used between two RSN-capable STAs, Deauthentication frames are not permitted at the MAC level.”

Action: Remove following comment from clause 5.8

[Editor’s note: the figure needs to be revised to show communication between 802.1X and 802.11]

Action: A motion is needed to add an 802.2 layer between the 802.1x and MAC Sublayers in the figure in clause 5.8.  Also, add MLME_SAP interface between the MAC Sublayer Management Entity and 802.1 Layers.

Jesse: This will address LB comments as well.

Action: Remove “(Informative)” from heading of clause 5.9.2

Action: Remove following comment from clause 5.9.2

[Editorial note: In order to indicate its general direction on key management, TGi has adopted the following text as informative, with the intention of promoting it to normative once it has been reviewed and consensus reached:

Action: Remove following comment from clause 5.9.3

[Editor’s note. It is not not yet cost effective to implement IPsec or TLS in anything but very high-end APs, nor will it be until today’s PC-class platforms decrease in cost by an order of magnitude. This is not yet a practical recommendation.]

Action: Remove following comment from clause 5.9.3

[Editor’s note. Using the Group key to send unicast packets is inconsistent with the rest of the document. The remainder of the document does not permit group keys to be used to send unicast packets. This needs to be clarified.]

Comment: Why was this requirement in there?  

Comment: For AP’s that could not support Key Mapping.  

Comment: Who cannot do this?

Comment: I thought somebody stated that they could not.

Action: Add an agenda item (either to this meeting or in Monterey) to discuss the use of group keys for unicast transmissions.  In the past we have said yes.  Also, we need to discuss the downgrade of an RSN to a TSN if a non-RSN capable station joins the BSS.

Action: Remove following comment from clause 5.9.3

[Editor’s note. This assertion is not true. The STA could be communicating with a rogue AP between the real AP and the STA, and the secure channel between the true AP and the AS can do nothing about this. Even with EAP-TLS, the security of the entire system depends vitally on the STA disengaging if it detects a potential man-in-the-middle attack. If the e-commerce strategy of allowing the user to authorize going forward anyway, then the entire security of the exchange can be compromised.]

Discussion: 802.11 does not define this protocol, therefore we should not be making claims against it.

We should imply that the security of the AS to Authenticator communication is beyond scope of TGi.

Action: A motion is needed in Monterey to replace the following text from clause 5.9.3.

“Since the Supplicant/Authentication Server authentication is carried over the Authenticator/Authentication Server secure channel, the Authentication Server can guarantee that the Authenticator it is communicating with is the same Authenticator that the Supplicant is communicating with.”

With text that indicates that the security of the Authentication Server to Authenticator communication is outside the scope of TGi.

Straw Poll: Any objection to remove last 2 sentences from 1st paragraph of clause 5.9.2

None

Action: Need a motion in Monterey to remove the following text from clause 5.9.2 (first paragraph, last two sentences)

“The association exists only for a period of time sufficient for authentication to take place. Should authentication not be completed within that time, the station noticing the delay will disassociate its peer.”

Action: Remove following comment from clause 5.9.3

[Editorial note: We need to define a MIB variable to control this “period of time.” Clause 8.2.5 is probably the right place to describe the operation of this, as this appears to be the place where we decided to document the interaction of ULA with the MAC sub layer.

Note: discuss use of word 802.1x “association” in clause 5.9.2

Straw Poll: any objection to remove following editor’s note from clasuse 6.1.2?

[Editor’s note: 6.1.2 needs to be rewritten from scratch]

none

Action: Remove following comment from clause 6.1.2

[Editor’s note: 6.1.2 needs to be rewritten from scratch]

Action: Possible motion to remove changes to clause 6.2.1.2.2.  Discussion required.

Action: Remove following comment from clause 7.2.3.8

[Editor’s note: if we intend to use TGf to support key passing, then we need some way to report the old AP to the new AP on reassociation, so the new AP can petition the old AP for the correct key. For example, we could create an information element to this effect and transport it in the STA’s reassociation request. Otherwise, the new AP finds the correct old AP by magic—not an interoperable algorithm.]

Action: Remove following comment from clause 7.2.3.8

[Editor’s note: if we intend to use some key to reauthenticate the STA as it roams, then we need to protect deauthenticate and disassociate messages as well.]

Action: Remove following comment from clause 7.2.3.9

[Editor’s note: we need to adopt matching language in the Probe Request.]

Clauses 7.2.3.10 and 7.2.3.11 (typo – was 7.2.3.10 also) are being updated by editor.  These frames are now used per text voted in in doc 02/298.

Action: Remove following comment from clause 7.3.1.4 once editor has include the appropriate figure.

[Editorial note: Add updated figure]

Action: Remove following comment from clause 7.3.2.17

[Editor’s note: the field “Length” (1 octet) appears inconsistent with the Pairwise Key Cipher Suite Count and the Authenticated Key Suite Count (2 octets each), in that the former gives the overall length in octets. Some rationale should be supplied (alignment?) or else the IE should be restructured to allow a more natural construction. How about moving the suite count fields to just after the Version field and truncating them to 1 octet each? This design also leads to flexible rules for defaulting values (see following paragraph).]

Action: Add informative note to clause 7.3.2.17 explaining the lengths are there for alignment.

Action: Remove following comment from clause 7.3.2.17

[Editor’s note: CCMP is the mandatory-to-implement cipher suite, not TKIP. This paragraph needs to be brought into line with the rest of the specification?]

Action: Need a motion to change bullet 5 in clause 7.3.2.17 from “A STA supports TKIP” to “A STA supports CCMP”

Action: Remove following comment from clause 7.3.2.17

[Editor’s note: 00:00:00:2 would be a better choice for an IBSS, as this permits a fresh key to be derived at every contact. 00:00:00:0 requires that the implementation save keys across all IBSSs along with their sequence numbers, and prevent reuse, giving rise to user interface difficulties. With 00:00:00:2, the same static key can be repeatedly, but a fresh key will be derived each time.]

Action: Remove following comment from clause 7.3.2.17

[Editor’s note: This appears to make implementations of the 1999 specification that implement key mapping keys non-conformant? The language needs to be reworked to avoid this problem. Perhaps  alter this language to say

“Use of WEP with pairwise keys shall not be supported within a TSN.”]

Action: Editor is modifying text in above paragraph to reflect text previously voted in from document 02/298.

Action: Remove following comment from clause 7.3.2.17

[Editor’s note: According to the rules of this clause, WEP can be used only for multicast in an ESS but only for unicast within an IBSS. Does this cause implementation problems?]

Action: Remove following comment from clause 7.3.2.17

[Editor’s note: Shouldn’t the initiating STA specify 00:00:00:0 “None” as the group key cipher suite in requests? How does the AP specify that no group key cipher suite is in use?]

Action: Need motion to add normative text to above paragraph to specify the group key cipher suite selector shall match the value the STA received in the Probe Response or Beacon.

Any objection to recess until tomorrow at 9:00am?

None:

Stopped at clause 8.1.6

Recessed until 9:00am tomorrow.

Resume 9:12 am

Chair: Do we want to continue going through draft editor comments or start with Paul’s presentation?

Chair: Given that some people are not here yet, we should wait on the presentation and continue with draft.

Action: Remove following comment from clause 8.1.6

[Editor’s note: The assumption could be removed by restructuring 802.11 key management to allow less stringent configuration constraints.]

Action: Remove following comment from clause 8.3.1

[Editor’s note: Missing functionality: we need a specification of the common processing for receiving a data privacy protocol.]

Action: Add text indicating that per 1999 spec, state must be kept.

Action: Remove following comment from clause 8.3.2.4.2

[Editor’s query: elsewhere in doc 2-298 it stated there is no authentication and no key management in the IBSS. How can there be an authenticator in this case?]

Action: Remove following comment from clause 8.3.2.4.2

[Editor’s query: elsewhere in doc 2-298 it stated there are no group keys for an IBSS.]

Action: Remove following comment from clause 8.3.2.4.2

[Editor’s query: elsewhere in doc 2-298 it stated there is no key management in the IBSS. How can there be a 4-way handshake in this case? If there is a 4-way handshake, why does the procedure have to differ from the BSS case?]

Action: Remove following comment from clause 8.3.2.4.2

[Editor’s query: elsewhere in doc 2-298 it stated there are no group keys for an IBSS.]

Action: Remove following comment from clause 8.3.4.2

[Editor’s query: is bit 5 always set for CCMP?]

Action: Editor will update to indicate that this bit is always set per doc 02/144

Action: Remove following comment from clause 8.3.4.3

[Editor’s Note: To be specified]

Action: Remove following comment from clause 8.3.4.3

Replay state (undefined)

Action: Remove following comment from clause 8.3.4.3

Counters (undefined) – we should probably count at least: MPDUs sent, MDPUs received (correctly), Too Short MPDUs Received (less than 8 bytes data), Replayed MPDUs, Attempted Forgeries

Action: Dorothy Stanley has volunteered to work on text for section 8.3.4.3.  Motion to follow.

Action: Remove following comment from clause 8.3.4.4.2

[Editor’s note: The CCM initial block bit layout figure is drawn with the most-significant bit to the left and least significant bit to the right when compared with the text of 2-144r4. Thus the figure is reverse to the conventions of 7.1.1, where the lsb is depicted leftmost and the bit numbers increase. The editor had to choice whether to redraw the figure or to renumber the bits to correspond with the figure in order to make the two consistent. The editor chose the latter path.]

Action: Editor to add comment to 8.3.4.4.2 to indicate that CCM is always in Big Endian.  The figure in 8.3.4.4.2 needs to be renumbered as big-endian and a comment added that this is against policy stated in clause 7.1.1.

Action: Remove following comment from clause 8.3.4.4.3

[Editor’s note: A4 is not protected when present. This allows an attacker to alter the SA. This seems like a serious omission.]

Action: Editor will add text to section 8.3.4.4.3 to indicate that the A4 and QC fields (if present) will be included in the CCMP MIC computation.

Action: Remove following comment from clause 8.3.4.4.5

[Editor’s note: The CCM CTR-mode counter bit layout figure is drawn with the most-significant bit to the left and least significant bit to the right when compared with the text of 2-144r4. Thus the figure is reverse to the conventions of 7.1.1, where the lsb is depicted leftmost and the bit numbers increase. The editor had to choice whether to redraw the figure or to renumber the bits to correspond with the figure in order to make the two consistent. The editor chose the latter path.]

Action: Remove following comment from clause 8.3.4.4.8

[Editor’s note: To be specified? It was not in document 2-144r4]

Action: A contribution and follow-up motion will be presented at the September meeting with text for clause 8.3.4.8 

Action: Remove following comment from clause 8.4.1

[Editor’s query: Do we also need to send a “disassociation message” to the old AP after we are associated with the new?]

Comment: Based on previous discussions, it has been agreed that management frames should not be protected.

Action: A submission with possible motion is planned for the Monterey meeting in September.  We may decide to not do anything about it other than explain in the draft.

Action: Remove following comment from clause 8.4.1 because we are going to address this.

[Editor’s note: This does not work!!! First, none of the proposed RSN cipher suites work correctly without a fresh key. Second, this approach fails to synchronize the sequence spaces and counters required to prevent replay. There must some analog of the 4-way handshake at the very least, or the IBSS derives no security from any cipher suite use.. Pre-shared keys can be used for authentication, for key deriviation, or for key encryption; it is in general unsafe to use them for other functions.

Action: Remove following comment from clause 8.4.1

TGi has to make a choice. It can either impose coordination to initiate security associations or it can declare that it will not define security within an IBSS, because security is infeasible without the coordination and it is unwilling to impose coordination. There is no third choice.]

Action: Remove following comment from clause 8.4.1

[Editor’s note: What happens if one STA invokes MLME-DELETEKEYS.request and its peer does not? Obviously communication fails, but we have not specified how to recover from this case. In particular, we offer no guidance for when implementations invoke MLME-DELETEKEYS.request in the IBSS case. Experience with protocols like IPsec indicate this is likely to lead to major interoperability problems, so needs to be addressed.]

Action: Editor will add an informative note to clause 8.4.1 indicating that all state will be removed in the above case.

Action: Remove following comment from clause 8.4.1

[Editor’s Query: There is a requirement in 1.4.1.1 that “Station and AP must rate limit 802.1X to stop flood attacks.” While the editor does not disagree with this requirement, it is not meaningful unless a rate limiting algorithm is specified. Where does this belong in the present document?]

Action: Tim Moore will send an email to Tony Jeffries to indicate that the above attack should be addressed in 802.1aa.

Action: Remove following comment from clause 8.4.2

[Editor’s note: we have not specified where the information advertises comes from (probably a MIB), nor have we explicitly stated what it is (contents of a fully specified RSNE). Note that the dependence on the SSID below makes this information ESS-specific.]

Action: a submission and follow-up motion from Frank Ciotti will be presented in September for new MIB objects to address need in clause 8.4.2.

Action: Remove following comment from clause 8.4.3

[Editor’s note: we have not yet specified where the information used in the RSNE comes from (probably a MIB).]

Action: a submission and follow-up motion from Frank Ciotti will be presented in September for new MIB objects to address the need in clause 8.4.3.

Action: Remove following comment from clause 8.4.4

[Editor’s note. This configuration requirement could be removed by including the RSNE in an analog of the 4-way handshake between STAs in an IBSS.]

Action: Remove following comment from clause 8.4.5

[Editor’s note: There are two clearly demarked new states intermediate between State 2 and State 3. In the first new state the STA is associated but non-802.1X class 3 traffic is not yet authorized. In the second new state the STA is authorized to send and receive unicast traffic protected by the PTK but not broadcast/multicast traffic.

Note that in TKIP a MIC failure against a pairwise key causes the STA to return to the first of these new states, while a failure by any STA in the same BSS causes all STAs in the BSS to return to the second.]

Action: Editor will replace the above note with a figure.

Action: Remove following comment from clause 8.4.5.  This will be addressed in the new figure to be added by editor as stated above.

IEditor’s note: If the STA has reached state 3, then traffic is flowing. Given that management and 802.1X messages are not authenticated (at least until Message 2 of the 4-way handshake), perhaps the STA should not leave this stae until its Authenticator or Supplicant revokes the keys using MLME-DELETEKEYS.request. We still need to work out and specify the interaction between 802.1X and 802.11 much more carefully at this point.]

Action: Remove following comment from clause 8.4.6, bullet 1

[Editor’s note. We need to describe this in more detail: what interface is used?]
Action: Remove following comment from clause 8.4.6, bullet 2

[Editor’s note. We need to define an explicit interface to accomplish this. In particular, the 802.1X Supplicant needs the MAC address of the target AP. Note that the use of this interface is state specific, in that it only makes sense to invoke it when the STA already has an association. Does it ever make sense for an AP to implement this interface? The 802.1X Supplicant needs to know that this is a pre-authenticate, so that it declares it is done after receiving the first message of the 4-way handshake.]

Action: Editor will update the state diagrams starting in clause 8.5.5 which will address the above two editor’s notes.

Action: Remove following comment from clause 8.4.6.

[Editor’s query: Do we need to specify something special about how the MAC notifies 802.1X if it roams to a new AP prior to the completion of pre-authentication? It doesn’t appear so if 802.1X takes proper notice of the management diassociate, deauthenticate, and (re)associate primitives.]

Action: Editor will add an informative note that indicates an interface is needed between 802.1x and the MLME (which is outside our scope) that provides the MAC address of the AP we are pre-authenticating with.

Action: Remove following comment from clause 8.4.6. when normative text is available to replace it.

[Editor’s query: Does it make sense to pre-authenticate with the present AP? Probably yes, prior to key expiry. Right now we have not defined any key expiry mechanism at the MAC level aside from sequence space exhaustion, which ought never happen. 802.1X may have a time-based expiry mechanism which could trigger this, so 802.1X itself could trigger the update. If this is actually feasible, we need to work out the interaction between 802.1X and the MAC in this case, as in the other pre-authentication cases the handshaking we have discussed is triggered by 802.11.]

Action: Jesse and Tim will submit text with a follow-up motion in the September defining a new interface between 802.1X and the MLME.

Recess for lunch 11:31

Resume at 1:13pm

Presentation: Paul Lambert – TGi – Some Comments. Replay, PN and CCM Fields

Paul: I suggest making the replay counter mechanism for both OCB and CCM the same.

Jesse: There needs to be a mechanism to partition the nonce space.

Paul: I think this already works.

Jesse: There may be an issue using the SA.

Comment: I believe this is only a change to 4 address format MPDU’s

Chair: This needs more analysis – to be taken off-line.  We need the people who did not want any changes to OCB to be present when discussing.

Paul: All CCM related fields should be big-endian.

Paul: WRAP is MSDU.  CCM is MPDU.  Both should be MPDU.

Comment: Dynamic fragmentation causes the most problem to MPDU processing.

Paul may make motions at the September meeting for the Replay counter and MPDU processing based on the off-line discussions that will occur.

Return to processing of Editor’s comments in draft

Action: Remove following comment from clause 8.4.6.1 bullet 2 – Editor will clarify

[Editor’s note: This is undesirable as stated. Many authentication mechanisms cannot safely be used in simultaneously authentication attempts, and the STA will not know whether the selected authentication mechanism is such a mechanism. Hence, it is necessary to serialize authentications. I think the intent is for the STA to be authenticated with multiple STAs, and there is nothing wrong with this.]

Action: Remove following comment from clause 8.4.6.1 bullet 3 – This is something that was already voted in from document 021/298r3.

[Editor’s query: This text is contradictory to the rest of the model. Pre-authentication halts with 4-way handshake message 1, and an AP cannot distribute the GTK until completing 4-way handshake message 4.]

Action: Remove following comment from clause 8.4.6.1 – Editor will clarify

[Editor’s query: There is a requirement in 1.4.1.1 of 2-298 “APs should ignore 802.1X messages on DS network from MAC addresses that are associated on the wireless side.” If this is adhered to, then pre-authentication does not seem possible, as pre-authentication depends precisely on this?]

Action: Remove following comment from clause 8.4.7

[Editor’s query: 2-298 clause 1.4.6.7.2 describes IBSS authentication, while 1.3 and the remainder of 1.4 most emphatically state that authentication shall not be used in an IBSS. This contradiction needs to be resolved before the editor can incorporate the proper text into this draft.]

Action: Remove following comment from clause 8.4.8

[Editor’s query: why? If the STA can happily send and receive unicast messages, why does it need to be disassociated? In an 802.11 network, one can never depend on multicast messages to arrive anyway.]
Action: Editor will add informative note to clause 8.4.8 providing rational for the disassociation in this case.

Action: Remove all the editor’s comments from from clause 8.4.9

Action: Editor needs to add an informative section to clause 8.4.9 to include a description of the MAC layer tools provided to allow a secure IBSS as well as an overall system solution.

Action: Remove following comment from clause 8.5

[Editor’s query: Since 8.5 is entirely about the internals of an 802.1X protocol, shouldn’t we excise it and sanitize it (to remove 802.11-isms) and then submit the resulting document to 802.1aa for inclusion in the 802.1X specification? This needs to be resolved jointly by TGi and 802.1. If it is decided the proper place for this text remains the TGi draft, then this clause should be changed to normative.]

Action: Remove following comment from clause 8.5.1.2 following figure 36.

[Editor’s Note: The Visio diagram was replaced by a figure drawn in Word, as the Visio diagram would not consistently export from this Word document to a PDF or a print file. There are several other similar instances of this problem, and all the Visio diagrams are being replaced.]

Action: Remove following comment from clause 8.5.1.2.

[Editor’s note: we need to specify how to derive keys for WEP in a TSN]

Action: A motion is needed to describe how to derive a GTK for WEP (a PTK is not needed).

Action: Remove following comment from clause 8.5.1.2.

[Editor’s note: It would be simpler to always derive 512 bits, configure 256 into the MAC, and then let the MAC specification say how the key is used.]

Action: Tim and Jesse will work on the key mgt interface so that the number of PRF bits required can be passed as a parameter.  A motion is needed to add this to the draft.

Action: Remove following comment from clause 8.5.1.2.

[Editor’s note: As specified, the Min and Max add no value here. Their only plausible use is to avoid having to decide who is the supplicant and who the authenticator.]

Action: Leave the following comment in clause 8.5.1.3.  A submission is being prepared.  If the submission resolves this issue, the comment will be removed.

[Editor’s note: This is nonsense, and it needs to be fixed. It violates the cardinal rule that the PMK can be used for only one purpose, viz. securing the channel between the AP and the proper peer for this PMK. This is an unsecure practice and cannot be sanctioned by any specification alleging to provide security. It was already noted above that if the AP (mis)uses a PMK for a second purpose, then the STA it shares the key can masquerade as the AP for the same purpose.

There is a second reason why this is broken. If an AP cannot generate cryptographically secure random numbers on its own, then it is unlikely any mechanism exists to securely deliver any PMK to the AP, at least without a specialized hardware delivery channel or else more stringent than normal configuration constraints (the most common key delivery mechanism is RADIUS, and it requires for its security either the key receiver to generate cryptographically secure random numbers, to ward off replay attacks, or else a wired backend known a priori to be secure).

This is a fundamental decision point. We can either fix this specification error and mandate that APs provide their own source of random numbers, or we can dissolve the PAR, because it will be impossible to build a secure ESS without this change.]

Action: Remove following comment from clause 8.5.2.  The figure and text will be updated to reflect doc 02/298.

[Editor’s note: The key information bit layout figure is drawn with the most-significant bit to the left and least significant bit to the right when compared with the text of 2-298. Thus the figure is reverse to the conventions of 7.1.1, where the lsb is depicted leftmost and the bit numbers increase. The editor had to choice whether to redraw the figure or to renumber the bits to correspond with the figure in order to make the two consistent. The editor chose the latter path.]

Action: Remove following comment from clause 8.5.2. (no objections)

[Editor’s note: This is a very odd notion of “version”. If we need a cipher suite selector, we should include a cipher suite selector as in 7.3.2.17. How do we negotiate the version number?]

Action: Remove following comment from clauses 8.5.2 bullets 1a, 2a and 2b.  Jesse and Tim will discuss and draft better text.

[editor’s query: sending this message? receiving this message?]
Action: We need a proposal to for how to handle the Install bit (bit 9) of the Key Information field in a TSN Vs. RSN.

Action: Editor to change the following text from clause 8.5.2 bullet 2b from:

“The value 0 means 802.1X component shall configure the temporal keys TK1 and TK2 derived from this message into its 802.11 STA for transmission only.”

To:

“The value 0 means 802.1X component shall configure the temporal keys TK1 and TK2 derived from this message into its 802.11 STA for reception only.”

Action: Remove following comment from clause 8.5.2.

[Editor’s note: Should this be defined instead as the size (in octets) of the PTK or GTK to derive? Does this field even make sense? Why should 802.1X care?]

Action: Editor to add an informative note that the rational for this was to hide from 802.1x the sturcture of the key passed to 802.11.

Action: Remove the following comment from clause 8.5.2.

[Editor’s note: The description of this as 32 octets is inconsistent with all standard encryption schemes. We should change it to 16, or, better, specify that its size depend on the selected cipher suite.]

Action: Remove following comment from clause 8.5.2 and accept the text in the editor’s suggestion

[Editor’s suggestion: MLME-DEAUTHENTICATE.request; This still works in the IBSS]

Action: Change the following comment from clause 8.5.2:

[Editor’s note: There are three problems:

to:

[Editor’s note: There are two problems:

Action: Add “know” to following comment in clause 8.5.2 as follows:

1. The receiver does not know a prior the correct length of the RSNE, so therefore does not <know> the correct length of the EAPOL-Key message. CBC-MAC, however, is not secure in general when used with messages that do not have a known fixed length.

Action: Remove the following comment from clause 8.5.2.

2. There is no protection against modification of the RSNE returned in the (re)associate response

Action: Leave the following comment in clause 8.5.2.

3. This implies that the RSNE in the Beacon and the Probe response must be the same, so we will have to mandate this somewhere and specify a procedure of what to do if the two differ.

Action: Remove the following comment from clause 8.5.2.

The present procedure is well adapted for the IBSS, where there can be a single pairwise ciphersuite!

In the BSS case, perhaps we should concatenate the Beacon/Probe RSNE with that returned in the RSNE; this would protect both. And we could still use the CBC-MAC if we required the Supplicant to send the AP’s concatenated RSNEs in Message 2, then the Authenticator knows the length to expect; similarly, if the authenticator sends the STA’s RSNE in Message 3, the Supplicant can know the expected length of the message. This is UGLY, but I think it works.]

Action: Remove the following comment from clause 8.5.2.  

[Editor’s note: The padding algorithm does not work, as it fails to indicate how many octets represent the key and how many padding. This error could be avoided either (a)  by defining a new padding algorithm that works, or (b) by requiring the key size to be a multiple of the block size of the cipher used to wrap the key, so no padding is required.]

Action: A motion is needed in Monterey to re-detail the padding algorithm in clause 8.5.2.

Action: Remove the following comment from clause 8.5.3:

[Editor’s note: The previous editor’s commentary on this section was invalid. The 4-way handshake does indeed work, but for reasons that are not apparent from 2-298. Instead, the editor has retracted his old commentary and replaced it with an informative note explaining how the protocol works.]

Action: Remove the following comment from clause 8.5.3.  But these sections still need to be reviewed for accuracy.

[Editor’s note: The same SNonce value should appear in Messages 2 and 4.]
Action: Tim and Dorothy to review off-line sections 8.5.3.1, 8.5.3.2, 8.5.3.3 and 8.5.3.4 for accuracy.

Action: All Editor’s notes in sections 8.5.3.1, 8.5.3.2, 8.5.3.3 and 8.5.3.4 to be reviewed off-line when these sections are reviewed for accuracy.

Action: Leave all the editor’s comments in clause 8.5.3.5 pending review by the editor of document 02/298.

Action: Remove the following comment from clause 8.5.4.  

[Editor’s query: Which interoperability issue?]

Action: Leave the following comment in clause 8.5.4.1.  A motion may result from the work done to resolve this problem.  (multicast replay attack window open before newly associated STA acquires group key)

[Editor’s note: There is a problem in that the Authenticator fails to report the current group key sequence space value. If multicast communication is used by an application that sends any time sensitive information, then this provides an attacker with an opening to replay even a few old messages which are no longer valid. Thus, this omission translates directly into a usability problem. To fix this, we will need a new interface between 802.11 and 802.1X.]

Action: Remove the following comment from clause 8.5.5.1

[Editor’s note: The definitions of this clause do not even try to define the states. This needs to be reworked so we know what the states are supposed to represent.]

Action: Remove the following comment from clause 8.5.5.2

[Editor’s note: The definitions of this clause do not try to define the state variables; rather it tries to indicate their use in someone’s code or pseudo-code. This needs to be reworked so we know what the variables are supposed to represent. The description of their use should move to the procedure descriptions.]

Action: Remove the following comment from clause 8.5.5.3

[Editor’s note: The pre- and post- conditions of the procedures defined in clause have not been specified. This needs to be reworked so we know what the procedures are supposed to accomplish. Also, since key management is external to 802.11, the descriptions need to be reworked to use the various 802.11 service interfaces to exchange information with the MAC.]

Action: Remove the following comment from clause 8.5.5.3

[Editor’s note: The list of events affecting the state machine has never been defined!]

Action: Remove the following comment from clause 8.5.6.  Added to list of things to address for IBSS.

[Editor’s note: we will need to change how 802.11 works in an IBSS to accomplish this.]

Action: Remove the following comment from clause 8.5.6.1

[Editor’s note: The definitions of this clause do not try to define the states. This needs to be reworked so we know what the states are supposed to represent.]

Action: Remove the following comment from clause 8.5.6.1

[Editor’s query: what happens if the AS fails to return a PMK? What happens if the AP and the AS have not been configured with a secure channel to forward the PMK from the AS to the AP? As to the latter question, is it a requirement that the AP refuses to support traffic until this is configured or security is turned off? The answers to these questions really depends on the overall system model, which we have not yet discussed in this context.]

Action: Editor to add informative comment stating that if the AS fails to return a PMK, the AP will disassociate the STA.

Action: Editor to add informative comment stating the behaviour of the AP when it is not configured with enough inromation to establish an RSN.

Action: Remove the following comment from clause 8.5.6.1

[Editor’s note: not sure what this really means. The editor has an intuitive idea, but we haven’t quantified a meaning sufficiently to allow this to have an unambiguous meaning.]

Action: A motion is needed to add a MIB object for the Preshared Key.

Action: Remove the following comment from clause 8.5.6.2

[Editor’s note: The definitions of this clause do not try to define the state variables. This needs to be reworked so we know what the variables are supposed to represent.]

Action: Remove the following comment from clause 8.5.6.3

[Editor’s note: The pre- and post- conditions of the procedures defined in clause have not been specified. This needs to be reworked so we know what the procedures are supposed to be. They should also be reworked to use the various service interfaces to the 802.11 MAC, because all of the key management protocol is external to 802.11.]

Action: Remove the following comment from clause 8.5.6.3

[Editor’s note: The list of events affecting the state machine have never been defined!]

Action: Remove the following comment from clause 8.5.7

[Editor’s note: This construction for nonces is not applicable to all protocols. If we use the 4-way handshake with pre-shared keys, then it will be necessary to generate nonces pseudo-randomly.]

Action: Outside expert review by cryptographers is desired.

Action: Remove the following comment from clause 8.6.  Editorial changes will be made.

[Editor’s query: Right now the key hierarchy specifies that 802.1X derive separate confidentiality and privacy keys. These are then configured separately into the 802.11 MAC. This raises questions about what happens if 802.1X configures only one (obviously everything breaks). Wouldn’t it be better if 802.1X configured only one key, and allow 802.11 to slice this up however it needs to?]

Action: Remove the following comment from clause 8.6.6

[Editor’s note: To use 802.1X with WEP in the TSN, we need to define a mapping of TK1 and TK2 to the WEP key. One suggestion is to use the first 40 (resp 104) bits of TK1 for this.]

Action: A motion is needed reflecting the editor’s comment in clause 8.6.6.

Action: Remove the following comment from clause 8.7.  To be replaced with either a motion or an explanation why the text is correct.

[Editor’s note: The pseudo-code below is not correct. It does not take the MIC into account.]

Action: Remove the following comment from clause 8.7.  May be replaced with motion based on what is described in document 02/298.

[Editor’s note: Since the text has not been marked to apply exclusively to TKIP and WRAP, the pseudo-code makes features in equipment supporting WEP as defined in the 1999 standard non-compliant. The pseudo-code must be reworked to incorporate ALL of the features of the 1999 standard so that legacy equipment are still compliant.]

Chair: Is there any objection to making a motion to remove clause 8.8?

None.

Action: A motion in needed in September meeting to remove clause 8.8 from the draft.

Action: Replace the following comment (from LB 28) from clause 11.3.1 with text from re-worked clause 11.

[Editor’s note: The text in this section is just plain wrong. We need someone to propose normative text fixing it.]

Action: All of clause 11 needs to be re-worked.  Arnaud Zwemmer has been suggested to do this.

Recess at 5:08pm until 9:00 am tomorrow.

Resume at 9:12 am

A first pass of LB35 T and TR comments was done in Sydney.  We will now begin processing of LB35 T and TR comments not addressed in Sydney.
Action: Reclassifying LB 35 comment 92 as editorial.  Editor will add text to clarify that the counter-measures described in this section apply only to TKIP stations in the BSS.

Action: We need to address the issue when a STA is waking up from power-down or when out-of-range for a period of time (i.e. pkts are missed by STA), for both unicast and multicast packets.  The missed packets could be used for a replay attack.  (Attacker could be sending ACK frames to fool AP into thinking unicast pkts were received).

Action: Reclassify comment 712 to editorial.  Editor will add text to indicate that an RSN capable AP shall assert the RSN bit only if RSN is enabled/configured on the AP.  Otherwise, the RSN bit shall not be asserted.

Action: Reclassify comment 712 to editorial.  Accept comment, change will be made.

Action: Reclassify comment 714 to editorial.  Accept comment, change will be made.

Action: Reclassify comment 715 to editorial.  Accept comment, change will be made.

Chair: Any objection to changing comment 716 to editorial?

none

Action: Reclassify comment 716 to editorial.  Accept comment, change will be made.

Action: Reclassify comment 288 to editorial.  Accept comment, change will be made.

Action: Reclassify comment 289 to editorial.  Accept comment, change will be made to use appropriate Associate Response Status Code.

Action: Reclassify comment 301 to editorial.  Accept comment, change will be made.

Action: Issues addressed in comment 302 – status changed to closed.  New action item to create a PICS Proforma.

Action: Based on comment 312, a motion is needed to add an informative annex to the draft describing the entire message flow starting from establishing the AS/Authneticator key, Associating to the BSS, authentication, unicast key distribution (4-way handshake), group key distribution, data transfer, (rekey?),  and Disassociation.

Chair: Any objections to closing comment 1356?

None.

Action: comment 1356 closed.

Action: Review if the RSN bit and the RSNE are redundant.  If so, then a motion is necessary in September to remove the RSN bit from the draft.

Recess for lunch

Presentation: Clint Chaplin – doc 02/477r1a - Randomness

Hardware and software solution for APs

The software solution is based on Ethernet broadcasts receipt timing or xmit/recv latency to 1st Associated STA.

Comment: There are a lot of installations where broadcasts will not be present (e.g. DSL router)

Clint: That is why there is a software solution using the 1st two frames of the 4-way handshake.

Comment: Why an option to turn this off?

Clint: This is a seed.  It is only needed once at startup.  You need to perform enough iterations from s/w and/or h/w until enough bits are obtained.

Doug: There is no cryptography without randomness.

Comment: Which of the nonces need to be random and which need to be unique

Tim: There are two that we know of.  One is that which initializes the nonces.  

Action: A motion is needed to in September to add submission 02/477r1 to the draft as an informative appendix.

Chair: Are there any topics that somebody would like to discuss?

Greg: There is a need for more test vectors.  I have been working on TKIP.  I know Tim has been working on some as well.  I will work with Paul Lambert to create the 

Robert Moskowitz: I would like to discuss the inclusion of a list in the AP to be used for pre-authentication.  Is this outside the scope of TGi?

Chair: Yes, but we could provide the tools.

Robert: I would like to present something in Monterey.

Jesse: These problems are hardest to solve in the IBSS case.

Robert: When authenticating to a peer in an IBSS, you would need a list of all the other STAs that peer is authenticated with.

Robert: the STA could provide a list to the AP at the time it roams to that AP.

Comment: How can you trust the STA?

Jesse: You don’t have to.  It is just a suggestion.

Robert: When a STA Associates, it receives a list of neighoring AP’s

Comment: This should be a new PAR.  Roaming is out of TGi’s PAR.

Comment: Agree

Chair: If you were to take a straw poll asking “Are you interested in expanding the scope of TGi to resolve this issue”, I belive you would not find much acceptance.

Resume processing LB35 comments.

Dorothy: Do you want to consider a conference call to go over some of these prior to the Monterey meeting?

Chair: That is a good idea.

Jesse: Would it be possible to have an ad hoc mtg before Hawaii with the authority to vote?

Chair: Yes, but I don’t think this is necessary.  Just another meeting like this one is all that is needed.

Chair: Can we form a group(s) responsible for reviewing the remainder of the LB35 comments?

Paul: I would volunteer to work with Jesse on some of the sections.

Dorothy: I feel the way to do this is to setup a couple of conf calls and go through them like we are doing now.

Action: Dorothy will host one or more conf calls, as necessary.

Comment: How will we obtain access to the database?

Jesse: We can export it to a text file.

Dorothy: I will probably setup the first call around August 28th.

Action: Reclassify comment 321 to editorial.  Accept comment, change will be made to use terms Supplicant and Authenticator for keys.

Action: Reclassify comment 326 to editorial.  Accept comment, change will be made to use terms Supplicant and Authenticator for keys.

Action: A submission and follow-up motion in Monterery is needed from Frank Howley (Woodside Networks) to add the OCB MIB objects identified in comment 752 as normative text to the draft.

Action: A submission and follow-up motion in Monterery is needed from Paul Lambert and Greg Chesson to add WRAP test vectors as an informative appendix to the draft.

Action: A motion is needed in Monterey to address comment 1160 adding normative text to the draft to clarify the setting of the Privacy bit in messages that have Robust Security asserted.

Action: A motion is needed in Monterey to have editor add an informative note addressing comment 1349 stating that we are not attempting to protect ACK frames.

Action: Reclassify comment 214 to editorial.  Accept comment, change will be made per doc 02/298.

Action: Reclassify comment 204 to editorial.  Accept comment, clarification to draft will be made per doc 02/298.

Action: A resolution for what to do with Disassociate and Deauthenticate is needed to address comment 206.

Action: Reclassify comment 1283 to editorial.  Accept comment, change to draft will be made per doc 02/298.

Action: Reclassify comment 1311 to editorial.  Accept comment, change draft text from “RADIUS” to “Authentication Server (e.g., RADIUS)”.

Action: Reclassify comment 2202 to editorial.  Accept comment, change to draft will be made per commentor’s suggested remedy.

Action: Reclassify comment 2205 to editorial.  Accept comment, change to draft will be made per commentor’s suggested remedy.

Stopped processing T/TR comments at comment 2205

Dorothy will send out an email to the reflector regarding the details of the conference call.

Adjourn at 5:10pm
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