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Minutes

Chair: 

Agenda for this call:
· Recap May 29th teleconference

· Update from Jesse on draft status

· Other topics to follow up on

· Ad Hoc

· Dorothy wanted to contribute

· Update from Jesse on draft

Recap of May 29th teleconference

· Jesse provided an update on letter ballot results

· 45 objections to OCB

· IBSS addressed somewhat by submission 02/298 but more work needed.

· 21 architecural comments

· Unprotected management frames

· No MIB

· No PICS

· A flow diagram needs to be added to the draft

· Before a draft 3 is released, a line-by-line review would be useful

Jesse: We won’t be ready for a draft 3 in Vancouver

Chair: Realistic expectation for a draft 3 in Monterey?

Jesse: It’s plausible.  Depends on how many issues we resolve and how quickly people get text to me.  Perhaps a tentative draft.

Chair: Aggressive expectation to have a draft 3 by Monterey?

Jesse: Yes, but plausible.

Comment: It also depends on when draft 2.2 will be ready.

Jesse: Draft 2.2, even with all the input incorporated, will not be close to ready for Letter Ballot – too many issues to be resolved.  My plan is to submit draft 2.2 to Harry next week.

TGe interactions 

Topics:

· Side channel

· Dynamic fragmentation

· Burst Ack

Chair: I believe Dorothy Stanley set something up.

Comment: In the TGi/e ad-hoc conference calls, we formulated a list of issues and are walking through them, but we’re certainly not done yet.  Four proposals for dealing with side channel communications have been discussed, but we’re not ready to make are recommendation yet.

Minutes from June 11th TGi/e teleconference are on the 802 web site as document 02/400

Dave will submit the mintues from the May 29th call.

Chair: Other topics from the May 29th call

Jesse brought up a discussion with Bernard to change EAP

Bernard: IETF is probably going to charter an EAP WG, but for the first at 9 months it won’t be allowed to do any EAP methods.  Probaby 18 months for that.

Chair: Will there be any EAP activity at the IETF Yokohama meeting?

Bernard : No meeting scheduled as of now.  I was thinking of having an interim joint IETF/IEEE meeting the weekend before the IEEE Monterey meeting.

Bernard: IESG is not going to charter the WG to work on EAP issues.  The only work that could be done in Yokahama if there is a WG meeting is on RFC 2284bis.  

Bernard: The group of people in the IETF that would be working on this is basically the same group of people we have here.  We can work on our own outside IESG

Chair: Jesse, can you provide status on the draft updates?

Jesse: About 2/3 to ¾ finished incorporating doc 02/298.  Problems found.  Algorithm specified for IBSS doesn’t work.  Specifies using pre-shared key.  All our algorithms require a fresh key.

Comment: Is there a reason we cannot do the 4-way handshake?

Jesse: No, some rules needed for initiation & race conditions.

Comment: This is one of the side channel discussions as well.  These two have a lot in common.

Jesse: I plan to submit to Harry next week.

Chair: John Edney and myself put together a submission on IBSS (doc 02/393)

Jesses: I’m not convinced it works.  Independent authentication could cause problems.  They need to be tied together.

Comment: It needs to be mutual, not two unilaterals.  Man in the middle attack issues.

Chair: Each station will perform the Authentication required to satisfy its own desired level of security.

Jesse: Our model requires an enrolment.

Chair: What is needed is a model for IBSS security.  Not centrally controlled. 

Comment: Model needed for Infrastructure as well.  We need to identify the attacks we are trying to protect against so that we know when we’re done.

Chair: Feel free to pass any comments back to John Edney and myself.

TGe discussions:

Side channel.

The group is writing up pros & cons of 4 Alternatives.  We hope to have a recommendation at the next conf call (next week)

Comment: How will you choose the method?

That is up to the ad-hoc group.

The options we are currently examining are:

1. A supplicant and EAP mechanism in each STA

2. RSA based certificate mechanism.

3. Password/shared key based

Chair: Each STA has its own broadcast.  Comments were that it doesn’t scale well.  But neither does ad hoc.

Comment: The alternative is to use a coordinator.

Jesse: How large will ad hoc networks grow?  Beyond 30 there doesn’t seem to be enough bandwidth.

Comment: We need to put a stake in the ground on the definition of ad hoc.

Comment: This is not necessarily a scalability issue, also hidden node problem.  As the STAS roams out of the IBSS, it starts its own IBSS.

Comment: How do you get a broadcast key to everybody?

Chair: In our proposal (02/393), each IBSS STA indicates what it requires for security.

Jesse: If I require too much security from the IBSS peer, the other party won’t use it.

Comment: Unless you have a mandatory to use method, there will be a lot of complexity in setting this up.

Jesse: My comments are based on the IPSEC experience.  In IPSEC, users have to make the choice between HMAC-MD5 and HMAC-SHA1.  People who aren’t cryptographers aren’t going to be able to make heads or tails of the questions that are going to be forced upon them.

Chair: My main motivation for this document is defining a coherent specification, not necessarily that it be used as-is.

Comment: The complexity of setting parameters for each IBSS peer helps define the practical size of the ad hoc network.

Comment: We need some IBSS boundaries to help us move on.

Chair: I’m open to suggestions for modifying 02/393 to address some of Jesse’s concerns.

Chair: Since Dorothy is now online, let’s revisit some of the the TGe issues.

Tge issues:

· Side Channel

· Dynamic Fragmentation

· Burst Ack

· AP Mobility

Dorothy: We have had 2 or 3 conference calls now.  We haven’t talked about AP mobility yet.  We’ve primarily focused on Side Channel issues.

Side Chan:

Dorothy: We started with 4 alternatives.  We’ve discarded 1 (too onerous wrt provisioning).  Next Tuesday we will talk about the AP directed alternative.  We want a solution with shared keys, and one that scales (public key).  We plan to have a presentation in Vancouver to show the work that we’ve done so far.

Discussion on upcomingVancouver meeting:

Chair: Agenda items:

· Jesse will have new draft out in about a week.

· Dave and Jon will modify 02/393 based on comments received.

· Dorothy will present the TGe/TGi work to the group in Vancouver

Dorothy: Will it be possible to have a joint E/I meetingg in Vancouver?

Chair: Does anyone have a submission?

Comment: The only decision we can come to closure on would be on side band.  This is moving slowly.

Chair: My concerns are that the joint meetings typically don’t go anywhere unless there is a submission, so I would be hesitant.  Perhaps better handled in an informal way.

Dorothy: We haven’t been able to address AP Mobility at all in the calls yet.

Comment: We can discuss AP Mobility at next week’s E/I call.  Mike Moreton was involved in this and would happy to participate.

Comment: What is the intent of AP Mobility.

Comment: Is there a security issue here?

Comment: Mike Moreton has agreed to write a one-page description on AP Mobility

Jesse: Dave Bagby would like to have an informal discussion with TGi because a large number of TGf Letter Ballot comments came from the TGi group.

Chair: We can work that out during the meeting.

Comment: TGf has defined a new IETF protocol using RADIUS for a completely different purpose.

Jesse: There are no meeting times where TGi & TGf are not in conflict.  A joint meeting will need to occur outside our scheduled sessions.

Chair: Or define one meeting as joint.  Our past discussions have not been that fruitful.  I have a more fundamental issue.  TGf is chartered to define a Recommended Practice, but what they have defined is a new protocol.

Comment: What is the difference between a Recommeded Practice and something that is optional in a Specification?

Comment: Why is it a recommended practice?

Comment: Because it is not dealing with MAC & PHY issues.

Jesse: I will get back with Dave Bagby to let him know that TGi can have an informal meeting with TGf in Vancouver.

Agenda planning for Vancouver:

· Draft 2.2

· Go over outlined issues

· Jon & Dave will present ad hoc submission

· Dorothy will present submission on TGe issues

· Submission on pre-authentication

Jesse: Do we want to do any line by line review of the draft?  (e.g. TKIP since it is close)

Chair: Best done outside Vancouver meeting.  Between Vancouver & Monterey meetings.

Comment: The people attending those meetings tend to go outside their scope.

Jesse: I can’t add anything without a vote.

Comment: Jesse is right.  It is time to perform a line-by-line review of TKIP.

Comment: And OCB.

Jesse: I was planning on making a motion on changes to OCB because it doesn’t match the key management architecture we have now.

Chair: I don’t see any motions coming out of the line-by-line review, that is why I am suggesting this be done between Vancouver and Monterey, and not during the Vancouver meeting.

Comment: If Jesse has draft 2.2 available for Vancouver, then we should perform a line-by-line review in Vancouver.

Jesse: That means by Monday.  I will make every effort to do that.

Comment: If we just review TKIP, that may be manageable.

Comment: All encryption methods need a line-by-line review – even WEP

Comment: Will CCM be on the agenda?

Dorothy: On the last one of these calls we spent nearly an hour talking about the various positions.  I would like to know where people are.  I would like to bring up the topic of adopting CCM

Comment: Dave, do you know what is happening with OCB licensing?

Chair: I know those discussions have continued.  I don’t know the latest.  I tried to bring up other options.

Chair: We already tried passing CCM twice and failed.  I don’t want to waste time trying again unless there is a new option.

Dorothy: On the last call we identified 3 or 4 alternatives.  One was TKIP Mandatory with CCM/OCB optional.  This didn’t get a lot of support – the group needs an AES solution.  There is an expectation to do so as well.  There are a couple alternatives going forward.  One is simply replacing OCB with CCM.  The is adopting CCM as mandatory with OCB as optional.

Comment: Are the technical requirements for an AES solution clear?  Jesse has a proposal to increase the size of the IV for OCB.  

Jesse: If we don’t do that, then we will have to change key management to add rekeying.

Comment: Marty has a proposal for implicit IV that he will submit.

Comment: The implementation details for an AES solution have changed over time.

Comment: Also interations with QOS issues.

Dorothy: The main issue with OCB still is the patent/licensing.  If by July mtg, if these issues are not resolved, we should move to an AES algorithm that does not have these issues.  My intent is not to bring up a motion that I think will fail.  Rather to get consensus around a compromise position that we can all agree to going forward.

Chair: I agree that we need to close this and discuss it at Vancover.  I would expect a motion.

Comment: I feel there needs to be only one mode for maximum interoperability.  And that one mode should be CCM since it has no IP baggage.

Chair: You’re welcome to make that motion, but it has already failed twice.  What has changed that would make you think it is going to pass on the third try?

Comment: OCB as it is today in the draft contains only a 28 bit IV.  This has to change to 48.  This mus be approved.  What is there doesn’t work.

Jesse: We don’t have to change it.  We could add rekeying to our architecture, but that would be unpleasant.

Comment: I think we can agree that we need to come up with something that doesn’t require rekeying.

Jesse yes

Comment: I agree with Dave in that the motion didn’t pass before it’s not going to pass this time, and the numbers are just going to get worse.  The meeting won’t close with OCB being completely out.  You’re not going to get that through this meeting.

Dorothy: I would to introduce a motion with CCM 48 bit mandatory, and OCB (either mode) optional.  And I would like to know before Vancouver if TI , Cisco and Intersil would support that motion.

Comment: Can’t speak for TI, but we haven’t had the IP discussion yet.

Chair: I don’t know what Cisco’s answer would be.  However we would like to see TGi come to fruition.  We have been involved with trying to resolve the IP issue.

Comment: Is there some other reason other than it is not broken and it is the incumbent that OCB is not replaced with CCM?

Comment: Actually it is broke with having an IV of only 28 bits

Comment: There has been some discussion indicating that it is broken (Niels document).

Comment: The main issue is that it has already been implemented in hardware by some vendors.

Comment: Then they took a huge risk.

Comment: Another reason people who don’t have the chips bring up the topic is to delay things (e.g. TGg).

Jesses: Does anybody have a timetable for the IP discussions?  They’ve been going on for a year now.

Comment: I think the problem is a lack of a timetable.

Comment: It has gotten the attention of the industry for only four months.

Chair: We are still in discussions

Jesse: This was the single biggest objection from the previous Letter Ballot.  We’re not going to get out of letter ballot unless we resolve this issue.

Jesse: If the patent issue cannot be resolved, then this will need to change.

Chair: Based on the comments received from the Letter Ballot on this, another motion would be in order.  Would people like a fixed time for the vote?  Or prefer stating that the discussion would start at a fixed time.

Jesse: Most of the people who want to vote, won’t be interested in the discussion.  I don’t want to waste other people’s time.  We could consume all the meetings with this discussion.

Chair: I would encourage Dorothy to make a submission for a vote on this issue and then send an email to the list so that people are aware of it.  This will force the OCB proponents to resolve the IP issues quickly.

Adjourn
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