July 2002

doc.:IEEE 802.11-02/413r0


IEEE P802.11
Wireless LANs

Comment Resolution Proposal for AES Mode Comments

Date:
July 8, 2002

Authors:

Dorothy Stanley

Agere Systems

2000 North Naperville Rd

Naperville, IL, 60566

Phone: +1 630-979-1572

E-mail: dstanley@agere.com

Abstract

There is currently agreement that the AES cipher be specified as the next generation cipher in 802.11i MAC protocol enhancements. Two modes for AES usage have been proposed, AES-OCB (adopted in current draft) and AES-CCM (proposed alternate). This submission documents possible motions, intended to resolve letter ballot comments relating to the AES mode usage.

1 Background

This section provides background rationale for the discussion of encumbered and unencumbered solutions.

1. The goal of the 802.11 TGi is to define security enhancements for 802.11 which will be used into the foreseeable future by existing and new vendors, which should offer a uniform, minimal barrier to entry, and

2. That unencumbered solutions should be selected when they are available, and

3. That any approved standard must pass 802-level patent review, and

4. That 802 has experienced intellectual property/patent licensing issues in the past (e.g., with the Token Ring specification) that resulted in significant delays for getting products to market, and

5. That unencumbered modes such as AES-CCM are very likely to be more widely implemented in other standards, as evidenced by the recent adoption of AES-CCM by 802.15.3, and growing consensus within the IETF IPsec WG to support AES-CTR mode, ensuring that 802.11 will NOT be alone in adopting a security solution based on AES-CCM, and

6. That Letter Ballot 35 resulted in many comments relating to the AES mode, and to resolve comments # 22, 33, 41, 72, 75, 255, 589, 590, 595, 641, 650, 651, 655, 718, 719, 720, 721, 722, 723, 724, 725, 726, 728, 729, 730, 731, 733, 734, 735, 736, 737, 738, 739, 740, 743, 744, 748, 749, 751, 752, 1002, 1024, 1026, 1027, 1028, 1029, 1032, 1034, 1215, 1217.

Definition: "802.11 industry" 

Includes ALL-globally- current .11b providers, current and future 11g providers, current and future.11a providers, current and future.11high-rate providers, either chipset or customer-facing vendors (TBD), established companies and start-ups, for both hardware AND software solutions.
Rationale: Encumbered and unencumbered solutions:

Requiring an encumbered solution when an unencumbered solution is available, requires the 802.11 industry to essentially "tax" itself from now through the next 15-20 years in exchange for the value or benefit that the encumbered technology is providing. The "tax" is of course in the form of the license fees, risk of potential future litigation due to submarine patents, and likelihood that 802.11 is alone in adopting this encumbered solution while other industries use AES-CCM or other yet-to-be-defined unencumbered modes (momentum is building in this direction, as evidenced by the adoption of AES-CCM by 802.15.3, and discussions underway within the IETF IPSec to support at least AES-CTR).

In general, we pay taxes, and expect some value - goods or services or for .11, unique technical capability in return. However in this case, there isn't sufficient value provided by use of AES-OCB to our 802.11 industry to warrant the tax. The main motivation for proposing it as an option in the first place was that it guaranteed that a MIC function would be provided. At the time, that there were people in TGi who thought we didn't need a MIC! We've moved past that stage, and no longer need OCB to force MIC usage. On all of the other technical criteria - hardware performance, software performance, number of gates, etc, etc, etc, - there isn't sufficient benefit to warrant the tax. (There may be other industries where having the combined encryption/MIC capability is truly needed – and vendors in those industries should go and pay the patent holders.)

Summary: Encumbered and Unencumbered Options:

	Encumbered Option: AES-OCB
	Un-Encumbered Mode: AES-CCM

	
	

	Pay License Fees (TBD)

This is a barrier to entry for some firms.
	No License Fees Needed

	Risk of Future Submarine Patents
	No Risk of Submarine Patents

	Risk that 802.11i is only adopter
	Certain that other groups will adopt CCM. 802.15.3 already has, IPSec had informal agreement on AES-CTR for encryption. IETF is very pro-unencumbered solutions.

	Risk of Mode Changes later in standardization process
	Reduced Risk

	Meets Technical Requirements; No compelling technical advantage
	Meets Technical Requirements


Arguments & Responses – 

1. “AES-OCB has been in the draft for almost 18 months, and we shouldn’t have to defend it.”

Response: Disagree. “DRAFT” means work in progress. Changes can and should be made as better alternatives are found. Everything in the draft must be defended.

2. “Once we have defined the licensing fee structure, the IP problem is solved.”

Response: The “IP Problem” is about more than just licensing fees. If AES-OCB were free, the submarine patents, sole adopter and potential future Revcom change issues would remain. Another third party could buy the license rights from one of the current holders. Individual patent holders could change their minds about arrangements. Example GIF and JPEG. Initially, gif files were commonly found. Gif is encumbered. Was initially offered for free. Then, terms changed. Industry moved from gif to jpeg (unencumbered).

Also the question of value for “tax” paid remains.

3. “We have OCB in hardware that we want to deploy.”

Response:  Changing the mandatory mode to CCM in Draft 2.2 does not prevent any vendor from shipping a solution which was specified in a previous draft. Interoperability among more than one vendor desiring to do this can be based on, for example Draft 2.0.  Vendors offer proprietary features as a market differentiation today. The OCB solution can be made optional in the standard.

4. “Since Security is the biggest issue we have in .11i, it’s important to get a solution to the field as soon as possible. AES-OCB hardware is closest to market.

Response: Agree that security is certainly perceived as a large issue in the industry. Adopting a solution with minimal risk going forward is the preferred choice for a long term solution. Need to reduce the risk of change down the road.

5. Let’s wait 2 more months, and see if the licensing is resolved. If it isn’t, then we will support CCM.

Response: Licensing is only one (visible, actionable) aspect of adopting an encumbered mode. Existence of a license agreement does not remove the risk of submarine patents, sole adoption, and future license agreement changes. It does not remove the barrier to entry for some firms.

Straw polls and motions:

Straw Poll of all present: 

Motion 1:

Instruct the editor to 

(a) Change the AES-OCB mode as defined in Draft 2.2 from mandatory to optional to implement

(b) Add the AES-CCM mode as defined in document 02/144r2, document 01/001r3, and 02/362r1 (CCM description and test vectors), to section 8 and Appendix G as appropriate, indicating AES-CCM as the mandatory to implement AES mode.

(c) Make additional changes as needed in other sections of the document to reflect AES-CCM mode as the mandatory to implement AES WRAP method.

Note: Changes to the Draft 2.2 AES-OCB definition, to for example extend the IV, are separate from this motion. 

Alternate Motion sequences possible, and can be added. Believe the above to be a compromise position.
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