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Abstract

An ad-hoc group met to discuss the 802.11i/802.11e security-QOS interactions, holding conference calls on June 5, June 11, June 18th and July 2nd.    Notes from June 5, June 18 and July 2nd are included below, and the solutions discussed are summarized. Notes from June 11th are documented in 02/400, by Frank Ciotti.

1 Introduction - Solution Options and Evaluation Criteria

Four options were discussed.

1. AP responsible for side-channel key management. Two sub-options, AP hands out keys, AS hands out keys.

2. Pre-shared keys among the stations. No AP involvement.

3. 802.15.3 approach of RSA based key management for peer-to-peer applications.

4. STA as AP proxy. Authenticator functionality integrated into the STA. Still use 802.1X EAP.

While the credentials used in each option differ, the solutions can be viewed as fitting the following model:
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Evaluation Criteria were also identified. The evaluation criteria are:

a. End User Involvement

b. Remediation to recover from compromise

c. Initial System Configuration

d. Computational and resource complexity

e. Scalability

f. Crypto-Grade

g. Re-use across 802 standards

h. Applicability to existing hardware

	Criteria/Solution
	AP/AS Distributes
	Pre-shared Keys
	Certificate
	STA as AP

	(a)End User Involvement
	None
	Low;Required for config/auth of initial, new
	None
	High

	(b)Remediation from Compromise
	Low – Issue new keys
	Low; Re-configure compromised pair
	Minimal need for revocation
	High for RADIUS secret compromise

	(c)Initial System Configuration
	New protocol needed to AS
	UI needed to enter MAC, key,enable, similar to WEP today
	Done by device vendor
	High – RADIUS provisioning

	(d)Computation & resource complexity
	Average
	Average
	PKI operations
	Average

	(e)Scalability
	High
	Small networks only
	High
	Small number of STAs only

	(f)Crypto-Grade
	Marginal/High
	TBD
	High
	TBD

	(g)Re-use across 802 technologies
	Potential to re-use 4 message key establishment protocol
	Similar to shared key WEP shared key
	Proposed for 802.15.3
	Low

	(h)Applicability to deployed hardware
	High
	High
	No, unless  store private key in host.
	High


2 Option 1a - Side Channel Key Distribution via AP

Documented by Greg Chesson

Scenario:

Two stations, A and B, are both authenticated via RSN/802.1X with an AS and have established unique session keys.  Station A shares a Pairwise Master Key (PMKA) with the AP, and B has PMKB.  Station A has determined the Mac address of B - by some suitable means - and decides to establish a security association with B for encrypting side channel frames. The stations may also have a Group Master Key, although that is not essential for Side Channel key distribution.

Issues:

A knows the mac address of B, but B may not know the mac address of A and it may not know that A wants to establish a side channel. Although A might have determined B's existence and mac address with the help of the AP and a discovery protocol, A may not know whether B is wihin range or can accept a new side channel connection.

Concepts:

Distributing keys for a side channel can be viewed as a special case of distributing  a Group Key for just two "supplicants". We propose to use the RSN framework for Group Key distribution for this purpose.

What's needed is a method to stimulate the AP to distribute the an EAPOL-Key message to only A and B, where the message contents are similar to a new Group Key distribution, but are instead marked for use as Side Channel Keys (SCK).  The message can use an RSN key descriptor as described in 802.11-02/298. The EAPOL-KEY Information field will consume one of the 4 Reserved bits to signify that an SCK is being distributed, i.e. a Group Key that will be used for a side channel association.

The protocol could begin with a management frame from A to the AP containing little more than a nonce plus the mac address of B. The AP could generate the EAPOL-Key messages to both A and B. Unfortunately, B would then have an SCK but would not know the mac address of A unless one (or both) of the following takes place:

    1. A's address is transmitted to B by the AP as a field to be added to the EAPOL-KEY downlink message, or

    2. A initiates a management exchange with B prior to initiating the SCK distribution step.

I favor method (2) because it provides a (needed) negotiation handshake between A and B and reuses the syntax of the EAPOL-KEY message. After this handshake, we rely on the AP to send down the keying message -  a task which will only be performed if the AP is configured to do so  and if both A and B have proper security associations with the AP.  The trust model is that both A and B trust the AP, therefore they trust the authenticity of an SCK when it comes from the AP. Using the AP in this way avoids the problem of authenticating A to B.  Hopefully this method approaches, but does not cross, the complexity boundary beyond which we lose the ability  to analyze a multi-party protocol.

Protocol:

1) A sends a Side-Channel-Request management message to B.This message contains a 32-byte nonce created by A.

2) B responds (if within range and available) with a Side Channel Response that approves or denies the request.  The success response also includes a 32-byte nonce from B.  If B is out of range, then A may repeat the request and eventually time out.

3) A sends SCK-Initiate-Request to the AP.  This message is encrypted and contains both nonces and also identifies B as the other party.

4) The AP could respond to A with an SCK-Initiate-Response. This may not be necessary, but let's suppose we do have a positive response.

5) The AP sends EAPOL-KEY, marked as an SCK, via direct, encrypted frames to both A and B.  The message sent to B contains B's nonce. The message to A contains A nonce.  A and B can compare these nonces received from the AP with the nonces generated for the Side-Channel-Request/Response handshake.

6) A and B could use the distributed keys directly, or there could be another step where transient keys are derived from the distributed key. Direct use requires the least effort and may be appropriate for this application.

Rekeying:

If A and B need to occasionally rekey the side channel, one or the other could trigger a new SCK distribution by the AP.

Nonces:

The nonce in the EAPOL-KEY is 32-bytes.  The nonces exchanged between A and B are also 32-bytes.  Each station can incorporate mac addresses, sequences numbers and other useful information into its nonce to help process and disambiguate received EAPOL-KEY messages.  In other protocols these nonces would be provided by the AP, but in the side channel case it is appropriate for the nonces to be generated by the two side channel systems.  Also, it does not seem necessary for the AP to prove liveness to either A or B since there already exists a security association between the AP and each of the stations.

Executive summary:

1) one negotiation handshake between the two side channel stations.

2) one initiate handshake between the initiating station and the AP.

3) two downlink EAPOL-KEY messages, one to each of the stations.

Issue:  Each AP is now a source of keying material. 

3 Option 1b - Side Channel Key Distribution via AS

In option 1b, it is the AS rather than the AP which participates in the protocol described above.

1) A sends a Side-Channel-Request management message to B.This message contains a 32-byte nonce created by A.

2) B responds (if within range and available) with a Side Channel Response that approves or denies the request.  The success response also includes a 32-byte nonce from B.  If B is out of range, then A may repeat the request and eventually time out.

3) A sends SCK-Initiate-Request to the AS.  This message is encrypted and contains both nonces and also identifies B as the other party. Under which key is it encrypted?

4) The AS could respond to A with an SCK-Initiate-Response. This may not be necessary, but let's suppose we do have a positive response.

5) The AS sends EAPOL-KEY, marked as an SCK, via direct, encrypted frames to both A and B.  The message sent to B contains B's nonce. The message to A contains A nonce.  A and B can compare these nonces received from the AP with the nonces generated for the Side-Channel-Request/Response handshake.

6) A and B could use the distributed keys directly, or there could be another step where transient keys are derived from the distributed key. 

4 Option 2 – Pre-Shared Key

Proposed 802.11 Direct Frame Transfer Security Protocol- Pre-shared Key 

CA Rios, RiosTek LLC

June 11, 2002
4.1 Pre-shared Key Scenario Scenario:

-STAs A and B are associated with AP X, form part of ESS Z

-A has significant communications to exchange with B (i.e., large file transfer)

-A and B wish to maintain the association with X, i.e., want to keep receiving beacons and stay connected to the DS

-A has the expectation that a direct link to B would be preferable to using AP X as a relay, that is, BSS bandwidth would be better utilized.

4.2 System Configuration for DFT

-A and B have been previously authorized (by IT manager?) to participate in Z, have been registered along with X using 802.1x/EAPOL credentials allocation or via BSS Pre-shared Key configuration through their UI.

-A and B are now to be authorized/configured for DFT. Appropriate UI configuration tools enter, at both stations, the ID of the pair station (MAC address or appropriate alias) and a DFT pairwise secret/ pre-shared key.

4.3 DFT Session Setup, Execution, Teardown

-A, associated with X deems that a direct link to B, also associated with X, is appropriate to transfer a large file, for instance.

-If really necessary, A goes through WARP enable, discovery and wakeup notification with X. X responds appropriately.

-A sends DFT Direct Communications Request to B (DCRq has been augmented to include proposed DFT Authentication Suite and Unicast Cypher Suite IEs)

-If B is ready, willing and able to engage in DFT with A, B sends back the Direct Communications Response action frame (DCRs has been augmented to include the definitive AS and UCS for the session)

-A and B mutually authenticate using RSKA (02/370r1- a 2-way challenge/response using TKIP or AES, with encryption/MIC keys derived from the DFT Pre-shared key and a mutually just-negotiated authentication nonce) or similar authentication protocol. A and B therefore authenticate by proving to each other that they know the DFT pairwise secret/pre-shared key. As part of the RSKA process a session nonce is also mutually negotiated, allowing derivation of the TKIP/AES session encryption/MIC keys. 

-A and B can now start exchanging data securely using either TKIP or AES and appropriate keys

-They can deal with security attacks in the same way as in the BSS case

-Communications complete A can deauthenticate B, or simply stop transmitting

-If completely done, A can tear down the DFT capability by sending a Direct Disable Request to X.
5 Option 3 – Pre-Provisioned Digital Certificates - 802.15.3 approach of RSA based key management

Using the Certified RSA Public Key to Establish a Pairwise Encryption Key

Russ Housley, RSA Laboratories

11 June 2002
5.1 Protocol Overview
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5.2 Infrastructure Requirement

Each station must have a certificate that binds its MAC address and its RSA public key.  The station must also have the corresponding RSA private key.

5.3 Key Management

As illustrated in the figure, the two stations exchange certificates and nonces.  The public key in A’s certificate is used by B to encrypt a secret.  The public key in B’s certificate is used by A to validate a digital signature.  The nonces ensure liveness, and they ensure that fresh keys are generated each exchange.

5.4 Pros and Cons

+
The two stations can establish a key without the involvement of any other parties.

· RSA operations involve exponentiation, which is an expensive operation.

· Vendor must install RSA key pair and certificate at the factory, and the station 
must protect the RSA private key.

6 Option 4 - STA Serving as AP for Side Channel Security

The 802.11e Draft provides for direct communication, the ability of a non-AP STA to send data frames to another non-AP STA in an infrastructure BSS, without using the DS.

Four alternative solutions have been identified to provide a security solution for the direct communication frames:

This section describes alternative (D), in which the STA performs the 802.1X authenticator function for the establishment of a security association. Normally this functionality is included in the AP. 

Situation:

1. A transmitting STA, STA 1, has traffic to send to STA 2.

2. STA 1 has successfully completed the location discovery procedure with the AP, and determined that STA2 is likely to be willing and available for direct communication.

3. In solution (D), the 802.1X EAPOL protocol is used to provide mutual authentication, & derive keys to encrypt and authenticate the exchanged direct traffic between STA1 and STA2. 

a. STA1 contains 802.1X authenticator functionality. It is capable of forwarding the EAPOL messages to an Authentication Server (AS) in the DS. STA1 must be provisioned with the AS address, for example in the case of a RADIUS Server AS, it must act as a RADIUS client, and be provisioned with the IP addresses of primary and secondary RADIUS servers and the RADIUS shared secret. The overhead probably eliminates this option as practical from a network provisioning perspective.

b. The AS functionality may be integrated into the STA. This requires that STA1 be provisioned with pre-established authentication credentials, for example with the username/password values. 

i. The overhead and administration of using username/password credentials is very high. 

ii. The alternative is to use digital certificates as credentials. If certificates are available as credentials, then option (C) can be used. Assume STA1 and STA2 are both provisioned with digital certificates, which bind public keys to their MAC addresses. 

The option of the Authentication Server and Authenticator implemented on one of the stations has also been discussed in document 02/298, section 1.4.4.2, page 15 as descriptive text which is not supported.

7 Meeting Notes – July 2

8 Meeting Notes – June 18th

Below are the notes from our call on June 18th.

The following items were discussed:

1. Side channel option (B) and its mapping to the evaluation criteria. Option (B) uses manual set-up and configuration of the (MAC address, shared secret) assignment, and a subsequent nonce exchange protocol to derive keying and integrity material.

Conceptually it is similar to the manual (BSSID, WEP key) assignment.  An assignment is needed for each MAC address on each of the station pairs.

Carlos had sent out the evaluation criteria analysis. The major negative criteria is scalability. This solution is useful for setting up a small number of side channels. Other criteria are positive. The current consensus is that this type of minimal solution is worth providing.

Note - a user interface of some type will be needed, even on devices such as printers and projectors to provision shared secret.

2. Note that if a station wishes to support multiple simultaneous active side channels, it must support keying material for each of these sessions, implying use of key mapping keys, or use of multiple default key instantiations for each side channel. We have assumed in the past that only a STA which is an AP would need to support this functionality.

3. Policy issues. We are solving policy issues on a case by case basis. A centralized policy manager (Louie advertisement) may be useful to introduce.

Policy decisions identified to date:

(a) May the STA's associated with a given AP establish side channels? The AP receives notification from STAs which are open to side channels. It replies to requests from STAs requesting this knowledge, and can override a willing STA.

(b) If associated STAs may establish side channels, are limits to the number of potential simultaneous active channels set? Note that when the AP is involved in the distribution of key material, it knows how many STAs have received key material, and thus how many may potentially be using side channels. It does not know if channels are active at a given time.

(c) Can an associated but unauthenticated user establish a side channel with an authenticated STA? The application is: Is an associated but unauthenticated guest STA allowed to establish a side-channel with a slide projector?

3. Side Channel Option 3, RSA Public key digital certificates

Russ had sent out the evaluation criteria mapping. The major negative is the overhead in initial set-up and configuration of digital certificates. Other criteria are positive, especially scalability.

Discussion on CA structure. Thomas Hardjono of Verisign has proposed a strcture to WECA (documented in the WISPr draft), which has WECA as the Root CA, which issues signing certs to the manufacturers. Note that the cable modem industry (DOCSIS 1.2) has established a CA structure for their industry, virtually identical to what we are discussing here. The belief is that IEEE 1394 has also. There are at least 3 CA implementation options available to vendors, with a range of price/internal effort trade-offs.

- Build CA from free open source

- Buy CA from vendor

- Contract out CA function

Establishing and supporting the WECA registration function will require funding also - cost spread across WLAN vendors, not expected to be large.

Discussion on need for revocation. Minimal need anticipated, since the binding provided is between the MAC address identity and the private key. A stolen device/card is just that - a stolen device or card, dealt with by current means. A stolen device's binding is still intact.  There may be mechanisms to re-set a key pair, if the binding is compromised, assuming that the private key is stored in writeable memory, and that a prior registration process has been established. The need for this is unclear.

A second certificate, short lived, can be used which identifies, for example the list of SSIDs (networks) for which that MAC address is authorized. The url to an IETF draft by Russ and Tim was inlcuded in Russ's evaluation criteria summary.

4. The evaluation criteria. A new criteria will be added: applicability to existing hardware. This should be understood, but isn't required for a solution to be considered and adopted.

5. Frank Ciotti will send out the notes from our call last week, June 11.

6. Will we be able to have a joint e/i meeting in Vancouver? Need to take this up with Dave H, suggest discussing on June 26 call.

Attendees:

Clint Chaplin, Frank Ciotti, Larry Green, Doug Whiting, Adrian Stephens, Onno Letanche, Carlos Rios, Menzo Wentink Arnoud Zwemmer, Thomas Hardjono, Richard Van Leeuwen, Paul Lambert, Marty Lefkowitz, Srini, Dorothy Stanley.

9 Notes – June 5

Notes from June 5

We reviewed the known TGi and TGe interactions. Each is described below.

1. Side Channel Capability - Currently no security solution is provided in .11i for the side channel capability. Can the current security model be extended to support side channels?

See section 5.9.1 of the TGe draft. We discussed 4 possible solutions, and volunteers will document the alternatives together with pros and cons.

(a) AP responsible for side-channel key management. Assume that since the AP has authenticated both stations, that the two can establish the side session. Re-use the .11i EAPOL KEY messages as much as possible.

Greg Chesson, Keith Aman, Onno Letanche

(b) Pre-shared keys among the stations. No AP involvement. Carlos Rios

(c) 802.15.3 approach of RSA based key management for peer-to-peer applications. Russ Housley

(d) STA as AP proxy. Authenticator functionality integrated into the STA. Still use 802.1X EAP.

Dorothy Stanley

Additional discussion:

- Can consider the sideband protocol solution as orthogonal to the security solution.

- Once the side channel is established, data can be sent at any time on a per-MSDU basis.

2. Dynamic Fragmentation. See Section 3.60 of the TGe draft. Adrian Stephens will explain the difference between this fragmentation, and the .11b(99) fragmentation (e-mail).

3. Burst ACK mechanism. See section 9.10.5 of the TGe draft. Will the packets be in order by the time we see them, or must the IV sequencing mechanism allow for a window. If a window must be provided, what is the window size, per traffic class?

4. Message classes & IV sequencing. Potential for modification of QOS class, and introduction of messages.

Discussion:

-With OCB, the current definition must change, as the QOS class must be covered by associated data.

-With CCM, the QOS class is already covered by the MIC.

-TKIP (not discussed)

-Items 3 & 4 need to be discussed together.

5. Terminology confusion:

Wireless Address Resolution Protocol (WARP) TGe

WIreless Robust Authenticated Protocol (WRAP) TGi

Resolution: Name will be changed in TGe.

6. CCM use of sequence number within the sequence control field. There is a layering concern, implementations which encrypt then queue will have difficulty with this.

7. AP Mobility, see section 5.8 of the TGe draft. If AP disappears, and STA's automatically create an ad-hoc network.

Attendees:

Keith Amann, Simon Black, Greg Chesson, Alan Chickinsky, Frank Ciatti, Jon Edney, Larry Green, Russ Housley, Kevin Hayes, Srini Kandalas, John Kowalski, Paul Lambert, Marty Lefkowitz, Onno Letanche, B. Mishra, Murli Rao, Dorothy Stanley, Adrian Stephens, Richard van Leeuwen, Menzo Wentink, Doug Whiting, Arnoud Zwemmer.
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