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Abstract

This document was produced by TGi members as an aid to other TGi members in considering the security aspects of certain new features of TGe.  It is certainly not an official TGe document, and sections within this document merely represent the opinions of one or other of the authors.

It provides a brief introduction to AP Mobility and BurstAck, which are two new features being introduced by TGe as part of their latest drafts.  It also provides some initial comments on the security aspects of these two features as a seed for further discussion within TGi.
The descriptions in this document are deliberately high level.  For detailed, definitive descriptions, the TGe draft should be consulted.
AP Mobility

Description

When attempting to describe AP mobility it is perhaps best start off by describing what AP mobility isn’t.
AP mobility is NOT:

· An AP moving about physically.

· Changing which station acts as the AP in a BSS.

AP mobility is actually about turning on and off BSSes so that there is only one BSS active in a geographic area (for a particular SSID) at any one time.

AP Mobility was mainly driven by a vision of the home network, where conventional uses of IEEE802.11 became almost secondary, and were supplanted by embedded appliances communicating using the Quality of Service support being added by TGe.

[image: image1.emf]Home

Network


The major user requirements for this sort of network are:-

(a) It must be very easy to configure

(b) It must be ad-hoc in nature.  Needing to buy an AP before you can connect your first two devices is too much of a barrier to entry.

(c) It must be reasonably secure from devices outside the network.

In many ways, an IBSS would be the perfect solution for this, but there’s a hitch.  TGe are suggesting two alternative QoS solutions – EDCF and polled HCF.  Polled HCF tends to be the more popular of the two anongst manufacturers of embedded appliances, but it requires a central co-ordination function called the HC.  As the IBSS is distributed, there’s no obvious place to run the HC – so if you want to use polled HCF you can’t use IBSS.
The AP Mobility vision is that manufacturers will build devices which have the capability to act as an AP (and HC) within a simple BSS like the one described.  As devices are added to, or taken away from, the network, the devices choose amongst themselves which is best suited to be an AP.
Obviously AP Mobility is not designed to handle rapid changes in the devices that make up the network.  Its design aim is to handle the case of a user buying a new box and bringing it home.  So changes should be very uncommon.

How Does It Work?

The currently active AP in the network broadcasts a ranking value in its beacon.  This ranking value is a combination of the capabilities of the station (for example, does it have an Internet link, and if so how fast) and also the station’s willingness to act as the AP (some stations might be willing to do it if there is no alternative, but might prefer a station with more CPU and memory to take over as the network grows.).

If a station receives a ranking value that is less than its own internally calculated value, it launches the process to take over as AP.

If the active AP detects that someone else can takeover, or it detects a “legacy” AP, then it will disassociates all its clients, and attempt to associate with the new AP as if it was a normal station.
Changing which AP is active causes a huge disruption, because the new AP does not take over the existing BSS.  Instead the old BSS is closed down, and a new BSS is started.  The configuration of this new BSS is entirely up to the new AP – nothing is inherited from the old one.
	What about existing QoS Streams?

	Nothing is copied over, so all the existing traffic streams get deleted.  That would obviously be a problem if the shiny new games console you’d just plugged in took over as AP when your spouse was half-way through a phone conversation with a friend.

To prevent marital disharmony there’s a special flag in the priority value to indicate that traffic streams are active.  When this is set, takeovers can not take place. 


Security Aspects

In principle, every device on the network could be required to have different authentication credentials for each possible AP, but that’s unlikely to happen in practice as this would require a huge amount of configuration. In practice, the most likely scenario is that there will be a single shared credential (e.g. key material) between all devices on the network.  
With this in mind, the current TGe draft does not place any specific requirements on what happens to existing authentication relationships.  It is left up to the option of the stations involved to decide whether to reuse or discard the old pairwise relationships.

Presumably it would not be wise for stations to reuse security relationships that are not in line with the new BSS security policy, but there are no specific requirements in this area.
AP Mobility BSSes are somewhat unusual, and this places specific requirements on TGi.  We must support shared key for infrastructure BSSes.  We must also maintain security for such a BSS over a long lifetime during which there may be very heavy traffic flows.
BurstAck
Description

In 802.11 every unicast frame is acknowledged by an individual ACK frame in response.  The aim of the BurstAck procedure is to allow a single frame to acknowledge a sequence of frames.  This can be done for performance reasons (less acknowledgements means more time for real data) or because with the optional FEC facility the receiver may be unable to validate the frame quickly enough to send an ACK.

The first stage in this process is an exchange of signalling frames that identifies that BurstAck is about to be used for a specified traffic class (either an individual traffic category, or an individual traffic stream).   During this exchange, the recipient also informs the originator of the size of the reordering buffer, which allows the originator to put an upper bound on the number of frames that can be sent without an acknowledgement.
The originator can then send a stream of frames, with the “No Ack” bit set.  Occasionally (for example when the receive buffer might be full) the originator must send a Burst Ack Request frame.  The recipient responds (either immediately or after a short delay) with a BurstAck frame that identifies the sequence numbers of successfully received frames.
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If the BurstAck indicates that certain frames are missing from the sequence, the transmitter retransmits them and retrys the Burst Ack Request.  

The result of all this is that while frames may not be in order when they are successfully received, they will be put back in order before being passed on by the Burst Ack function.

Security Aspects

One of the key questions is how the layering of the BurstAck function and the decryption and sequence checking occurs.

If encryption is at the MSDU level, there is little alternative.  MSDU fragmentation occurs after Burst Ack resequencing, so only the following layering is possible in the receiver:-


[image: image3]
This is probably a strong argument against doing decryption at the MSDU level.  Decryption can only take place when the MPDUs have been resequenced, which means that a large block of decryptions may be delayed until a frame is retransmitted.  This adds extra latency at exactly the point where there is already a latency problem in the system.
With encryption at the MPDU level, the stack can be reordered as follows:-


[image: image4]
However this still has the same latency problems as with MPDU based encryption.  A better alternative is as follows:-

[image: image5]
In this case the MPDUs can be decrypted as they arrive, curing the latency problem.  They are then put back in the correct order by the BurstAck mechanism, before the replay detection mechanism checks them.
Impact on TGi

Encryption and Decryption should be at the MPDU level.

No Acknowledgement
Data frames can also be sent with the “No Acknowledgement” bit set without using the BurstAck procedure.  In this case there will be no acknowledgement (or retransmission) at all at the MAC level.
Security Aspects
Due to the unreliable nature of wireless transmission, and the lack of any retransmission mechanism, it is possible for there to be an arbitrarily large jump in sequence numbers due to a burst of lost frames.
Therefore the suggestion in the current draft that a sliding window could be used in OCB replay detection is not valid.  The only check that can be made is that the sequence number is larger than that of all previously received frames (of that traffic class).

Conclusions

It is a requirement on TGi to support an infrastructure BSS security mode based on a single BSS wide shared credential.  That mode must remain reasonably secure from external attack during extended use, and with high traffic flows.

TGi must consider and comment on the current option to maintain authentication relationships during an AP Mobility changeover.
TGi must modify their draft so that all encryption and decryption is carried out at the MPDU level.

TGi must remove the reference to sliding replay windows in the OCB description.
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