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1 Call to Order & Agreement on Agenda 

Meeting called  to order on Monday, May 13, 2002 10:30am by Dave Halasz.

Chair: Is there a volunteer for secretary? Dorothy Stanley and Donald Eastlake.

Chair: The status of our work is that we’ve just had LB 35. The process is iterative. We need to process comments in comment resolution. Determine how to transform no votes into yes votes. 

Chair reviewd proposed agenda:

Proposed Agenda:

Chair’s Status

Monday

· Submissions

· -Quick grouping of issues – ad hoc, fast re-auth, editor, AES modes

Tuesday

-Divide up comments into groups (more than 1200 comments)

- Comment resolution

No meetings scheduled on Wednesday.

Thursday

-Continued Comment Resolution

· Prepare for next meeting

Chair: Are there any comments on the agenda?

Comment: Would like to give a presentation on the “Louie” proposal.  Also, we went through this process before, and dividing up into groups didn’t result in concrete actions in improving the text of the draft. Need to find ways to get comment resolution into the draft.

Chair: Different people have different opinions on when to go to letter ballot. You’ll see this when we go through the comments - one position is – don’t go to letter ballot until completely finished. Grey area, have an iterative process, refine from there. Example ad-hoc not completely addressed. Didn’t have a complete understanding of the solution. The thing holding us back was that needed an association, then realized that that wasn’t true. Now we do have a path going forward. Once you come out with something, solutions become clear. In draft 1, solution for ad-hoc wasn’t clear. Not with draft 2 have a vision for a solution. Use .1X as an example – had 11 drafts. We’re on draft 2. 

Comment: Will there be more discussion on extended IV?

Chair: Yes, there. This would be the type of presentations we’d see in this session.

Comment: Russ had a document on this. See both 02/ 282, and 02/281.

Chair: Any other comments? Any objection to adopting the agenda?

Comment: Is it your intention of having all the submissions today?

Chair: Yes.

Comments: Presentations may not be ready today.

Chair: Modify the agenda to include presentations on Tuesday.

Chair: Any objection to the modified agenda?

Comment: Are submissions restricted to resolving comments?

Chair: Do you mean that the submission would address something that we want to address anyway?

Comment: Wouldn’t address current problem?

Chair: Do this Thursday. Any objection? None.

Comment: We went and tried to implement and have feedback, including problems found, inconsistencies in the draft.

Comment: We should consider this as submissions/presentations.

Chair: Are there any presentations?

Jesse – On Tuesday –02/322 -  “Louie”

Tim Moore – Monday –02/ 298

Marty – Extended IV – Monday – 02/318

Onno – Extended – Monday – 02/281

Tim Moore – Pre-Authentication

Tim Wakefield/Dave Smith – 02/319 AES Modes

Stephan - Thursday – Public Access Wireless LAN

Paul – Thursday – Test Vectors

2 Monday: Presentations

2.1 Presentation: Onno Letanche – Document 281

This document (02/281) describes the frame format including the extended 48-bit IV. The associated mixing function is described in  Document 02/ 282, by Russ Housley & others.

Use 2 words of the original IV, add 4 bytes. Use an extended IV bit to indicate the presence of the extended IV.

Most significant bytes – left to right. 

Independent of QOS byte presence. 

Chair: Are there any motions related to this?

Comment: Motions to include this proposal will be included in later presentation motions.

Comment: Are the 48 bits contiguous? No – 2 bytes, then key id bytes, then extended. Then format of AES mode is different. 

Response: Current definition of CCM includes the 48-bit extension. OCB mode definition does not.

Comment: Formats need to align for TKIP and AES.

Comment: Would result in a segmented key ID field.

Comment: Could vote to move the WEP bits.

Comment: Dealing with existing hardware.

Comment: Reminds me of 8086 situations.

Comment: If the format thaty you’re proposing gets adopted, then that must be adopted for AES.

Comment: Not necessarily

Chair: Make use of reserved bit. Possible to have different formats, indicated by the reserve bits.

Comment: Index is the same.

Chair: Do you see this as a smooth migration?

Comment: End up with a field in the middle of a count. It can work, but won’t be pretty.

Comment: First 2 bytes increment more quickly. Last 4 are more static.

2.2 Presentation - Marty Lefkowitz – 02/318

Implicit Initialization Vectors

Use a reserved bit to toggle every 65K packets.

History of the IV in an 802.11 packet.

1999 WEP properties – It is reasonably strong, self-synchronizing, exportable, optional, efficient.

Some apply, some don’t.

Solution to IV Issues:

· Enforce IV change for every packet. Then 3 options:

· Rapid re-keying, extend IV, combination of both.

· Rapid re-keying hard to get right.

· With extended IV – 100 years, still need to deal with group key.

Adding 4 more bytes – split IV

More overhead: .02-6% overhead.

Interoperability with legacy stations

Mixed network with OCB – want the format to be the same.

Advantage of 48 bit IV: More secure, makes re-keying simpler

Use one of the reserved bits as an edge-sensitive toggle when overflow occurs during the counting of the IV.  Incrementing the upper count cannot be officially incremented until after the replay window expires from the packet that contained the last count.

Group key, Beacon/response contains the current upper and lower IV count.

48-bit is good – implicit IV doesn’t decrease over the air performance

Comment: Where did .5 second MPDU lifetime come from? 

Response: In 802.11 spec. 

Comment: Need to make the language clear about when the count starts. 

Comment: Need to clarify that can’t queue packet for more than .5 second.

Comment: Do you think could miss 65K packets?

Response: Assume a 2 priority system, after the 65K one time, have 16K of the low priority packets

In the queue, need to kill them off. The data sources sending packets at the same rate. Timer mechanism prevents this scenario. 

Comment: If your scenario is true, then the air interface isn’t adequate. 

Chair: any objection to recessing until 1pm? No objection. 

2.3 Presentation – Tim Moore- Suggested Changes to RSN (02/392) Documented text in 02/298.

Took Draft 2 and tried to implement it. 2 changes to it – 48-bit IV, took out pairwise re-keying from state machine. 

General comments on draft 2 –

Draft 2 is difficult to follow, we re-wrote large pieces of the document, added clarifications in response to internal developer questions.

Legacy support – needed to specify what combinations of legacy/RSN support.

Authentication – went back to 802.11 open authentication – reverted back to 802.11 state machine.

Did .1X as an authenticated key management protocol over an 802.11 data link.

-Some issues in 1X state machine

Some issues in EAPOL-key message

Encrypt with key mapping key only; can’t start a second association otherwise.

Comment: Did you look at having a new authenticaiton type, completely at the 802.11 level?

Response: Yes, looked at 3 options. Couldn’t prototype what you’re suggesting. Think about .1X as a key management protocol, not an 802.11 authenticaiton method.

Information element – difficult to work out the valid combinations; need to add a table of combinations and reference code.

Found pre-shared key is a special case for users. Needed to add an authentication type wo make this easy to use for users; Helped configure the UI to help the use make it work.

PRF – needed reference code and test vectors.

TKIP – Used 48 bit IV, used explicit frame format

Michael – assumes unicast keys with different integrity in each direction.

Broadcast key – used one key

Countermeasures – tring to stop handing out new keys for the attacker to attack. So, rather than stopping the MAC, stop handing out keys. If attacker is attacking one station, doesn’t affect others. Discussed this with Niels.

Document is most of chapter 8. The implementation is still not complete. We have .1X going, but don’t have 3 interoperable solutions yet.

How to proceed with Document 02/298? Feed changes one at a time? Take all as a whole? Need feedback.

Chair: Suggest taking that up as an ad-hoc discussion.

Comment: TGi has never had a line by line review of the draft, When we believe it is stable, we will need to do this.

Comment: That’s what we did with the developers.

Comment: Operational phase is “With our developers”. Could do line by line here, but not the same.

Comment: Point was rather that we as a group don’t know what’s in our document. Difficult to know what we mean by consensus on it.

Comment: Some of problem comes from way ieee changes documents. Editorial directions make it difficult to understand what’s really go on.

Comment: Some of clarifications may not be appropriate for the standard, but extremely useful for developers. 

Comment: Need implementer’s notes. 

Comment: Way beyond what’s usually there.

Comment: Write a “dummies guide” to TGi.

Comment: Can you separate into what has and has not changed?

Comment: Would have to go back and look. Some small changes but technical. Some were to clarify interpretation. There were places where it could be read two different changes. Probably 20% were technical changes. 60% were for clarification.

Chair: Going through line by line is a good idea. Suggest doing it before we go to letter ballot again. 

Chair: Go through other presentations now.
2.4 Presentation – Dave Smith – 02/319-AES Modes

Paramount objectives of a solution –Trustworthy and reliable security, open and free deployability

OCB is relatively new and untried; history would indicate that there is some risk.

OCB has no compelling performance

HP supports the CBC-MAC (CCM) approach.

Chair: Will most implementations be in hardware – if want this in software. Assumptions on hardware numbers questioned. Processor and speed of the access point? 

Response: HP labs did the study

Chair: Know of specific APs that could do OCB.

Response: Really depends on quality of the APs.

Chair: Impact of software was 3% - may not be true for some APs.

Response: Difference between the two is relatively small.

Chair: For the vast majority of current hardware, this isn’t true.

Comment: What’s a McKinley?

Response: An intel Pentium, HP RISC processor.

Comment: What do you mean by .11 speeds?

Response: 11 Mbps speeds

Comment: You just mention the authentication algorithm

Response: Mean CTR mode with CBC-MAC (CCM)

Comment: Were you planning to propose something?

Response: Strongly urge group to consider CTR/CBC-MAC, don’t rule it out.

Comment: Want it to be mandatory?

Response: It’s not ruled out.

Comment: Biggest issue is really with patents? Does anyone else have any new info?

Chair: I have talked to a couple of the patent holders. No matter what we do, you have to worry about IBM. Mentioned that this is a concern. 

Comment: Seems to me that you’re going to have to throw it out unless they get together.

Chair: With draft 3, go through a line by line. Do we have a solution that can pass as a standard? IP reasons would say no today.

Comment: (Presenter) Had major issues with patents on token rings.

Comment: Has been a majority in favor of CCM.

Comment: A number of system companies are concerned about the patent issues.

Comment: Companies that distribute to customers.

Comment: When will we go to draft 3?

Chair: Would love to see by next meeting. But there is a lot to deal with.
2.5 Presentation: Jesse Walker- 02/322 The Louie Architecture

Needed a “Crypto-king”, in all cases. Doing this work to make sure that everyone understand how these systems have to work to be secure. Not necessarily expecting that all of this will be adopted.

Will apply to IBSS, BSS, hotspot, home, enterprise.

Motivation: Reduce complexity, modular architecture, address gaps on the ccurrent architecture, enable proper problem partitioning. People who do security for a living look at our document, and say that there is no way to determine if the proposed solution is secure.

Address gaps in the current architecture. How to bind authorization onto the PSK. How to bind to the right man-in-the-middle designed into 802.1X based networks.

Security is often designed in after the application domain is finished. The security application partitions differently.

Motivation – architectural gap. Authenticating the EAP server doesn’t tell the client anything about the AP. 

Comment: What goes wrong if you don’t have it? How?

Response: When the naming of keys wasn’t right, then a few years later someone comes along with a successful attack. Not showing the attack, showing where they will come.

Comment: Credential gave you a key. Tied it to a hash value. Tie the hash value to the credential.

Comment: TLS/RADIUS as been around for years, and hasn’t been attacked.

Response: To make this work, need the CIO department in the background, to detect hackers. Want protocols to deploy in many different scenarios. We haven’t constrained the problem to where an IT department exists.

Comment: Key distribution more than key transport; binding proper level ids to key is the critical function of key distribution.

Continue to base on 802.1X, evolve it.

Utilize the same key passing procedute for initial contact roaming and IBSS

Utilize proven security procedures

Eliminate AP-AP transactions

Define a complete architecture – advertisements, registration, unicast key distribution, multicast key distribution, revocation.

Every network must have a crypto-king – EAP server, IBSS

Support multiple security domains in one physical location.

Registration with a shared secret

Comment: Use of MAC addresses should be avoided.

Comment: Difference in RFC 2401- keys are identified – destination address/SPI
Response – Should have been just SPI. Danger in using MAC addresses.

Comment: Then need different key-id space. Receiver always passes out the keys; Multi-cast – sender registers keys.

Comment: Need an identifier to use to look up which key to use. Current design uses MAC addresses.

Comment: Confused on how data packet is related to key-id. 

Comment: Want to bind the user certified key to the identifier used at the MAC layer. Why do you need the registration?

Response: In unicast key distribution, Louie gets the message from Alice, Louie knows that he’s done an authentication previously, so can issue a key. 

Comment: Need to know that user/MAC address/key. 

Response: Problem is impersonations. 

Comment: Are you protecting against someone with valid addresses using their credentials with another MAC address.

Response: Yes.

Comment: Why even do registration with a shared secret?  

Response: Need an admission process in to the home network.

Case: Registration with a public/private key pair. For case where certs have been deployed – for example pgp.

Case: Initial Discovery

Broadcast/multi-cast comments

Multicast/broadcase encapsulation is a different animal than unicast; infeasible to prevent forgeries by group members.; it is inappropriate to protext m/b messages that are not idenpotent (can be re-sent without harm)

Updating key not sufficient; must also update IV and key id 

Revocation only needed when someone leaves the group(has been kicked out); can be accomplished by distributing a new key for the group;should only happen from a central policy decision point.

Case: Distributing Broadcast/Multi-cast keys

Louie makes admission control decision; keys come from Louie, not from AP; Louie must push messages to the AP.

Case: Activating Bcast/Multicast keys

Examples – IBSS, Home/SoHo, Enterprise; enterprise executes EAP method, then eap for key distribution.

Issues: Need buy-in from Tgi participants

Affects - .11i, .1X, AAA, EAP

Revocation, bcast/mcast incompatible with RADIUS, requires adoption of Diameter or COPS for back end.

Next steps: 2 IETF contributions – aaa-key-distribution; EAP enrollment document

Comment: In an IBSS, how do you know who Louie is? 

Response: Members pick someone for this role. Louie distributes a set-up key. New member must be able to communicate verbally. Gets a registration key.

Comment: What is the period of Louie advertising?

Response: Haven’t discussed this. Is undefined. Do you need these broadcasts all the time, or just while registration is active? 

Comment: Now need this in addition to the probe request.

Response: View this as lower frequency that probes.

Comment: Roaming. Associated, need to determine AP/BSS. Look at invitations – security domain. Active scan – probe request, listen for probe response. Need to get the Louie info.

Comment: Send out Louie discovery message. Can this be included in the probe?

Response: De-couple the security domain from the .11. 

Comment: Keys need to be bound and used in very specific contexts. Protocol must include info to enable verification that a key is used only in this context. Experience of Louie authors is that it’s dangerous to assume that the key won’t be mis-used.

Comment: Why should the key ID position matter?

Response: Open yourself to attack.

Comment: Scanning question: Where is Louie? Really, is there a Louie out there that meets my security domain?.

Response: Can scan and roam, with risk that your old credentials won’t work. Working on pre-authentication algorithms to solve this.

Comment: In the current scheme, get the ciphersuite back.

Response: This is insufficient.

Comment: One security scheme per BSS no longer valid? Have NetID. Need to determine that as we roam, we are in the same security domain. 

Response: When you scan and ask for the info, get all of the info in one message. Will need to be able to put it in the beacon and the probe response – this will be the cost.
Comment: Do you assume that Louie is in the same subnet or physical LAN?

Response: Yes, using LAN broadcasts. APs will proxy these invitations. When cross subnet boundaries, have a problem.  Why? No ghost of a chance ratifying something that used higher layer. Most people turn off broadcast in routers.

Comment: Is there a back-up Louie?

Response: Yes, use existing RADIUS duplicate systems. Session resume in TLS requires keeping state. If replicate the server, need to propogate state to the backup.

Comment: Does back-up RADIUS server send out the Louie invitation broadcasts? 

Response: Don’t know.

Comment: Every broadcast/multi-cast source gets its own key.  Once the AP you’re talking to gets the newly generated key, it sends out message that says “come and get the new key”. Issue on roaming – what happens if you get one of these messages when roaming?

Comment: Have many of the same problems with any solution.

Comment: Have to support mixed legacy+new systems. Need to switch over to use broadcast mechanism that the legacy system will support.

Comment: Try to reduce crypto complexity, since we have many other system problems. Separate crypto fuctions, know that they are secure.

Comment: Critical to identify the problems that we are trying to solve.

Comment: Performance issues. Are we creating more arcs/messaging? Centralized policy control at Louie. Correctness, security, performance. Look at performance early. Tge looked at modeling, not quantitative analysis.

Comment: A useful exercise to understand the security problems that are being solved. Even if this one piece never sees the light of day, understand basic problems. Move decision from Louie back to X, to simplify broadcast/multicast. What additional risks are introduced?

Response: Louie is a philosophical divergence from .1X. In unicast, crypto complexity has been reduced by a large amount. Adding key management decoupled from MAC layer. 

Comment: We have mandated .1X, driving this logically to apply to IBSS.

Comment: Broad consensus within .11i that .1X is the horse we want to ride.

Chair: Recess until after dinner, 7pm.
2.6 Presentation – Tim Moore 02/328 – .1X Pre-authentication

Text has been incorporated into document 02/298.

.1X is a unicast message – Bernard’s basic insight.

802.1X happens after association. Pre-auth to other APs via this initial connection.

It’s completely optional. Take the hit for authentication when you roam.

If the AP lost the keys, then it will send an 802.11 de-authentication message.

APs must be on the same level 2 network; IETF looking at EAP over IP. Could leverage this. 

APs must be able to do .1X before association. APs already handle this in some ways, handle 802.11 authentication before having an association id.

Comment: Does this mean that we don’t use IAPP? 

Response: Don’t use it for security association. Use it to forward the .1X message.

Comment: How many APs to pre-authenticate with?

Response: Probably keep the best 2 APs. Current systems keep state for 30 minutes or so.

Comment: AP you’re trying to associate with may not have the resources to support you.

Response: AP can chose to not respond.
2.7 Continuing discussion

Chair: Discussion on how to move forward on changes in document 298.

Comment: Would some of the changes cover the comments?

Response: Absolutely.

Chair: Lump-sum it, or take it one thing at a time?

Comment: Can see reasons for each approach.

Comment: Need more time to look at it.

Comment: Is there a document with the comments?

Reply: Yes, document 298.

Chair: Review of agenda: Submissions will point us into the direction we want to go in. Before going into comment resolution, are there changes we want to make based on the submissions? Give ourselves some more time to look at it. Make it as several motions. There are several others for which motions might be ready. Several sections called out by the editor. More than 1200 comments, including many that said “resolve the editor’s comments”. Once we’ve taken care of the bigger issues, then go to detailed comment resolution. What do we want to do for tonight? Think about any motions?

Comment: Submissions attempted solutions. How do we proceed?

Chair: For example, can make motions on the extended IV. Might want to socialize ahead of time.

Comment: Do we know how many comments are technical versus editoria?

Chair: The majority are technical. Giving you a feel for them.

Comment: Divide up into equal numbered subsections, send subgroups off to work this.

Chair: Does anyone have motions they’d like to bring?

Comment: Yes. How much more time do people want to review document 02/298?

Comment: Tomorrow at 1:00? 

Comment: Tim will bring a motion forward tomorrow at 1:00 to accept the whole thing.

Comment: Have a proposal, to add a name for the AES based algorithm.

Motion:
Moved, to direct the Editor to amend the TGi draft by replacing occurances of “AES-OCB”, where it refers to an RSN protocol, with “Strong Confidentiality and Robust Authentication Protocol”, which may be referred to as SCRAP where appropriate. Occrances of “AES-OCB” referring to the cryptographic algorithm invented by Phil Rogaway are not affected.

Moved by: Donald Eastlake

Second: Jesse Walker

Discussion: 

Comment: I think this is a good idea. Get a new name.

Comment: Important to have a new name. Must we have acronym names? No. But probably they should be pronouncable. 

Comment: Do we really want a name with the work “crap” in it?

Comment: This sounds almost demeaning. 

Comment: Move to postpone until tomorrow?

Comment: WRAP  - Wireless 

Motion to amend to accept suggested changes, to Wireless Robust Authentication Protocol

Motion reads:

Moved, to direct the Editor to amend the TGi draft by replacing occurances of “AES-OCB”, where it refers to an RSN protocol, with “Wireless Robust Authentication Protocol”, which may be referred to as WRAP where appropriate. Occrances of “AES-OCB” referring to the cryptographic algorithm invented by Phil Rogaway are not affected.
Motion: Donald

Second: John

Discussion – 

Comment: No mention of encryption.

Motions: 13-0-4 Motion passes

Move to replace “authentication” to “authenticated” – Don Eastlake

Second: Jesse

Discussion: None

Vote: 13-0-4

Main Motion: 

Moved, to direct the Editor to amend the TGi draft by replacing occurances of “AES-OCB”, where it refers to an RSN protocol, with “Wireless Robust Authenticated Protocol”, which may be referred to as WRAP where appropriate. Occurances of “AES-OCB” referring to the cryptographic algorithm invented by Phil Rogaway are not affected.
Motion passes: 16-0-2

Comment: Can anyone tell me how much more robust?

Comment: Infinite improvement. Both TKIP and WRAP have 128 bit keys. TKIP can theoretically be broken in 2(30), WRAP in 2(64). However, need to get the keying right in both cases.

Comment: Re-keying may not be sufficient?

Comment: Disagreement. Some believe it is adequate, some not.

Chair: Take time to prepare for tomorrow, Any objection to recessing to 1pm tomorrow.

No objection. Recessed until 1pm tomorrow.
3 Tuesday 1:00PM

Chair: Meeting called to order.

Chair: We are at the point where we had given people time to review 02/298. 
Motion for Tim to work with Jesse to incorporate document 298, except for section 1.4.2,  into TGi Draft 2.
Motion introduced: Tim Moore

Seconded: Jesse Walker

Discussion:

Comment: 1.4.2 addresses how to integrity check management messages. Isn’t complete, so don’t want to put it in yet.

Vote: 17-1-5 Motion passes
Motion to instruct the editor to define a new category of network, the Transient-Security Network (TSN), as an RSN that also supports pre-RSN equipment.

Motion introduced: Jesse Walker

Seconded: Tim Moore

Discussion:

Comment: Confused on what that it means. An AP with a legacy station?

Response: Equipment – legacy (WEP), and AP-TSN.

Vote: 19-0-9 Motion Passes.

Chair: Any other motions? Seeing none, discuss how to go forward. Suggest we go through and identify the comments that are addressed by doc 298, and themotion just passed. Then afterwards, identify the ones that are still open, and divide into groups.

Comment: Is there an overview of the comments?

Chair: See the comment document. There is nothing that says this is the comment summary. Then we need to categorize the ones that are remaining. Before we get started, Jesse how should we move forward. Have an access database. Take a 15 minute recess, then come back and deal with the comments.

Comment: Can’t everyone get the access database?

Chair: comments are on the server. Will put Access db there to.

No objection to recess.

Retun from recess, proceed with comment resolution, going through database of comments.

Comment: For editorial revisions. Need to provide more informative text to provide background, and references, together with where to find them. Perhaps add “required reading” list to each section.

Comments that are not resolved cover some of the following topics:

2264-BSS to IBSS switching – rules for association

Lack of de-authentication at the MAC level.

RSN definition

AES Mode

Key distribution protocols

Interaction with 802.11e/QAP

Chair: Any objection to recessing until 7:00pm? No objection. 

3.1 Tuesday Evening

Continued Comment Resolution.

No meeting time scheduled for Wednesday.

4 Thursday morning 8:00 AM

Comment: How to proceed to get new key descriptor from 802.1X?

Chair: Will check with Stuart to see if this needs to go to working group.

Chair: Result, Stuart suggests appointing chair as liaison to .1X

Chair: Opening notes. There is a .1X meeting next week. I’ll be attending. Issue how to coordinate. I’ll request to be a liaison between .1 and .11i on Friday. We’ll be asking for a key descriptor (experimental); also some questions on state diagrams. This approach removed the need to generate letters, etc.

Also: Do we need an interim meeting? Don’t think we do. There are some larger issues to discuss. Jesse will send out an e-mail listing the remaining issues to discuss. Then, can prepare submissions for the Vancouver meeting.

Comment: Shall we have additional conference calls? 

Chair: Probably a good idea. Discuss at the end of the day when to schedule these.

Continued comment resolution:

Al Petrick – Announcements:

Reminder: electronic attendance. 

Reminder: Tge has a new draft. It’s on the server, look at it and give comments.

Reminder: Small group looking at operating rules. Welcome to join us.

Continued Comment Resolution. Some of the open issues include:

Deferred issue: 28 bits of IV insufficient: #309 – New submission needed, Jesse to discuss with Phil Rogaway. Also attempt to get definition of OCB algorithm in an IEEE document.

IBSS – unacceptable to member.

532 – Security policy

Unitdata to have association ids?

RSNE – what station does with it.

Disassociate frames being authenticated.

Longer KeyID field.

Process issue for .11 – data flow architecture across the subgroups

Multi-cast

4.1 Thursday morning 10:30am discusison

Discussion: Revisit the meaning of the motion to incorporate document 298

Comment: Does this mean that 298 is now normative?

Chair: Yes

Comment: Intend to flag new items.

Comment: Does this mean that flagged items need 75% to take them out?

Chair: Yes.

Comment: We’ve stumbled across an item like TSN that is new. Worth having a confirmation ballot on items like this.

Chair: TSN was a separate motion.

Comment: Its purpose was to give a new place to new normative functionality in the draft.

Chair: Paraphrase, you saw within 298, wanted to clarify that this is new functionality. 

Comment: If everything else is clarification of existing, won’t raise it. But if new material, will flag it.

Comment: Motion was unclear if chair and seconder disagreed. 

Chair: If you incorporate 298, then someone wants to change it, the change will require 75% approval.

Comment: ok.

Comment: Think we as a group have been lax in our review of what is going into the draft. It’s causing problems here. Procedurally how do we address this.

Chair: In any tg, 50% of people don’t know what they’re voting on. Not sure you can do anything procedurally about it. Does it happen here? Yes.

Comment: Need to have the line by line review of the draft. Need to do this before going to draft 3.

Chair: Further discussion? None.
Resume comment resolution. Some of the items discussed include:

Protection of management frames – need to discuss.

Applicability of FIPS algorithm to selection criteria. NIST has said that if a standards body adopts it, they will select it. Reject the comment?

Comment: This is backwards. We want to rely in NIST, not have them rely on us.

Comment: FIPS doesn’t apply to these WLAN systems.

Comment: Need to understand its applicability, since we do get questions from the market on use of these systems and whether or not they meet FIPS.
Recess for lunch.

4.2 Thursday Afternoon Comment Resolution 1:00PM

Resume comment resolution.

Comment resolution – first pass completed. Editor will put a copy of the updated Access Database on the server.

Recess until 7:00 pm, continue then with presentations and planning for next meeting.

4.3 Thursday Evening

Chair: We had 3 presentations; then discuss next meetings/conference calls.

Comment: Have 2

Chair: OK, total of 4 presentations.

Carlos – 2

Stephan

Paul

4.3.1 Stefan Rommer, Mats Naslund (Ericsson) – Extra MIC for use in Public Access WAN

-Security between the AP and a WLAN serving node is important, Security in AP is important.

Operators are concerned about robust billing

Protect against packets on the wired side.

Alternatives: 

-Extend .11i security association from mobile to the WSN (problems with fragmentation)

Let higher layers and/or other standards perform the needed functions, a layer 2 solution is preferred, 802.10 is not well supported.

Comment: Why is layer 2 desired?

Response: Closer to the hardware.

Comment: Would only apply to a single subnet

Comment: Wouldn’t need vpn

Comment: Use proprietary solutions, not good for usability and market acceptance

4th option: Add needed functions to 802.11i; add another MIC, calculate over MSDU; AP would not verify the MIC, at LLC layer – 802.10.

Why specify in .11i?

· A single standardized WLAN solution will promote interoperability

· Possible to re-use existing 802.11i functions, e.g. the key management

· Possible to re-use existing algorithms

WSN acts as RDIUS Proxy and can extract the Master Key

A key for the new MIC can then be derived both at the mobile and at the WSN

Comment: Who is actually calculating the second MIC? The WSN.

Comment: Don’t you have to tie the WSSN into the authentication process? 

Response: Yes.

Comment: Single or two stage auth process? 

Response: Single

Comment: Need to do 2 key distributions. They can’t both know the same key otherwise can forge.

Comment: Why not put MIC on the end of the data packet? Would, want to standardize it.

Comment: Has no effect on the AP.

Comment: Has an effect on the terminal.

Comment: This is either an 802.10 or an IPSEC problem. In either case, has been solved.

Add MIC in the WSN, de encryption in the AP

MIC should be applied to the whole MSDU

TKIP = re-use

AES – not easy, encryption and auth tied.

CCM – add CBC-MAC in WSN.

But-problem with split of functions.

Conclusions: Public access sites need extended protection, robist billing requires at least integrity, MIC an option, .11i can provide it.


Comment: What is the real problem? 

Response: Wired side protection. Asking for a change in the auth process to enable another node in the middle.

Comment: Don’t trust the AP. Don’t understand the whole trust model.

Comment: Just went through solution with Louie to look at current trust model.

Comment: Don’t trust the link between the AP and the WSN. But want to send between the station and the WSN.

Comment: Sounds like a reasonable assumption to not trust the AP in public spaces.

Comment: Why? Difference between rogue APs and this.

Comment: Assuming service provider is providing service to hotspots, don’t care who the hotspot provider is.

Comment: But have to set them up, have relationshp with them.

Comment: Local site won’t have IT department.

Comment: Seems like this problem has been solved – either 802.10 or IETF

Comment: This would be an option? Yes.

Comment: Billing is an application, application level solution.

Comment: Make security extensible so that extra bytes can be added. Will require an external application on the statioon side. Not sure we’re gaining anything here.
4.3.2 Next presentation: Paul Lambert (02/362r2)

Test vectors that cover more than was in the spec: WEP,TKIP, AES-OCB, current with D2.0., PRF, key hierarchy,

PRF sample code.

Will update per Tim’s document (298)

Is in the archive.

Comment: Cool!

Comment: Will put up r3 on the server, to fix formatiing, number on the page. Will produce and R4 to include changes for this meeting. Took a long time to get the PRF right.

Mike Sabin did a lot of the work on this.

Comment: Can you do the test vectors for CCM?

Response: Yes, can add these.

Comment: Will try to connect the key generation to the encryption

Comment: How big is a nonce? Doesn’t really matter, but need to specify an interoperable solution.

Comment: Is there value in the? 

Response: Yes. Will continue to work this. 

Comment: Straight ascii versus putting in a table. 

Response: Ok, will look at doing this.
4.3.3 Next presentation: Carlos Rios 02/331

Postmortem Opinions on D2

Did Well/Badly/Not at all

-Need to address non-AS provisioned IBSS and simple BSS

-Need to address key management

Table of the consequences – draft rejected.

298 – still complex and incomprehensible. Will take many months to converge, concerned that this isn’t a path to a standard.

Louie – the culmination of WLAN security, great idea, not fully fleshed out. Probably robust, not timely

Consider adjunct RSN – 02/360r1. Includes robust shared key solution for terminals which don’t have 802.1X. Includes MAC layer management messages – optional for 298 challenged situations. Comprehensive, timely. Get something that will work this year.

Comment: was voted down, but 87 people voted yes. 

Comment: If I was one of the 87, I’d be embarrassed. Danger that it would look good, but not work.

Comment: ARSN is a good name.

4.3.4 Next Presentation: Carlos Rios 02/360 – Adjunct RSN proposal

Doc 370 is the more descriptive text.

Simple Infrastructure Networks – no AS.

-No auth methods exist for IBSS or simple BSS, legacy auth us deprecated in favor of ULA

-Non 802.1X roaming is undefined; add IAPP PMK transport.

Comment: To make algorithms work, need to coordinate sequence spaves and IVs. How does ARSN do this?  Exchange nonces, etc.

Response: Yes.

Comment: Short hand-off time for roaming, how is this accomplished?

Response: Don’t use all of 802.1X. Just IAPP, assuming this is a few ms.

Comment: Skeptical of this. Measurements show 50ms (Bill Arbaugh). Microsoft has done measurements also.

Response: Might be tied to passive scanning.

End of presentation.

4.3.5 Closing Discussion
Chair: Bunch of stuff addressed by 298, by WRAP, also by Paul’s test vectors. Many comments still to be addressed. Schedule a conference call when we have the list of un-resolved comments. Then come up with a plan to address remaining comments. Opinion from editor – when will the list be available?

Comment: Publish a list next week. Then up to people to present proposals.

Chair: Also put up the current version of the Access Database.

Comment: Ok. Will also produce a document.

Chair: Another week for folks to look at it.

Discussion: May 29, Wednesday, 8am Pacific/10Central/11 Eastern/5pm Netherlands

June 26th, Wednesday 8am Pacific/10Central/11 Eastern/5pm Netherlands

Chair: Any objection to adjourning for the week? None. 

Meeting adjourned.
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