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Abstract

A proposed protocol for incorporation into TGi D2.0 that would

provide a set of MAC- level mechanisms to complement 802.1x based 

Authentication and Key Management
 Introduction

This document presents a proposal for an IEEE 802.11 WLAN Robust Security Network (RSN) Adjunct construct. The author believes this proposal presents an arguably minimized set of necessary and sufficient modifications to the IEEE 802.11-1999 MAC that will fully comply with the chartered mission of TGi, and work seamlessly in conjunction with 802.1x- based mechanisms that provide similar functionality for networks provisioned with 802.1x, EAPOL and associated services and equipment.

RSNs will likely be subjected to all manner of wireless security-compromising attacks by hackers or external interests hostile to those of the authorized network participants. An RSN is designed to foil, in descending order of importance: 1) Encryption key divination or recovery attacks allowing an unauthorized entity unfettered access to the network, 2) Session hijacking allowing the intruder possibly shared access to the network during the hijacked session, 3) Unauthorized, passive eavesdropping upon wireless network traffic, 4) Undetected packet forgeries that would compromise otherwise valid network traffic, and 5) Undetected packet replays that would attempt to confuse and/or disrupt valid network traffic. 

An RSN is not designed to foil security-related denial of service attacks, as vulnerability to DOS is an unfortunately inherent drawback of wireless networks in general. Furthermore, an RSN assumes that infrastructure-resident communications (such as between APs or between APs and Authentication Servers) are sufficiently secure by virtue of physical isolation from attackers, whether any such communications actually involve encryption and/or other privacy ensuring mechanisms or not.

This document shall discuss the proposed RSN Adjunct Authentication (EAP and non-EAP), Privacy and Key Management (Pairwise and Group) constructs in both Infrastructure network and IBSS contexts. Note that a principal goal of this proposal is to require minimal structural changes to the existing core IEEE 802.11 wireless networking protocols.

1. Definitions and Conventions

RSNs shall define and incorporate new instantiations of, and relationships between some of the fundamental 802.11 WLAN network management constructs.

Beacon frames shall incorporate an optional Station ID IE to support IBSS Authentication and Pairwise operation.

The definitions of Association, Reassociation and Disassociation remain unchanged per IEEE 802.11-1999. An additional Information Element (the Pairwise Nonce IE) shall be incorporated, however, into Association and Reassociation frames to support BSS Pairwise operation.

An RSN shall support a new Authentication protocols in addition to Upper Layer Authentication (ULA), Robust Shared Key Authentication (RSKA). Use of either Authentication Protocol shall be determined by local security policy, and shall be selectable via system configuration. 

ULA makes use of 802.11-external IEEE 802.1x, Extensible Authentication Protocol and Authentication Server constructs, as well as the necessary bindings from these link layer and higher protocols to the IEEE 802.11 MAC. ULA Authentication services shall be available exclusively in Infrastructure BSS operation, and only to stations resourced with 802.1x/EAPOL and configured appropriately with a RADIUS authentication server. 

RSK Authentication is a new 802.11 MAC authentication service incorporating mutual authentication and robust challenge text ciphering beyond that of 802.11-1999 standard Shared Key Authentication. RSK Authentication services shall be available for both BSS and IBSS operation to all RSN-capable stations. RSK Authentication shall utilize 802.11 Authentication management frames suitably augmented with Station ID and Pairwise Nonce IEs, and at times encrypted using TKIP or AES ciphers. Authentication frames utilizing Station ID and Pairwise Nonce IEs shall specifically support RSN IBSS Pairwise operation. 

The RSN shall define and implement a new IEEE 802.11 “authentication” service extension, Private Transport Protocol (PTP), using the existing Authentication management frame structure. Best considered an extension of RSKA, PTP shall be used to distribute the Group Transient Key from AP to newly associated/ reassociated stations in a suitably configured Infrastructure BSS.

By convention, RSN Preauthentication shall imply knowledge of a common Pairwise Master Key at both roaming station and roamed-to AP. In this fashion a complete RSK Authentication cycle can be dispensed with upon roaming, thereby supporting “fast handoff”.

By convention, RSN Association shall imply a corresponding full ULA or RSK Authentication cycle. Correspondingly, RSN Reassociation may be supported by Preauthentication (provided adequate IAPP resources) as determined by local security policy, and selected via system configuration.

As RSN transmissions may likely be subjected to exhaustive attempted security compromising attacks, RSNs shall support countermeasures that would render such attacks significantly less feasible and/or effective. Specifically, repetition attacks manifested as multiple repeated decryption and/or MIC failures shall be detected by legitimate RSN stations and shall prompt Disassociation and Deauthentication of the stations purportedly transmitting the failed packets. Additional countermeasures such as enforcing minimum wait periods prior to re-Association and re-Authentication shall also be supported, but precise configuration and implementation shall depend on local security policy.

The RSN Key Derivation protocol is the organization and sequence of steps used to generate a hierarchical set of derived keys from a root key. The RSN Key Derivation protocol shall include time varying information such that the same ultimate set of encryption keys is not generated each time the hierarchy is derived from the same root. RSN Key Derivation shall also be structured such that the root key cannot be recovered or divined should any derived keys be compromised.

RSNs shall support two types of key hierarchies, one for Group keys and one for Pairwise keys.  Pairwise keys are uniquely used between two entities in a wireless network (AP and associated station, or a pair of stations in an IBSS network.)  Group keys are used by all entities in a wireless collective (an AP and all stations associated with that AP, or all the participant stations in an IBSS). 

RSNs shall support two new, true privacy-enabling cipher suites, TKIP and AES-OCB. The TKIP cipher suite has been specifically designed for retrofit implementation into IEEE 802.11 legacy equipment, and as such TKIP related modifications to 802.11 involve no structural changes to existing protocols that need be implemented in hardware. AES has specifically been designed for implementation into new equipment.

The following functions are referenced in this document:

PRF(K,A,N)
Trunc256{HMAC-SHA-1(K,A||0||N)|| HMAC-SHA-1(K,A||1||N)}



K= Key, A= Function Label, N= Nonce

L(I, F, L)
Take from I, starting from bit F, for L bits

2. RSN Authentication and Master Key Generation

RSNs shall support two Authentication protocols, Upper Layer Authentication (ULA) and Robust Shared Key (RSK) Authentication. ULA is applicable exclusively to BSS instantiations provisioned with 802.1x/EAPOL and an associated RADIUS Authentication server, while RSK Authentication shall be used either in the BSS or IBSS not provisioned with 802.1x/EAPOL/AS. The derivation of corresponding Pairwise Master Keys (PMKs) and Group Keys (GKs) shall be related to the authentication process.

2.1. ULA Authentication and EAPOL-derived PMKs and GKs

ULA in the Infrastructure BSS consists of an exchange of 802.1x EAPOL messages between the associating station and the DS-resident Authentication Server (AS), transported over the wireless medium (between the station and the AP) in 802.11 data frames, and then transported over the infrastructure directly between the AP and the AS. An EAPOL Master Key shall be created at both AS and station as part of the EAP Authentication process.

The PMK shall be derived from the EAPOL Master Key in parallel at both station and AS. The AS shall then transport the PMK to the AP within RADIUS attributes. In this fashion, both station and AP are provided with the common PMK secret underlying the Pairwise security context.

A Group Key shall be derived by the AP, possibly from the first PMK established (by the first station that associated with the AP, initializing the BSS), or from a suitable random number. The single GK (actually, the GTK that contains both Group encryption and MIC key primitives) shall then be distributed to all associating (and reassociating) stations as they join the BSS in EAPOL frame exchanges between AP and station. 

2.2. RSK Authentication and PSK-derived PMKs and GKs

RSN-capable stations shall support direct, manual User Interface entry of two types of shared secrets, Pairwise Common Secrets and Group Common Secrets. As manually entered secrets usually lack randomness properties necessary for robust cryptographic processing, the Pairwise and Group Common Secrets shall be PRF-hashed to produce Pairwise Pre-Shared Keys (PSKs) and Group Pre-Shared Keys (GSKs), respectively. 

Pairwise PSKs shall form the basis for BSS RSK Authentication as well as pairwise privacy between stations in both the Infrastructure and IBSS. One designated Pairwise key may form the basis for BSS-wide Group Key derivation, and therefore group-private communications in the BSS. Group PSKs shall be the basis for RSK Group authentication in the IBSS and for group-private broadcast or multicast transmissions in the IBSS.

RSK Authentication consists of an exchange of IEEE 802.11 Authentication management frames between associating station and AP in the Infrastructure, or between IBSS authentication initiator station and respondent station. See Appendix A for a detailed description of the RSK Authentication management frames as well as specific frame exchange protocols.

Infrastructure RSK Authentication is based on proving mutual knowledge of a Pairwise PSK known only by station and AP, and effectively binds a single pair of MAC addresses to a particular common secret. IBSS RSK Authentication, on the other hand, is based on proving mutual knowledge of either a Pairwise PSK or Group PSK. Note that “Group RSK Authentication” only proves that the “authenticated station” is a member of a group of entities that know a collective secret, but this construct is valuable in providing desirable ease-of-use in the setup and operation of the IBSS, as ad-hoc network participants need agree only on a single secret password upon IBSS establishment to keep their transmissions secret from eavesdroppers or attackers foreign to the group.

The PMK associated with RSK Authentication shall be identically the Pairwise PSK. The GMK shall be derived by the AP from the PMK, and shall be used therein to derive the GK. The GK shall then be distributed via PTP to stations joining the BSS. See Appendix B for a description of the PTP management frames as well as the specific PTP frame exchange sequence.

3. RSN Key Hierarchies and Key Derivation

Figures 1 and 2, below, present the complete RSN Pairwise Key Hierarchy and Group Key Hierarchy, respectively. The diagrams illustrate, for or IBSS operation, EAPOL versus PSK Master Key establishment, Pairwise/Group Transient Key generation and TKIP/AES Per Packet Encryption and MIC key derivation.






























Figure 1: RSN Pairwise Key Hierarchy




























Figure 2. RSN Group Key Hierarchy

3.1. Key Hierarchy Conventions

A station participating in an Infrastructure BSS or an IBSS shall instantiate, at the minimum, one Pairwise or one Group Key Hierarchy.

Pairwise Key Hierarchies shall be instantiated in parallel on the two wireless stations provided with a common Pairwise Master Key, with each station calculating the same ultimate set of Encryption and MIC keys using the shared information. In Infrastructure BSSs the AP may establish distinct Pairwise Key Hierarchies with any or all associated stations. An Infrastructure BSS station, however, may only establish one Pairwise Key Hierarchy, with its associated AP. In IBSS networks, each possible station pairing may instantiate a Pairwise Key Hierarchy, so a station may need to support as many Pairwise Key Hierarchies as there are other IBSS participants.

Group Key Hierarchies shall be instantiated in parallel on all stations sharing a single common Group Master Key. The AP in an Infrastructure BSS shall establish and maintain a single Group Key Hierarchy (and shall distribute the therefrom derived Group Keys to all associated stations). All participant stations in an IBSS shall independently establish and maintain a single Group Key Hierarchy.

3.2. Key Hierarchy Instantiations

Entire Key Hierarchies shall be (re)derived upon initial establishment of Pairwise and/or Group Infrastructure Associations or IBSS relationships or upon BSS station roaming between APs. 

Non-repeating, non-zero key material (Nonces) shall be associated with each distinct Key Hierarchy instantiation to provide “liveness” over time and “uniqueness” over simultaneous independent key hierarchy instantiations. Certain stations shall be required to create and maintain 128 bit long Pairwise or Group Nonces. Nonces shall be initialized on said station power up to new, never before used values and shall be recalculated to support the Key Hierarchy re-instantiations, above. The output of a station lifetime counter that increments by one upon power up or recalculation (and never resets) is a recommended Nonce generator.

There shall be a single incrementing IV space (248 for both TKIP and AES) per instantiated Key Hierarchy and associated Nonce. As such an IV space can never be fully consumed, Nonces need never be regenerated save upon reassociation.

Depending on the operational mode (BSS or IBSS), at any given instant there may be up to four valid keys available for use in a packet transmission by any given RA/TA station pair. It is essential that every wireless transmission explicitly indicate which key applies to that packet. The 2 bit KeyID subfield in the IV field of the encrypted (TKIP or AES) MPDU shall be used for this purpose. The precise mappings of the KeyID field to the instantiated Key Hierarchies shall be as follows:

	BSS

	KeyID
	Encryption Key Hierarchy Instantiation

	0
	0
	Pairwise Unicast (PMK + PN + RA + TA)

	0
	1
	Not Used

	1
	0
	Group Broadcast Ping (GMK0 + GN0)

	1
	1
	Group Broadcast Pong (GMK1 + GN1)


As shown in Figure 1, the BSS Pairwise Transient Key (PTK) shall be derived from the combination of PMK, the Pairwise Nonce (PN), and the 802.11 receiving station address (RA) and transmitting station address (TA). The PTK shall be split into TKIP/AES Temporal Encryption and TKIP MIC keys. The TKIP (or AES) Temporal Keys shall be further processed by the corresponding TKIP (AES) key derivation algorithm, and combined with the packet-unique IV and RA/TA information to produce directional Per-Packet Encryption Keys that will actually encipher the payload data.

As shown in Figure 2, the BSS Group Transient Key (GTK, applicable to Broadcast transmissions) is derived at the AP from the GMK and the locally generated Group Nonce. GMKs and GNs are recalculated periodically to update Group Keys as required. GKs are classified as either ping or pong, as at times they will be operative simultaneously, as described later in this document. The GTK shall be split into TKIP/AES Temporal Encryption and TKIP MIC keys. The Temporal Keys shall be further processed by the corresponding TKIP (AES) key derivation algorithm, and combined with the packet-unique IV and RA/TA information to produce directional Per-Packet Encryption Keys that will actually encipher the payload data.

	IBSS

	KeyID
	Encryption Key Hierarchy Instantiation

	0
	0
	Pairwise Unicast (PMK + PN0 + RA + TA)

	0
	1
	Pairwise Group-Private (GMK + PN1 + RA +TA)

	1
	0
	Group Broadcast (GMK)

	1
	1
	Not Used


As shown in Figure 1, the IBSS Unicast Pairwise Transient Key (PTK) shall be derived from the combination of PMK, PN, RA and TA. The PTK shall be split into TKIP/AES Temporal Encryption and TKIP MIC keys. The TKIP (or AES) Temporal Keys shall be further processed by the corresponding TKIP (AES) key derivation algorithm, and combined with the packet-unique IV and RA/TA information to produce directional Per-Packet Encryption Keys that will actually encipher the payload data.

Also from Figure 1, hybrid Pairwise instantiated but group-private keys for the IBSS shall be derived using the Group Master Key and the PN, RA and TA. Note that transmissions encrypted with the derived Per Packet keys shall be vulnerable to decryption by other Group participants (that know the GMK), and as such are not pairwise private. The PTK shall be split into TKIP/AES Temporal Encryption and TKIP MIC keys. The TKIP (or AES) Temporal Keys shall be further processed by the corresponding TKIP (AES) key derivation algorithm, and combined with the packet-unique IV and RA/TA information to produce directional Per-Packet Encryption Keys that will actually encipher the payload data.

Per Figure 2, the IBSS Broadcast Group Transient Key (GTK) shall be derived from a combination of GMK and a fixed, predetermined GN. The GTK shall be similarly split into TKIP/AES Encryption and TKIP MIC keys. The TKIP (or AES) Temporal Keys shall be further processed by the corresponding TKIP (AES) key derivation algorithms, and combined with the IV, TA and RA to produce the directional Per-Packet Encryption Keys used to actually encipher the 802.11 MPDUs.

3.2.1. Infrastructure BSS Pairwise Keying

In the Infrastructure BSS case, the AP shall generate a unique, never before used Pairwise Nonce (PN) for every distinct Pairwise Key Hierarchy it establishes with associating stations. The PN shall be calculated upon receipt of the Association Request frame (containing suggested Nonce material) from the supplicant station. The AP shall distribute the PN to the Pairwise Station in the Association Response frame. EAPOL or PSK Authentication successful, the AP and station shall each use the PMK, PN, RA and TA to independently derive the initial Pairwise Key Hierarchy. The PN shall be recalculated and re-exchanged, and the Key Hierarchies shall be re-derived upon subsequent Reassociations instigated by roaming.

A station shall initiate Reassociation with a new AP upon roaming (or upon inadvertent Disassociation from its old AP without roaming). Provided appropriate local security policy, the station shall be considered Preauthenticated with the new (same) AP, as both have access to a common PMK (deposited at the station upon initial Authentication, and available to the roamed-to AP via an IAPP exchange with the roamed-from AP). A new PN shall be calculated by the AP and distributed to the station in the Reassociation Response, a new Pairwise Key Hierarchy (using the unchanged PMK) shall be calculated independently at both AP and station, the IV space shall be reinitialized to zero at both ends and secure transmissions may immediately resume.

3.2.2. BSS Group Keying

The AP shall generate a unique Group Nonce (GN) for the single Group collective it supports. The AP shall derive the GTK using the GN and GMK, and shall be ready to transmit the same to each station entering its domain by virtue of power up or roaming. Upon initial power up and Association, or successful Reassociation (i.e., transfer of the station’s PMK to the new AP over IAPP, and PN re-initialization) the station shall initiate a PTP exchange, which will transport the AP’s GTK to the station.

Group keys may need to be updated occasionally for a variety of reasons. Either an external event or periodic scheduling may prompt the AP to create a new GMK and GN, and derive a corresponding GTK. The AP shall then initiate a sequence of PTP transfers in order to distribute the Group Key to all its associated stations. As it is undesirable to unnecessarily suspend broadcast transmissions, the Group Keying protocol shall support communications using both old (ping) and new (pong) Group Keys, suitably distinguished explicitly by the KeyID field within each packet during the GK transition interval.

3.2.3. IBSS Pairwise Keying

IBSS Pairwise communications may be instantiated in two ways, depending on an ease-of-use versus privacy tradeoff decision made by the users upon establishing the ad-hoc WLAN session. 

Completely pairwise-private sessions between IBSS participants shall require entry of a pairwise-common secret (that generates a PMK) and user alias ID for each privacy-inclined pair only upon starting the session. Upon mutually authenticating using RSKA, the stations shall generate a PN that enables derivation of the appropriate Pairwise-private key using the PMK, PN, RA and TA.

Alternately, users demanding maximum ease of use and not concerned that other IBSS participants could eavesdrop on pairwise transmissions need only enter the BSSID and single group-common secret (that generates the GMK) needed for two-way but only group-private networking. Again, upon mutually authenticating using RSKA, the stations generate a PN that enables derivation of the appropriate group-private Pairwise Key using the GMK, PN, RA and TA.

3.2.4. IBSS Group Keying

Each station participating in an IBSS shall generate the common Group Broadcast key from its GMK upon joining the collective. The group-private IBSS Broadcast Key shall be derived from the GMK and the fixed, all 1’s GN. 

IBSS Group Keys shall not be updated during an ad-hoc session. Group Key updates shall require establishment of a new IBSS session.

APPENDIX A- Robust Shared Key (RSK) Authentication Protocol

Robust Shared Key Authentication is an improved IEEE 802.11authentication protocol providing mutual authentication of requestor and respondent stations, support of the advanced TKIP and/or AES cipher suites and additional provisions to facilitate both Pairwise and Group authentication contexts.

Pairwise Authentication (PA) contexts are based on two stations sharing a secret known only to themselves, and the Pairwise Authentication protocol consists of the stations mutually proving knowledge of the secret to each other. Pairwise Authentication shall be the default RSKA mechanism in the Infrastructure, and shall also be available for optional use in the IBSS. 

Group Authentication (GA) contexts are based on a collective of stations sharing a common secret. The Group Authentication protocol consists of two stations mutually proving knowledge of the group secret to each other. Group Authentication shall only be supported in IBSS instantiations, and shall be the default RSKA protocol therein. 

RSKA is a five-message handshake between requestor and responder. The following description presents the general framework of the message exchange. Following the description are specific examples of RSK Authentication in the Infrastructure BSS, IBSS-GA and IBSS-PA contexts.

A.1 RSK Authentication Protocol

A.1.1 RSK Authentication (First Frame)

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= RSK (3)

· Authentication Sequence Number= 1

· Authentication Cipher Suite Element= Types supported (TKIP and/or AES)

· Authentication Nonce= Proposed Authentication Nonce Material, KeyID

· (Optional) Station Identifier= Requestor StaID

- Direction of Message: From Requestor to Responder

A.1.2. RSK Authentication (Second Frame)

Depending on the progress of the authentication sequence the second (and, therefore, last) frame may contain a single (Status Code) IE indicating authentication failure. Otherwise the second frame shall contain a multiple IE sequence indicating success so far, and shall prompt further response.

A.1.2.1 RSKA Second Frame-Failure, Done

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= RSK (3)

· Authentication Sequence Number= 2

· Status Code= Reason for failure, per Failure Code table

- Direction of Message: From Responder to Requestor

A.1.2.2 RSKA Second Frame-OK to Proceed

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= RSK (3)

· Authentication Sequence Number= 2

· Authentication Cipher Suite Element= Cipher Suite selected (TKIP or AES)

· Authentication Nonce= Selected Authentication Nonce, KeyID

· Challenge Text= CTRS, as originated by Responder

· (Optional) Station Identifier= Responder StaID

- Direction of Message: From Responder to Requestor

A.1.3. RSK Authentication (Third Frame)

Depending on the progress of the authentication sequence the third (and, therefore, last) frame may contain a single (Status Code) IE indicating authentication failure. Otherwise it shall contain a multiple IE sequence indicating success so far, and prompting further response.

A.1.3.1 RSKA Third Frame-Failure, Done

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= RSK (3)

· Authentication Sequence Number= 3

· Status Code= Reason for failure, per Failure Code table

- Direction of Message: From Requestor to Responder

A.1.3.2 RSKA Third Frame-OK to Proceed

- Message Type: Management, Authentication

- Encryption: Yes, per selected ACSE

- Information Elements:

· Authentication Algorithm ID= RSK (3)

· Authentication Sequence Number= 3

· Challenge Text 1= CTRS
· Challenge Text 2= CTRQ, as originated by Requestor

- Direction of Message: From Requestor to Responder

A.1.4. RSK Authentication (Fourth Frame)

Depending on the progress of the authentication sequence the fourth (and, therefore, last) frame may contain a single (Status Code) IE indicating authentication failure. Otherwise it shall contain a multiple IE sequence indicating success so far, and prompting further response. It may also contain a Pairwise Nonce IE to support IBSS Pairwise operation.

A.1.4.1 RSKA Fourth Frame-Failure, Done

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= RSK (3)

· Authentication Sequence Number= 4

· Status Code= Reason for failure, per Failure Code table

- Direction of Message: From Responder to Requestor

A.1.4.2 RSKA Fourth Frame-OK to Proceed

- Message Type: Management, Authentication

- Encryption: Yes, per selected ACSE

- Information Elements:

· Authentication Algorithm ID= RSK (3)

· Authentication Sequence Number= 4

· Challenge Text= CTRQ
· Pairwise Nonce (IBSS only)= Proposed Nonce Material, KeyID

- Direction of Message: From Responder to Requestor

A.1.5. RSK Authentication (Fifth Frame)

The fifth (and last) frame shall contain a (Status Code) IE indicating authentication success or failure. It may also contain a Pairwise Nonce IE to support IBSS Pairwise instantiations.

A.1.5.1 RSKA Fifth Frame-Failure, Done

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= RSK (3)

· Authentication Sequence Number= 5

· Status Code= Reason for failure, per Failure Code table

- Direction of Message: From Requestor to Responder

A.1.5.2 RSKA Fifth Frame-Success, Done

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= RSK (3)

· Authentication Sequence Number= 5

· Status Code= 0, Successful

· Pairwise Nonce (IBSS only)= Definitive Pairwise Nonce, KeyID

- Direction of Message: From Requestor to Responder

A.2 RSK Authentication Instantiation Examples

A.2.1 RSKA, Infrastructure BSS

Station STA1 powers up within AP0’s domain. Both share Pre-Shared Key X, and have derived PMKx
STA1 supports TKIP. AP0 supports TKIP and AES. In preparation for RSKA, STA1 generates special Authentication Nonce APN1, which would index to KeyID 00.

1- AP0 transmits Beacon, advertises TKIP and AES support

2- STA1 transmits 1st RSKA frame:

    AAID=3, ASN=1, ACSE= TKIP, N=  [APN1, 00]

3- AP0 receives 1st frame, consents to TKIP, creates its own Nonce material APN0 and then calculates the

    definitive APN from APN0 and APN1. AP0 creates challenge text CTA. AP0 transmits 2nd RSKA frame:

    AAID=3, ASN=2, ACSE= TKIP, N=  [APN, 00], CT= CTA
4- STA1 receives 2nd frame, Derives PTK keys from [PMKX, APN], creates challenge text CTS.

    STA1 transmits 3rd (encrypted) RSKA frame:

    E{AAID=3, ASN=3, CT1= CTA, CT2= CTS}PMKx,  APN,  TA-S1,  IVi
5- AP0 receives 3rd frame, Derives PTK keys from [PMKX, APN], decrypts CT1 and matches to CTA
    AP0 has pairwise-authenticated STA1. AP0 transmits 4th (encrypted) RSKA frame:

    E{AAID=3, ASN=4, CT= CTS} PMKx,  APN,  TA-APo,  IVj
6- STA1 receives 4th frame, decrypts CT and matches to CTS. STA1 has pairwise-authenticated AP0.

    STA1 transmits 5th RSKA frame:

    AAID=3, ASN=5, SC= 0

A.2.2 RSKA, IBSS, Group Authentication, Group-Private Transmissions

Users of stations STA0, STA1 and STA2 decide to ad-hoc network without too much hassle. Users exchange common secret Y and type it into the station GUIs. The stations all then individually derive GMKY. Station STA0 establishes IBSS0. Station STA1 needs to authenticate with STA0 prior to communicating. All stations support TKIP. STA0 generates Authentication Nonce APN0 and STA1 generates Authentication Nonce APN1, both indexed to KeyID 01. STA0 and STA1 also negotiate PN for subsequent pairwise communications.

1- STA0 transmits Beacon, advertises TKIP support

2- STA1 transmits 1st RSKA frame:

    AAID=3, ASN=1, ACSE= TKIP, N=  [APN1, 01]

3- STA0 receives 1st frame, calculates definitive Nonce APN using APN1 and its own APN0, creates CT CTS0.

    STA0 transmits 2nd RSKA frame:

    AAID=3, ASN=2, ACSE= TKIP, N=  [APN, 01], CT= CTS0
4- STA1 receives 2nd frame, Derives TK keys from [GMKY, APN], creates challenge text CTS1.

    STA1 transmits 3rd RSKA frame:

    E{AAID=3, ASN=3, CT1= CTS0, CT2= CTS1} PMKy,  APN,  TA-S1,  IVi
5- STA0 receives 3rd frame, Derives TK keys from [GMKY, APN], decrypts CT1 and matches to CTS0
    STA0 has group-authenticated STA1. STA0 derives nonce material PN0, transmits 4th RSKA frame:

    E{AAID=3, ASN=4, CT= CTS1, N= [PN0 , 01]} PMKy,  APN,  TA-S0,  IVj
6- STA1 receives 4th frame, decrypts CT and matches to CTS1. STA1 has group-authenticated STA0 using

   GMKY. STA1 creates its own nonce material PN1, uses it and PN0 to create PN, transmits 5th RSKA frame:

    AAID=3, ASN=5, SC= 0, N= [PN, 01]

A.2.3 RSKA, IBSS, Pairwise Authentication, Pairwise-Private Transmissions

STA0, STA1 and STA2 are all group-authenticated and participating in IBSS0, above. STA1 and STA2 users decide to communicate privately. STA1 and STA2 agree on pairwise secret Z. STA1 adopts alias U1 and STA2 adopts U2. U2 and Z are entered into STA1 , U1 and Z into STA2. STA1 and STA2 then each derive PMKZ. STA1 generates Nonce APN1 and STA2 generates APN2 , both indexed to KeyID 00.

1- STA0 transmits Beacon, advertises TKIP support

2- STA1 transmits 1st RSKA frame to STA2:

    AAID=3, ASN=1, ACSE= TKIP, N= [APN1, 00], StaID= U1

3- STA2 receives 1st frame, consents to TKIP, associates U1 with Z and PMKZ. Calculates definitive Nonce

    APN using APN1 and APN2. Creates Challenge Text CTS2. STA2 transmits 2nd RSKA frame:

    AAID=3, ASN=2, ACSE= TKIP, N= [APN, 00], CT= CTS2, StaID= U2}

4- STA1 receives 2nd frame, associates U2 with Z and PMKZ. Derives TK keys from [PMKz, APN], creates

    challenge text CTS1. STA1 transmits 3rd RSKA frame:

    E{AAID=3, ASN=3, CT1= CTS2, CT2= CTS1} PMKz,  APN,  TA-S1,  IVi
5- STA2 receives 3rd frame, Derives TK keys from [PMKZ, APN], decrypts CT1 and matches to CTS2
STA2 has pairwise-authenticated STA1 using PMKZ. STA2 creates PN material PN2, indexed to KeyID 00. STA2 transmits 4th RSKA frame:

    E{AAID=3, ASN=4, CT= CTS1, N= [PN2, 00]} PMKz,  APN,  TA-S2,  IVi
6- STA1 receives 4th frame, decrypts CT and matches to CTS1. STA1 has pairwise-authenticated STA2.

    Generates definitive PN from PN2 and its own PN1. STA1 transmits 5th RSKA frame:

    AAID=3, ASN=5, SC= 0, N= [PN, 00]
APPENDIX B- Private Transport Protocol

Private Transport (PTP) is a new IEEE 802.11 “authentication” protocol providing for encrypted data transport, specifically designed for distribution of RSN Group Master Keys (GMKs). PTP may be considered “authentication” only in the sense that it “completes” RSK Authentication by distributing the common GTK between the AP and the newly associated or reassociated station.

PTP is a three-message handshake between AP and station using the Pairwise Nonce (PN) created during Association (or roaming Reassociation), and the Pairwise Master Key (PMK) derived from the PSK (or maintained after a roaming Reassociation). The following description presents the general framework of the message exchange. Following the description is an example PTP exchange.

B.1 Private Transport Protocol
B.1.1 PTP (First Frame)

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= PTP (4)

· Authentication Sequence Number= 1

· Transport Cipher Suite Element= Preference (TKIP or AES)

· Payload Descriptor= “GTK”

- Direction of Message: From Station to AP

B.1.2. PTP (Second Frame)

Depending on the progress of the PTP sequence the second (and last) frame may contain a single (Status Code) IE indicating PTP failure. Otherwise the second frame shall contain a multiple IE sequence indicating success so far, and prompting further response.

B.1.2.1 PTP Second Frame-Failure, Done

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= PTP (4)

· Authentication Sequence Number= 2

· Status Code= Reason for failure, per Failure Code table

- Direction of Message: From AP to Station

B.1.2.2 PTP Second Frame-OK to Proceed

- Message Type: Management, Authentication

- Encryption: Yes, per CSE

- Information Elements:

· Authentication Algorithm ID= PTP (4)

· Authentication Sequence Number= 2

· Payload Descriptor= “GTK”

· Payload= GTK

- Direction of Message: From AP to Station

B.1.3. PTP (Third Frame)

The third (and last) frame shall contain a Status Code IE indicating PTP success or failure.

B.1.3.1 PTP Third Frame-Failure, Done

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= PTP (4)

· Authentication Sequence Number= 3

· Status Code= Reason for failure, per Failure Code table

- Direction of Message: From Station to AP

B.1.3.2 PTP Third Frame- Success, Done

- Message Type: Management, Authentication

- Encryption: No

- Information Elements:

· Authentication Algorithm ID= PTP (4)

· Authentication Sequence Number= 3

· Status Code= 0, Successful 

- Direction of Message: From Station to AP

B.2 Private Transport Protocol Instantiation Example

Station STA1 initially associated with AP1, RSKA authenticated successfully and was assigned Pairwise Master Key PMK1, Nonce PN1 and Group Key GK1. STA1 then roams into AP0’s domain, maintaining its original PMK1 through Reassociation, but assigned a new PN0. STA1 then needs to get the GK for AP0’s domain, GMK0 , which has been established and in use for some time. STA1 supports TKIP. AP0 supports TKIP and AES.

1- AP0 transmits Beacon, advertises TKIP and AES support

2- STA1 transmits 1st PTP frame:

    AAID=4, ASN=1, TCSE= TKIP, PD= “GTK”

3- AP0 receives 1st frame, consents to TKIP ciphering and retrieves GTK0. 

    AP0 transmits 2nd PTP frame:

    E{AAID=4, ASN=2, PD= “GTK0”, P= GTK0} PMK1,  PNo,  TA-APo,  IVi
4- STA1 receives 2nd frame, decrypts and MICs GTK0 and is in business.

    STA1 transmits 3rd PTP frame:

    AAID=3, ASN=5, SC= 0
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