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Abstract

This document contains test vectors for inclusion into the base IEEE 802.11Tgi specification.  Test vectors are included for WEP, TKIP, AES-OCB, AES-CCM,  PRF and key hierarchy functions.
Appendix:  Test vectors (informative)

This appendix presents numerical examples which may be useful to implementers of the specification.  The examples illustrate frame encapsulation using WEP, TKIP, and AES-OCB. Test vectors are also provided for the key generation process.

1.1 Notation

In the examples here, frames are represented as a stream of octets, each octet in hex notation, sometimes with text annotation.  The order of transmission for octets is left to right, top to bottom.  For example, consider the following representation of a frame:

	Description #1
	00 01 02 03

	
	04 05 

	Description #2
	06 07 08


The frame consists of nine octets, represented in hex notation as “00”, “01”, ..., “08”.  The octet represented by “00” is transmitted first, and the octet represented by “08” is transmitted last.  Similar tables are used for other purposes, such as describing a cryptographic operation.

In the text discussion outside of tables, integer values are represented in either hex notation using an “0x” prefix or in decimal notation using no prefix.  For example, the hex notation 0x12345 and the decimal notation 74565 represent the same integer value.

1.2 WEP Encapsulation

The discussion here represents an RC4 encryption using a table that shows the key, plaintext input, and ciphertext output.  For reference, here is a table that describes test vector “Commerce” of  <draft-kaukonen-cipher-arcfour-03.txt>, a work-in-progress.

	Key
	61 8a 63 d2 fb

	Plaintext
	dc ee 4c f9 2c

	Ciphertext
	f1 38 29 c9 de


The MPDU data, prior to WEP encapsulation, is as follows:

	MPDU data
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01


RC4 encryption is performed as follows:

	Key
	fb 02 9e 30 31 32 33 34

	Plaintext
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01 1b d0 b6 04

	Ciphertext
	f6 9c 58 06 bd 6c e8 46 26 bc be fb 94 74 65 0a ad 1f 79 09 b0 f6 4d 5f 58 a5 03 a2 58 b7 ed 22 eb 0e a6 49 30 d3 a0 56 a5 57 42 fc ce 14 1d 48 5f 8a a8 36 de a1 8d f4 2c 53 80 80 5a d0 c6 1a 5d 6f 58 f4 10 40 b2 4b 7d 1a 69 38 56 ed 0d 43 98 e7 ae e3 bf 0e 2a 2c a8 f7


The plaintext consists of the MPDU data, followed by a 4-octet CRC-32 calculated over the MPDU data.

The expanded MPDU, after WEP encapsulation, is as follows:

	IV
	fb 02 9e 80 

	MPDU data
	f6 9c 58 06 bd 6c e8 46 26 bc be fb 94 74 65 0a ad 1f 79 09 b0 f6 4d 5f 58 a5 03 a2 58 b7 ed 22 eb 0e a6 49 30 d3 a0 56 a5 57 42 fc ce 14 1d 48 5f 8a a8 36 de a1 8d f4 2c 53 80 80 5a d0 c6 1a 5d 6f 58 f4 10 40 b2 4b 7d 1a 69 38 56 ed 0d 43 98 e7 ae e3 bf 0e

	ICV
	2a 2c a8 f7


The IV consists of the first three octets of the RC4 key, followed by an octet containing the KeyID value in the upper two bits.  In this example, the KeyID value is 2.  The MPDU data consists of the ciphertext, excluding the last four octets.  The ICV consists of the last four octets of the ciphertext, which is the encrypted CRC-32 value.  

1.3 TKIP encapsulation

The discussion here represents a Michael calculation using a table that shows the key, input data, and MIC output.  For reference, here is a table that describes a the test vector for input string “Michael” shown in Annex F:

	Key
	d5 5e 10 05 10 12 89 86

	Input data
	4d 69 63 68 61 65 6c

	MIC
	0a 94 2b 12 4e ca a5 46


The discussion represents calculation of phase 2 of the temporal key mixing function using a table that shows the TTAK key, the IV input, and the RC4-key output.  For reference, here is a table that describes test vector #4 shown in Annex F:

	TTAK
	a2 db 10 2a 3e a3 56 82 99 56 c4 5d 7b 11 fc 54

	IV
	55 c6

	RC4 key
	55 75 c6 a5 04 2b 11 29 25 1e 22 f4 5a 25 c7 d6


The MSDU data, prior to TKIP encapsulation, is as follows:

	MSDU data
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01


The MIC is computed using Michael, as follows:

	Key
	d5 5e 10 05 10 12 89 86

	Input data
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01 

	MIC
	31 2d 0f fb 8c d6 58 30


The input to the MIC calculation is the MSDU data.

The MSDU and MIC are concatenated, and if necessary, the concatenated result is fragmented into several MPDUs.  In this example, it is fragmented into two MPDUs, as follows:

	MPDU #1 data
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00


	MPDU #2 data
	00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01 31 2d 0f fb 8c d6 58 30


To encrypt the first MPDU, the RC4 key is derived using phase 2 of the temporal key mixing function, as follows:

	TTAK
	a2 db 10 2a 3e a3 56 82 99 56 c4 5d 7b 11 fc 54

	IV
	5b a0

	RC4 key
	5b 7b a0 d7 9a ee c2 2e 0d d1 a9 14 bd b8 42 30


In this example, the IV has value 23456, or 0x5ba0.  

RC4 encryption of the first MPDU is performed as follows:

	Key
	5b 7b a0 d7 9a ee c2 2e 0d d1 a9 14 bd b8 42 30

	Plaintext
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 99 22 5f 4e

	Ciphertext
	e0 3f 0e 76 ce dd d5 54 cb 7d af 74 41 8f 9f db 86 ed 6a 46 f1 1c e0 6a 64 53 3e 95 76 43 3a 93 ac e5 5d 65 ac f0 8e ec 87 88 e7 a8 ad f6 04 ee 4b 64 6e


The plaintext consists of the MPDU data, followed by a 4-octet CRC-32 calculated over the MPDU data.

The expanded first MPDU, after encapsulation, is as follows:

	IV
	5b 7b a0 40 

	MPDU #1 data
	e0 3f 0e 76 ce dd d5 54 cb 7d af 74 41 8f 9f db 86 ed 6a 46 f1 1c e0 6a 64 53 3e 95 76 43 3a 93 ac e5 5d 65 ac f0 8e ec 87 88 e7 a8 ad f6 04 

	ICV
	ee 4b 64 6e


The IV field consists of the first three octets of the RC4 key, followed by an octet containing the KeyID field in the upper two bits.  In this example, the KeyID has value 1.  The MPDU data consists of the ciphertext, excluding the last four octets.  The ICV consists of the last four octets of the ciphertext, which is the encrypted CRC-32 value.

To encrypt the second MPDU, the RC4 key is derived using phase 2 of the temporal key mixing function, as follows:

	TTAK
	a2 db 10 2a 3e a3 56 82 99 56 c4 5d 7b 11 fc 54

	IV
	5b a1

	RC4 key
	5b 7b a1 2c 67 9b cb 70 e7 c3 d6 5e 14 d5 2a c7


The IV for the second MPDU is the value of the IV for the first MPDU, plus one.  

RC4 encryption of the second MPDU is performed in the same manner as for the first MPDU, as follows:

	Key
	5b 7b a1 2c 67 9b cb 70 e7 c3 d6 5e 14 d5 2a c7

	Plaintext
	00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01 31 2d 0f fb 8c d6 58 30 b6 d3 a7 06

	Ciphertext
	9f 26 25 79 b8 bf 49 9e 27 bc a6 a9 2c 4d 21 95 4b 3b 84 45 c0 77 33 11 f1 78 ff 14 57 83 15 3c a0 93 31 81 ac 2d bb 1c 81 cc 0e 0b e3 60 06 04 98 9c dc


The expanded second MPDU, after encapsulation, is similar to that of the first MPDU, as follows:

	IV
	5b 7b a1 40 

	MPDU #2 data
	9f 26 25 79 b8 bf 49 9e 27 bc a6 a9 2c 4d 21 95 4b 3b 84 45 c0 77 33 11 f1 78 ff 14 57 83 15 3c a0 93 31 81 ac 2d bb 1c 81 cc 0e 0b e3 60 06 

	ICV
	04 98 9c dc


2 AES-CCM encapsulation

The MPDU data, prior to AES-CCM encapsulation, is as follows:

	MPDU data
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 

80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 

00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 

20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 

49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 

41 00 00 20 00 01


The MAC header is as follows:

	MAC header
	08 43 12 34 ff ff ff ff ff ff 00 40 96 45 07 f1

08 00 46 17 62 3e 50 67


The muted MAC header, i.e., the MAC header with mutable fields cleared to 0, is as follows:

	Muted MAC header
	08 42 00 00 ff ff ff ff ff ff 00 40 96 45 07 f1 

08 00 46 17 62 3e 00 00


The muting clears:  the retry bit, in the second octet (0x43 ( 0x42); the 16-bit duration field, in the third and fourth octets (0x1234 ( 0x0000); and the 12-bit sequence number, in the last two octets (0x567 ( 0x000).  

The following parameters are assumed:

· Replay counter value is 21,542,142,465= 0x0504030201  (40 bits).

· QOS traffic class is 4.

· KeyID is 2.

2.1 MIC computation

The MIC is defined using AES-CBC-MAC.  It can also be computed using AES-CBC encryption.  At the time of this writing, NIST has published test vectors for AES-CBC encryption but not for AES-CBC-MAC.  Accordingly, the discussion here describes the MIC computation using AES-CBC encryption.

The discussion here represents an AES-CBC encryption using a table that shows the key, IV input, plaintext input, and ciphertext output.  For reference, here is a table that describes the test case “CBC-AES128.Encrypt” in Appendix F.2 of  [NIST Special Publication 800-38A, 2001 Edition].

	Key
	2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c

	IV
	00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

	Plaintext
	6b c1 be e2 2e 40 9f 96 e9 3d 7e 11 73 93 17 2a 

ae 2d 8a 57 1e 03 ac 9c 9e b7 6f ac 45 af 8e 51 

30 c8 1c 46 a3 5c e4 11 e5 fb c1 19 1a 0a 52 ef 

f6 9f 24 45 df 4f 9b 17 ad 2b 41 7b e6 6c 37 10

	Ciphertext
	76 49 ab ac 81 19 b2 46 ce e9 8e 9b 12 e9 19 7d 

50 86 cb 9b 50 72 19 ee 95 db 11 3a 91 76 78 b2 

73 be d6 b8 e3 c1 74 3b 71 16 e6 9e 22 22 95 16 

3f f1 ca a1 68 1f ac 09 12 0e ca 30 75 86 e1 a7


The MIC is computed using the following AES-CBC encryption:

	Key
	00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

	IV
	59 04 00 40 96 45 07 f1 05 04 03 80 02 01 00 6e

	Plaintext
	00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 

00 18 08 42 00 00 ff ff ff ff ff ff 00 40 96 45 

07 f1 08 00 46 17 62 3e 00 00 00 00 00 00 00 00 

aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 

80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 

00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 

20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 

49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 

41 00 00 20 00 01 00 00 00 00 00 00 00 00 00 00

	Ciphertext
	64 da d9 ad c1 5a 28 bf 0f 76 6e 37 56 0a 93 09 

e7 f9 35 ea b8 7b c8 ad be fc 80 56 6c 48 bc 78 

04 91 c6 0f c6 96 88 bc bf 63 b8 d3 41 5e 5c c2 

cd 23 ab ca 6b 40 c9 b9 9c 47 bb 08 a5 13 13 a5 

24 23 d8 d0 ad 6a 7e b2 bc 72 22 dd 64 cc 57 82 

7f df bf 93 d9 41 e8 c1 84 2f 8f b0 2c 2a bf cb 

5f 09 ca 9a 7d 2b 92 db 8d ac 38 79 dc 5f 65 18 

5c 15 36 1f b5 42 49 0a 32 7e 83 b9 73 88 1c e9 

22 68 e8 9f 4e a0 68 c0 44 d2 a3 29 68 55 b9 f1


The IV consists of 16 octets.  The first octet of the IV is “0x59”; this is a fixed value for AES-CCM encapsulation in 802.11.  The upper nibble of the second octet is 0.  The lower nibble of the second octet is the QOS traffic class.  The next six octets of the IV are address 2 of the MAC header.  The next six octets of the IV are the packet number (see below).  The last two octets of the IV show the sum of the lengths of the MAC header and the MPDU data; in this example, the value is 24 + 86 = 110 = 0x006e.

The packet number consists of six octets.  Octets one, two, three, five and six are the 40-bit replay counter.  Octet four is the concatenation of the 2-bit keyID value and six 0-bits.  

The plaintext is constructed as follows.  

· The first 16 octets of the plaintext are zero.  The reason for this is a slight difference in the definition of CBC encryption versus that of CBC-MAC.  In CBC encryption, the first ciphertext block c1 is computed as c1 = AES(IV ^ p1), where p1 is the first plaintext block and “^” means exclusive or; subsequent blocks are computed as cn = AES(cn-1 ^ pn) for n > 1.    In CBC-MAC, the zeroth ciphertext block is computed as c0 = AES(IV), with subsequent blocks computed as cn = AES(cn-1 ^ pn) for n > 0.  Thus, CBC-MAC can be computed using CBC encryption by inserting a block of zeroes at the start of the plaintext.  

· The next two octets of the plaintext consist of the length of the muted MAC header.  In this example, the length is 24 = 0x18.

· The next octets of the plaintext are the muted MAC header.  

· The MAC header is followed by 0 to 15 octets of zero, as needed to get to 16-octet alignment.  In this example, 6 octets of zero are needed.

· The next octets of the plaintext are the MPDU data.

· The MPDU data is followed by 0 to 15 octets of zero, as needed to get to 16-octet alignment.  In this example, 10 octets of zero are needed.

The MIC consists of the last block of ciphertext, truncated to 8 octets.  That is, the MIC value is

	MIC
	22 68 e8 9f 4e a0 68 c0


2.2 Encapsulation

The MPDU and MIC data are encapsulated using AES-CTR encryption.  The discussion here represents an AES-CTR encryption using a table that shows the key, initial counter input, plaintext input, and ciphertext output.  For reference, here is a table that describes the test case “CTR-AES128.Encrypt” in Appendix F.5 of  [NIST Special Publication 800-38A, 2001 Edition].

	Key
	2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c

	Init. Counter
	f0 f1 f2 f3 f4 f5 f6 f7 f8 f9 fa fb fc fd fe ff

	Plaintext
	6b c1 be e2 2e 40 9f 96 e9 3d 7e 11 73 93 17 2a 

ae 2d 8a 57 1e 03 ac 9c 9e b7 6f ac 45 af 8e 51 

30 c8 1c 46 a3 5c e4 11 e5 fb c1 19 1a 0a 52 ef 

f6 9f 24 45 df 4f 9b 17 ad 2b 41 7b e6 6c 37 10

	Ciphertext
	87 4d 61 91 b6 20 e3 26 1b ef 68 64 99 0d b6 ce 

98 06 f6 6b 79 70 fd ff 86 17 18 7b b9 ff fd ff 

5a e4 df 3e db d5 d3 5e 5b 4f 09 02 0d b0 3e ab 

1e 03 1d da 2f be 03 d1 79 21 70 a0 f3 00 9c ee 


AES-CTR encryption is performed on the MPDU, as follows:

	Key
	00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

	Init. Counter
	01 04 00 40 96 45 07 f1 05 04 03 80 02 01 00 00

	Plaintext
	22 68 e8 9f 4e a0 68 c0 XX XX XX XX XX XX XX XX 

aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 

80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 

00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 

20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 

49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 

41 00 00 20 00 01

	Ciphertext
	48 90 95 62 25 60 e3 b2 f3 bb 96 b5 41 cd 6e 6b 

99 f6 31 09 22 86 21 dc 37 b5 ee 56 59 b5 d2 22 

b2 41 b8 fe 54 8c 0d 93 9b f7 c7 0a e8 b8 88 ff 

20 26 f3 31 6b 79 01 90 04 e9 52 fb 61 fe eb e0 

1c ef fc b5 bc b3 ba 8c e5 c3 99 cd 43 8d b7 67 

dc 72 ad c4 c4 56 e4 d9 af 98 c6 ec 85 22 4e 3f 

14 60 7a b8 9c 99


The key is the same as used for the MIC calculation.  The initial counter value is nearly the same as the IV used for the MIC calculation, the difference being that the first octet is replaced by “01” and the last two octets by “00 00”; these are fixed values for AES-CCM encapsulation in 802.11.

The first eight plaintext octets consist of the MIC value.  The next eight octets of the plaintext are arbitrary values; the corresponding ciphertext is not used.  The remaining octets of the plaintext consist of the MPDU data.  

The expanded MPDU, after AES-CCM encapsulation, is as follows:

	Packet number 
	05 04 03 80 02 01

	MPDU data
	99 f6 31 09 22 86 21 dc 37 b5 ee 56 59 b5 d2 22 

b2 41 b8 fe 54 8c 0d 93 9b f7 c7 0a e8 b8 88 ff 

20 26 f3 31 6b 79 01 90 04 e9 52 fb 61 fe eb e0 

1c ef fc b5 bc b3 ba 8c e5 c3 99 cd 43 8d b7 67 

dc 72 ad c4 c4 56 e4 d9 af 98 c6 ec 85 22 4e 3f 

14 60 7a b8 9c 99

	MIC
	48 90 95 62 25 60 e3 b2


The packet-number field consists of the 6-octet packet number.  The MPDU and MIC fields consist of those portions of the ciphertext corresponding to the MPDU and MIC data, respectively.  Note that the order of the MPDU and MIC fields is different in the encapsulated MPDU than in the ciphertext.

2.3 AES-OCB encapsulation

The discussion here represents an AES-OCB encryption using a table that shows the key, nonce input, plaintext input, ciphertext output, and tag output.  For reference, here is a table that describes test case “OCB-AES-128-34B” available at http://www.cs.ucdavis.edu/~rogaway/ocb/.

	Key
	00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

	Nonce
	00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 

	Plaintext
	00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21

	Ciphertext
	01 a0 75 f0 d8 15 b1 a4 e9 c8 81 a1 bc ff c3 eb d4 90 3d d0 02 5b a4 aa 83 7c 74 f1 21 b0 26 0f a9 5d

	Tag
	cf 83 41 bb 10 82 0c cf 14 bd ec 56 b8 d7 d6 ab


The MSDU data, prior to AES-OCB encapsulation, is as follows:

	MSDU data
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01


In this example, the following parameters will be used:

· Replay counter value is 123456789 = 0x75bcd15.
· QOS traffic class is 4.

· KeyID is 2.

· Source MAC address is 0x123456789abc

· Destination MAC address is 0x23456789abcd

AES-OCB encryption is performed as follows:

	Key
	00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

	Nonce
	75 bc d1 54 12 34 56 78 9a bc 23 45 67 89 ab cd

	Plaintext
	aa aa 03 00 00 00 08 00 45 00 00 4e 66 1a 00 00 80 11 be 64 0a 00 01 22 0a ff ff ff 00 89 00 89 00 3a 00 00 80 a6 01 10 00 01 00 00 00 00 00 00 20 45 43 45 4a 45 48 45 43 46 43 45 50 46 45 45 49 45 46 46 43 43 41 43 41 43 41 43 41 43 41 41 41 00 00 20 00 01

	Ciphertext
	3f 42 a7 b6 8c 4d ea 07 e1 2b 2d c6 82 e4 72 81 70 45 a3 02 21 ee b6 bf 0a f0 26 a6 8d 73 e6 f3 55 dc 15 60 8e 7e 92 52 0b 4e 11 73 a3 a5 ce 7c 39 93 65 70 a1 16 40 79 02 a1 85 17 f6 5e 9d eb 35 bf 2c 18 49 6c 2c 2b 33 8b d4 0f d5 4e 1c 50 eb fd fa 56 95 56

	Tag
	06 9e e2 41 c6 1e 60 2d b3 05 76 53 03 a5 5f 5e


The first three octets of the nonce are the upper 24 bits of the replay counter value.  The upper nibble of the fourth octet of the nonce consists of the least significant 4 bits of the replay counter value.  The lower nibble of the fourth octet of the nonce is the QOS traffic class.  Octets five through ten of the nonce are the source MAC address.  Octets eleven through sixteen of the nonce are the destination MAC address.  The plaintext consists of the MSDU data.

The expanded MSDU, after AES-OCB encapsulation, is as follows:

	Replay 
	75 bc d1 85

	MSDU data
	3f 42 a7 b6 8c 4d ea 07 e1 2b 2d c6 82 e4 72 81 70 45 a3 02 21 ee b6 bf 0a f0 26 a6 8d 73 e6 f3 55 dc 15 60 8e 7e 92 52 0b 4e 11 73 a3 a5 ce 7c 39 93 65 70 a1 16 40 79 02 a1 85 17 f6 5e 9d eb 35 bf 2c 18 49 6c 2c 2b 33 8b d4 0f d5 4e 1c 50 eb fd fa 56 95 56

	MIC
	06 9e e2 41 c6 1e 60 2d


The first three octets of the replay field are the upper 24 bits of the replay counter value.  The fourth octet of the replay field is the concatenation of:  the 2-bit keyID value; two 0-bits; and the least significant 4 bits of the replay counter value.  The MSDU data consists of the ciphertext. The MIC is the first eight octets of the tag value.

2.4 The PRF Function - PRF(key, prefix, data, length).

A set of test vectors are provided for each size of PRF function used in this specification.  The input to the PRF function are strings for ‘key’, ‘prefix’ and ‘data’.  The length can be any multiple of 8, but the values: 192, 256, 384, 512 and 768 are used in this specification. The test vectors were taken from RFC2202 with additional vectors added to test larger key and data sizes.

	Test_case 
	1

	key
	0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b

	prefix
	"prefix"

	data
	"Hi There"

	length
	192

	PRF-192
	bc d4 c6 50 b3 0b 96 84  95 18 29 e0 d7 5f 9d 54

b8 62 17 5e d9 f0 06 06


	Test_case 
	2

	key
	'Jefe'

	prefix
	"prefix-2"

	data
	"what do ya want for nothing?"

	length
	256

	PRF-256
	47 c4 90 8e 30 c9 47 52  1a d2 0b e9 05 34 50 ec

be a2 3d 3a a6 04 b7 73  26 d8 b3 82 5f f7 47 5c


	Test_case 
	3

	key
	aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa

	prefix
	"prefix-3"

	data
	"Test Using Larger Than Block-Size Key - Hash Key First"

	length
	384

	PRF-384
	0a b6 c3 3c cf 70 d0 d7  36 f4 b0 4c 8a 73 73 25

55 11 ab c5 07 37 13 16  3b d0 b8 c9 ee b7 e1 95

6f a0 66 82 0a 73 dd ee  3f 6d 3b d4 07 e0 68 2a


	Test_case 
	4

	key
	0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b

	prefix
	"prefix-4"

	data
	"Hi There Again"

	length
	512

	PRF-512
	24 8c fb c5 32 ab 38 ff  a4 83 c8 a2 e4 0b f1 70

eb 54 2a 2e 09 16 d7 bf  6d 97 da 2c 4c 5c a8 77

73 6c 53 a6 5b 03 fa 4b  37 45 ce 76 13 f6 ad 68

e0 e4 a7 98 b7 cf 69 1c  96 17 6f d6 34 a5 9a 49


	Test_case 
	5

	key
	aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa

	prefix
	"prefix-5"

	data
	"Test Using Larger Than Block-Size Key and Larger Than One Block-Size Data"

	length
	768

	PRF-768
	67 27 a3 e8 d5 2c f2 70  08 ce 4d 68 3e 45 99 25

c6 23 5b e0 0c 8c 13 03  77 26 af fc bc 02 29 17

a5 94 1c 0c 77 4b 00 25  7f 77 c6 e2 4c 81 02 87

8e 04 b7 2c f6 c7 88 a7  ba ec 4f 69 68 7b eb d6

30 15 59 ca 1f c2 6f 93  04 2e 1e 82 ba 28 9a 05

2c a8 51 ef cd 4e 15 a1  5d d0 4c bb e1 f6 94 58


Key Hierarchy Test Vectors

The following test vectors provide an example of key derivation for:

· TKIP Pairwise Keys

· TKIP Group Keys

· WRAP Pairwise Keys

· WRAP Group Keys

	PMK
	0b 0b 0b 0b 0b 0b 0b 0b  0b 0b 0b 0b 0b 0b 0b 0b

0b 0b 0b 0b 0b 0b 0b 0b  0b 0b 0b 0b 0b 0b 0b 0b

	GMK
	0c 0c 0c 0c 0c 0c 0c 0c  0c 0c 0c 0c 0c 0c 0c 0c

0c 0c 0c 0c 0c 0c 0c 0c  0c 0c 0c 0c 0c 0c 0c 0c

	AA
	01 01 01 01 01 01

	SA
	02 02 02 02 02 02

	SNonce
	10 10 10 10 10 10 10 10  10 10 10 10 10 10 10 10

10 10 10 10

	ANonce
	20 20 20 20 20 20 20 20  20 20 20 20 20 20 20 20

20 20 20 20

	GNonce
	30 30 30 30 30 30 30 30  30 30 30 30 30 30 30 30

30 30 30 30

	TKIP Pairwise EAP_MIC_key
	86 f5 6f fd 2d b9 9b b8  e8 72 26 09 7b 16 0a 42

	TKIP Pairwise EAP_encr_key
	eb ff 51 15 ae aa 72 f1  d7 c0 64 e3 c9 4d 7c f5

	TKIP PTEK
	ef 14 31 fb 94 8e 99 97  de 0f 4f 3d 46 37 f0 e9

	TKIP P_TX_MIC_key
	6d dd bc db bd 34 ab 3f

	TKIP P_RX_MIC_key
	a7 de b3 7c 16 85 e0 35

	TKIP GTEK
	3c 2b 0f 83 76 46 89 aa  89 33 b4 e8 4e ca a7 6a

	TKIP G_TX_MIC_key
	d3 74 14 d4 4b 7d 3b dc

	TKIP G_RX_MIC_key
	cb b1 7b c2 30 bf 91 49

	WRAP PTEK
	ef 14 31 fb 94 8e 99 97  de 0f 4f 3d 46 37 f0 e9

	WRAP GTEK
	3c 2b 0f 83 76 46 89 aa  89 33 b4 e8 4e ca a7 6a


2.5 PRF Reference Code

"""  prf.py

     Paul A. Lambert

     Paul@WoodsideNet.Com

The PRF function is used in a number of places in 802.11i. It is used

to create psuedo random bit strings of length:

128bits, 192bits, 254bits, 384bits, 512bits and 768bits.

The parameter 'prefix' is a string that shall be a unique label for each

different purpose of the PRF.

"""

import hmac

import sha

from binascii_plus import b2a_p

def PRF(key,prefix,data,length_in_bits):

    """ Key, prefix and data are arbitrary strings, the parameter

        length_in_bits and must be multiple of 8.

    """

    R = ''

    for i in range((length_in_bits+159)/160):

        hmac_sha_1 = hmac.new(key, prefix + chr(0x00) + data + chr(i),sha)

        R = R + hmac_sha_1.digest()       # concatenate latest hast to result string

    return L(R,0,length_in_bits)          # return R truncated to 'length'

def L(I,F,L):

    """ Take from I starting from the left, bit F for L bits

        moving to the right using 7.1.1 bit convention from IEEE 802.11.

    """

    #  This implementation only works on byte boundaries.

    assert (F % 8 == 0) and (L % 8 == 0), 'can only truncate on byte boundaries'

    return I[(F/8):((F/8)+(L/8))]

def PRF_128(key,A,B): return PRF(key,A,B,128)

def PRF_192(key,A,B): return PRF(key,A,B,192)

def PRF_256(key,A,B): return PRF(key,A,B,256)

def PRF_384(key,A,B): return PRF(key,A,B,384)

def PRF_512(key,A,B): return PRF(key,A,B,512)

def PRF_768(key,A,B): return PRF(key,A,B,768)

2.6 Key Hierarchy Reference Code

""" key_hierarchy_80211tgi.py

    Classes supporting reference implementation of 

    IEEE 802.11 TGi Key Hierarchies

"""

from   crypto.keyedHash.prf import PRF_128,PRF_256,PRF_512,PRF_384,L

from   binascii_plus        import b2a_hex, a2b_hex, b2a_p

class TKIP_pairwise_keys:

    def __init__(self,PMK,AA,SA,SNonce,ANonce):

       """ TKIP pairwise keys are derived from: 

           PMK, AA, SA, ANonce and SNonce 

       """

       assert (len(PMK) == 32), 'PMK - PreMaster Key must be 256bits'

       PTK = PRF_512(PMK,'Pairwise key expansion',

                    min(AA,SA)+max(AA,SA) + min(SNonce,ANonce)+

                    max(SNonce,ANonce))

       self.EAP_MIC_key = L(PTK,0,128)   #  First 16 bytes

       self.EAP_encr_key = L(PTK,128,128) #  Second 16 bytes

       self.PTEK = L(PTK,256,128) #  Third 16 bytes

       self.P_TX_MIC_key = L(PTK,384,64)  #  Next 8 bytes

       self.P_RX_MIC_key = L(PTK,448,64)  #  Final 8 bytes

    def __repr__(self):

        return '---- TKIP Pairwise Keys ----\n'+\

               '  EAP_MIC_key ='  + b2a_p(self.EAP_MIC_key)+'\n'+\

               '  EAP_encr_key =' + b2a_p(self.EAP_encr_key)+'\n'+\

               '  PTEK ='         + b2a_p(self.PTEK)+'\n'+\

               '  P_TX_MIC_key =' + b2a_p(self.P_TX_MIC_key)+'\n'+\

               '  P_RX_MIC_key =' + b2a_p(self.P_RX_MIC_key)

class TKIP_group_keys:

    def __init__(self,GMK,AA,GNonce):

       """ TKIP group keys are derived from: GMK, AA and GNonce """

       assert (len(GMK) == 32), 'GMK - Group Master Key must be 256bits'  #not in spec!

       GTK = PRF_256(GMK,'Group key expansion',AA+GNonce)

       self.GTEK = L(GTK,0,128)   #  First 16 bytes

       self.G_TX_MIC_key = L(GTK,128,64)  #  Next 8 bytes

       self.G_RX_MIC_key = L(GTK,192,64)  #  Final 8 bytes

    def __repr__(self):

        return '---- TKIP Group Keys ----\n'+\

               '  GTEK ='         + b2a_p(self.GTEK)+'\n'+\

               '  G_TX_MIC_key =' + b2a_p(self.G_TX_MIC_key)+'\n'+\

               '  G_RX_MIC_key =' + b2a_p(self.G_RX_MIC_key)

class WRAP_pairwise_keys:

    def __init__(self,PMK,AA,SA,SNonce,ANonce):

       """ WRAP pairwise keys are derived from: PMK, AA, SA, ANonce and SNonce """

       assert (len(PMK) == 32), 'PMK - PreMaster Key must be 256bits'

       PTK = PRF_384(PMK,'Pairwise key expansion',min(AA,SA)+max(AA,SA)+min(SNonce,ANonce)+max(SNonce,ANonce))

       self.EAP_MIC_key = L(PTK,0,128)   #  First 16 bytes

       self.EAP_encr_key = L(PTK,128,128) #  Second 16 bytes

       self.PTEK = L(PTK,256,128) #  Third 16 bytes

    def __repr__(self):

        return '---- WRAP Pairwise Keys ----\n'+\

               '  PTEK =' + b2a_p(self.PTEK)

class WRAP_group_keys:

    def __init__(self,GMK,AA,GNonce):

        """ WRAP group keys are derived from: GMK, AA and GNonce """

        assert (len(GMK) == 32), 'GMK - Group Master Key must be 256bits'

        GTK = PRF_128(GMK,'Group key expansion',AA+GNonce)

        self.GTEK = GTK

    def __repr__(self):

        return '---- WRAP Group Key ----\n'+\

               '  GTEK =' + b2a_p(self.GTEK)

""" key_hierarchies_test_vectors.py

    Generate example test vectors for the IEEE 802.11 TGi Key Hierarchies

"""

from crypto.keyedHash.key_hierarchy_80211tgi import TKIP_pairwise_keys, TKIP_group_keys, WRAP_pairwise_keys, WRAP_group_keys

from   binascii_plus        import b2a_hex, a2b_hex, b2a_p

if __name__ == "__main__": # Make this module runable from the command prompt

    print 'IEEE 802.11TGi Key Hierarchy Reference Implementation Test Vectors'

    PMK    = 32*chr(0x0b)  # 32 bytes of 0x0b

    GMK    = 32*chr(0x0c)  # 32 bytes of 0x0c

    AA     =  6*chr(0x01)  #  6 bytes of 0x01

    SA     =  6*chr(0x02)  #  6 bytes of 0x02

    SNonce = 20*chr(0x10)  # 20 bytes of 0x10

    ANonce = 20*chr(0x20)  # 20 bytes of 0x20

    GNonce = 20*chr(0x30)  # 20 bytes of 0x30

    tkip_PKeys = TKIP_pairwise_keys(PMK,AA,SA,SNonce,ANonce)

    tkip_Gkeys = TKIP_group_keys(GMK,AA,GNonce)

    wrap_PKeys = WRAP_pairwise_keys(PMK,AA,SA,SNonce,ANonce)

    wrap_GKeys = WRAP_group_keys(GMK,AA,GNonce)

    print '  PMK    =' + b2a_p(PMK)

    print '  GMK    =' + b2a_p(GMK)

    print '  AA     =' + b2a_p(AA)

    print '  SA     =' + b2a_p(SA)

    print '  SNonce =' + b2a_p(SNonce)

    print '  ANonce =' + b2a_p(ANonce)

    print '  GNonce =' + b2a_p(GNonce)

    print    tkip_PKeys

    print    tkip_Gkeys

    print    wrap_PKeys

    print    wrap_GKeys
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