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Abstract

In this paper, we propose a method to enable stringent clock synchronization over an IEEE 802.11 Wireless LAN (WLAN) for timing-critical applications including Wireless 1394. We also define a set of new MLME primitives that shall be included in the upcoming 802.11e specification to enable the proposed clock synchronization method.

1 Introduction
In an IEEE 1394 network, stringent clock synchronization is required to enable audio and video applications. A method to synchronize 1394 clocks across serial bus bridges is defined in [1], while a method to synchronize 1394 clocks over HL/2 WLAN is defined in [2]. In this paper, we propose a method to synchronize 1394 clocks over IEEE 802.11 WLAN. The proposed method enables stringent clock synchronization (e.g., jitter of less than a few (s), which is essential for enabling Wireless 1394 over IEEE 802.11. The proposed mechanism can be realized with only a few minor changes to the current 802.11 MAC specifications [3], and all the changes can be incorporated without impacting the core MAC functions. Therefore, many of the current 802.11 MAC implementations can easily be upgraded to support the proposed mechanism.
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Figure 1. IEEE 802.11 network connecting bridge and non-bridge 1394 devices

2 Clock Synchronization service

On a 1394 bus, the cycle master (CM) node is defined as the single source of the clock synchronization across the bus, and all other nodes that support isochronous applications are called cycle slaves and shall be synchronized to the cycle master. In Wireless 1394, a WLAN is treated as a virtual 1394 bus, and the equivalent clock synchronization shall be provided among wireless 1394 nodes including wireless bridge portals.

The proposed clock synchronization method for Wireless 1394 over IEEE 802.11 is explained below:
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Figure 2. Clock Synchronization principle

2.1 Operations at the Cycle Master

The CM shall send a synchronization frame at a regular interval, e.g. every 10 ms, to enable accurate clock synchronization among wireless nodes. Note that it does not need to be exactly periodic for the proposed mechanism to work properly. In fact, it may not be possible to transmit such frames exactly periodically in 802.11 WLAN due to other traffic, retries, or dropouts. This synchronization frame is identified by the Destination Address (DA), which is a specific multicast address reserved for this purpose. Note that this synchronization frame is transmitted as a data type frame by the MAC.
When the CM detects the event referred to as Last_Symbol_On_Air of the transmitted synchronization frame, which corresponds to the end of the last symbol of the frame on the air as indicated by the PHY layer (see section 2.3), the CM captures and saves the 1394 CYCLE TIME REGISTER (CTR) value as a(n), where n is the sequence number of the frame (corresponding to the 2-octet Sequence Control field  of 802.11 MAC frame). 
2.2 Operations at a Cycle Slave

When a cycle slave node detects the Last_Symbol_On_Air of a synchronization frame sent by the CM, it captures and saves its local CTR value as b(n), where n is the sequence number of the frame received.

The following synchronization frame sent by the CM will contain the values a(n) and n. The time difference between b(n) and a(n) is used by the cycle slave to adjust its local CTR value. How the cycle slave adjusts its CTR value is out of the scope of this proposal.
2.3 Detection of the Last Symbol on the Air

For accurate implementation of this method, it is necessary that both the CM sending the synchronization frame, and each cycle slave node, receiving the frame, detect the Last_Symbol_On_Air event at the same time.

The PHY layer notifies the Last_Symbol_On_Air event to the MAC layer in a form of PHY_TXEND.confirm or PHY_RXEND.indication primitive. The MAC layer in turn passes this information on to the 1394 Convergence Layer. We assume that the propagation delay over the air is negligible.

At the CM: 

The PHY layer indicates the Last_Symbol_On_Air event to the MAC layer using the PHY_TXEND.confirm primitive.

The 1394 Convergence layer must take into account the delay from the Last_Symbol_On_Air event until when capturing of the CTR value takes place. Therefore:

a(n) = CTR_Value (at observed  Last_Symbol_On_Air event) – offset
where a(n) is the best estimate of the CTR value when the Last_Symbol_On_Air event occurred, while offset is the time difference between the Last_Symbol_On_Air event and when capturing of the CTR value takes place.

At a Cycle Slave Node:

The PHY layer indicates the Last_Symbol_On_Air event to the MAC layer using the PHY_RXEND.indication primitive. If we consider the delay again:

b(n)  = CTR_Value (at observed Last_Symbol_On_Air event) – offset

where b(n) is the best estimate of the CTR value when the Last_Symbol_On_Air event occurred, while offset is the time difference between the Last_Symbol_On_Air event and when capturing of the CTR value takes place.

In both cases the offset value is implementation-dependent.
3 New MLME Primitives

To support this mechanism in an 802.11 WLAN station, it is necessary to define a new set of internal signaling or management primitives that provides synchronization information from the Medium Access Control (MAC) layer to the 1394 Protocol Adaptation Layer (PAL). In this section, we define the new MLME primitives to support the higher-layer clock synchronization mechanism, which shall be added to Clause 10.3 of IEEE Std 802.11-1999 [3]. 

IEEE Std 802.11-1999 [3] defines an architectural view also known as the reference model as shown in Figure 3. Both the MAC and the Physical (PHY) layers are represented in the model. Both layers conceptually include management entities. In the MAC layer, the management entity is called MAC Sublayer Management Entity (MLME). In addition, a station management entity (SME) is also present within each STA. The SME can be viewed as the entity responsible for gathering status from the various layer management entities, making intelligent decisions, and giving instructions to other layer management entities. The SME shall have an access to both MLME and 1394 PAL.

In this paper, we define the services or primitives to be used between the MLME and the SME, for the initialisation of the synchronization service and the signaling of transmission/reception of a 1394 synchronization frame. These primitives are described in an abstract way and do not imply any particular implementation. The SME shall forward such information to the 1394 PAL, however how that is done is out of the scope of this paper.
Figure 3. IEEE 802.11 Reference Model
3.1.1 Higher Layer Synchronization Support
This mechanism supports the process of synchronization among higher-layer protocol entities residing within different wireless STAs. The actual synchronization mechanism in the higher layer is out of the scope of this proposal. In principle, the MLME indicates the transmission/reception of frames with a specific multicast address in the Address 1 field of the MAC data type frame.

3.1.1.1 MLME-HL-SYNC.request

3.1.1.1.1 Function

This primitive requests activating the synchronization support mechanism. 

3.1.1.1.2 Semantics of the service primitive

The primitive parameters are as follows:


MLME-HL-SYNC.request
(





RxAddress






)
	Name
	Type
	Valid Range
	Description

	RxAddress
	MACAddress
	A multicast MAC address
	Specifies the multicast MAC address that the synchronization frames are addressed to.


3.1.1.1.3 When generated

This primitive is generated by the SME when a higher layer protocol, which requires a stringent synchronization, such as the 1394 PAL is active in the STA.

3.1.1.1.4 Effect of Receipt

This request activates the synchronization support mechanism at the STA. The MLME subsequently issues an MLME-HL-SYNC.confirm that reflects the results of the higher layer synchronization support request. If the request has been successful, and the higher layer synchronization support mechanism has been activated, the MLME shall issue an MMLE-HL-SYNC.indication whenever a synchronization frame is received/transmitted. 

3.1.1.2 MLME-HL-SYNC.confirm

3.1.1.2.1 Function

This primitive confirms the activation of the higher layer synchronization support mechanism.

3.1.1.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-HL-SYNC.confirm
(





ResultCode

)

	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS, NOT_SUPPORTED
	Indicates the result of the MLME-HL-SYNC.request


3.1.1.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-HL-SYNC.request to activate the mechanism for the higher layer synchronization support.

3.1.1.2.4 Effect of Receipt

The SME is notified of the activation of the higher layer synchronization support mechanism. The result code of NOT_SUPPORTED is issued if the MAC/MLME do not support the higher layer synchronization support mechanism.

3.1.1.3 MLME-HL-SYNC.indication

3.1.1.3.1 Function

This primitive reports the complete transmission/reception of a synchronization frame

3.1.1.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-HL-SYNC.indication
(





TxAddress





SequenceNumber





ProcDelay

)

	Name
	Type
	Valid Range
	Description

	TxAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the MAC entity that sent the synchronization frame. In the case of the STA sending the frame, it will be its own MAC address.

	SequenceNumber
	Enumeration
	As defined in the frame format
	Specifies the sequence number of the synchronization frame received/transmitted.

	ProcDelay
	Enumeration
	( 0
	Specifies the estimated time between the generation of this primitive and the time at which the end of the last symbol of the frame that generated this primitive was detected on the air. 


3.1.1.3.3 When generated

This primitive is generated by the MLME when the successful reception/transmission of a synchronization frame is detected. The synchronization frame is identified by the multicast MAC address indicated by the MLME-HL-SYNC.request primitive. 

3.1.1.3.4 Effect of Receipt

The SME is notified of the reception/transmission of a higher layer synchronization frame.
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