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Abstract

Housley, Whiting, and Ferguson have proposed extending the TKIP IV length to 48 bits in order to eliminate the need for 802.1x rekeying.   Rekeying is needed to prevent reuse of the same IV – by making the IV so long that it will not for practical purposes ever expire, the need for rekeying is removed.

This paper describes a possible MAC implementation of this technique.  It has many advantages over the existing suggestion, including that it does not increase the frame size, and that it will work equally well with arbitrarily long IVs if 48 bits is thought to be insufficient.
1 Introduction
TKIP is designed as a software upgrade for existing hardware, and so must respect the limitations of that hardware.  One of these limitations is the length of the IV used, which is insufficiently long to prevent frequent exhaustion. 

The “48 bit proposal” overcomes this by splitting the IV in to two parts – call them IV-High and IV-Low.  IV-Low is short enough to be used as the IV by existing hardware.  IV-High remains constant until IV-Low is exhausted, when it is incremented.  

Incrementing IV-High causes a key recomputation, but as this happens infrequently, it does not cause a performance impact.

1.1 Existing Proposal

Letanche and Stanley have proposed transferring IV-High by adding it as a four byte unencrypted  field after the existing IV field in every data frame transferred.

Increasing the frame overhead is always undesirable in a wireless system, and it is possible that some hardware may have problems with this changed frame format.

Changing the value of IV-High also causes a short delay while the key is recomputed.  This may impact QoS.

1.2 Alternative Proposal

The method described in this paper uses a MAC level asynchronous transfer in an information element to transfer IV-High.  This avoids the 4 byte overhead, is more likely to be compatible with existing hardware, doesn’t impact QoS, and can be easily extended to IV lengths of greater than 48 bits.
2 Description

2.1 Encryption

The existing 2 bit key-id field in the IV field is used to identify the value of IV-High to be used to decode the packet, using a previously negotiated mapping between between key-id and IV-High (see IV-High transfer section).

A transmitting station may use any value of key-id for which a mapping has been successfully constructed, and for which the IV-low space has not been exhausted.

2.2 IV-High Transfer

The mapping between key-id and IV-High is established by an exchange of information elements.  The transmitting station requests a new mapping, and the receiver acknowledges it.

These information elements can be carried either in the initial exchange of association frames (or authentication frames under the alternative proposal), or in action frames.

It is expected that a mapping would be established well in advance of its possible use.

2.3 Multicast/Broadcast Operation

The operation is identical to unicast, in that the transmitter sends the mapping request to each of the receivers (perhaps using a single multicasted frame) and each of the receivers responds.

If a transmitter does not receive a response from all the stations, and its IV-Low space is exhausted for all key ids, it may choose to deauthenticate those stations that have not responded, and continue communication with those that have.
2.4 IBSS Operation

The IBSS case is again identical to the unicast case.  While there may be a shared secret between all IBSS STAs, the context of an IV is still the station that sends it.  So the sending station is still responsible for updating the destination  IV-High mappings of all stations it wishes to send to.
However, it may be desirable to reduce the key Id field to a single bit in order to reduce the number of keys that a STA might have to save per destination, and so reduce RAM requirements in an IBSS.

An Alternative Proposal For Transfer of IV High Order Bits
page 3
 COMMENTS  \* MERGEFORMAT 

