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Abstract

Fixed MAC addresses cause a serious identity privacy breach especially in public access networks. Globally unique addresses enable an observer to collect history and profile data of wireless users. This paper proposes the use of temporary MAC addresses instead of static MAC addresses to solve this problem.

1 Introduction

Current wireless stations use globally unique fixed MAC addresses. The MAC address is visible in all WLAN packets. It is also revealed in the Calling-Station-Id RADIUS attribute, if the access point uses RADIUS to communicate with the backend authentication server. Because WLAN devices are typically personal, this enables wireless observers, the local radio network provider and RADIUS roaming network to collect history and profile data from wireless users. This is a serious privacy breach especially on public access networks.

This submission proposes using a random temporary MAC address instead of the fixed address to solve the privacy problems. The fixed address is never used and therefore is not revealed to any observers. The proposed solution implies minimal changes to IEEE 802.11, as it only adds new functionality in scanning and association phases.

This paper describes a solution for infrastructure Robust Security Networks (RSN) although the same principle could be applied on IBSS and legacy IEEE 802.11 networks as well.

1.1 Overview

In the proposed approach, it is the responsibility of the network (the access point) to allocate temporary MAC addresses to stations and guarantee that the allocated addresses are unique within the DS. The actual method how the access point obtains a locally unique address is out of scope for this submission. The station uses a special local address for probes and association request when it does not yet have a network-assigned temporary address. 

The scheme defines one new information element to be used for all temporary address actions. Depending on the situation the information element is loaded with different parameters resulting in requests and responses according to the temporary MAC address protocol.

The station requests a new temporary address by including a request for the allocation of a new temporary address in the first frame that it unicasts to the access point, being the association request in the current TGi draft version 2.0. The station uses a special local address in the association request. The use of these special addresses is restricted to probing and association and the access points do not allow them in other cases. The access point delivers new temporary address to the station in the address grant response attached to the association response frame. The association response is sent to the local address used by the station in the association request frame. The temporary address has a lease time defined in the address grant response. Station may keep the address as long as it wants by renewing the lease periodically. Reclaiming of an expired address is supported. 

The operation of roaming within an ESS is not changed by the use of temporary MAC addresses.

1.2 Change Log

Changes in revision 1:

· This version uses network-assigned addresses instead of terminal-assigned. The ESS address prefix information element is not required anymore, because the station doesn't need to choose temporary addresses for the ESS.

· New address release scheme

Changes in revision 2:

· Renewal and reclaim schemes

· New definition of IEs. Added status and reason codes. 

· Standard text

2 Temporary MAC Addresses

There are two types of temporary MAC addresses.

Temporary Station Address: Temporary MAC address assigned by the network to a station. The temporary station address is a unicast address that is used in place of static station address. The temporary station address is allocated for a limited period of time defined by the network granting the address.

Temporary Probe Address: The station needs to communicate with the access point before it has been assigned a locally unique MAC address. For this purpose, the station must use a "Temporary Probe Address (TPA)". This address is self assigned by the station from a reserved subset of the temporary MAC address space. The TPA may only be used by the station as the source MAC address for issuing probe requests and association requests and may only be used by the access point (or target station in an IBSS) as the destination MAC address to issue Probe responses and Association responses. Since the address is self assigned there is a small but finite risk that two stations will use the same address at the same time.

2.1 Obtaining a Temporary Station Address

Suppose an STA wants to use temporary MAC address for anonymity. When starting from scratch, the procedure for obtaining a temporary MAC address is as follows:

1) Station selects a random temporary probe address from Probe Address Space using a good source of randomness.

2) Station sends Probe Request to AP.

3) AP sends Probe Response with the "MAC Anonymity" capability bit set, identifying that the AP supports temporary addresses.

4) Station sends MAC level ACK to AP.

Alternatively, the station can use passive scanning and learn that the AP supports temporary addresses based on Beacon frames that have the "MAC Anonymity" capability bit set. Even if the station used passive scanning, it needs to choose a random address from the Probe Address Space, which it will use in association frames. At this point the STA knows which networks and which access points support the use of the temporary addresses. 

5) Station sends Association Request to an AP containing the Temporary MAC Address IE of subtype New Address Request. The information element indicates that the station is requesting a new temporary MAC address. Station selects a random Request ID. The station uses a random address from the Probe Address Space as the source MAC address in the Association Request. The station may use the same address that it used in the Probe Requests.

6) AP sends MAC level ACK to the MAC address that station used as the source address.

7) AP obtains a new locally unique temporary MAC address. The address is allocated from the temporary MAC address space using the local ESS address prefix (see Section 2.3.2). The mechanism the access point uses to allocate a new address is out of scope for this submission. Examples of possible mechanisms include a centralized MAC address server from which the access point can request a new address, or a distributed protocol the access point can use to verify the local uniqueness of a random MAC address it has chosen for the station.

8) AP sends an Association Response to the station. The Association Response includes a New Address Grant subtype of  Temporary MAC Address Information Element, which contains new temporary MAC address and Lease Period parameter. The usage of Lease Period is described in Section 2.4. In case no addresses are available, the access point shall reject the association request.

9) The receiving station checks that the Request ID in the response is identical with the ID selected for the request. If this is the case, the STA uses the newly obtained temporary MAC address in subsequent frames. If the IDs are different then it is possible that two stations used same TPA at the same time. In this case, the station selects a new TPA and goes to the step 5.

The address allocation procedure performed by the AP (and other elements in the DS) guarantees that the temporary MAC address assigned to the station is unique within the ESS. Uniqueness of addresses within DS shared by multiple ESSs is achieved through proper configuration of ESS-specific temporary address prefix. Furthermore, uniqueness within shared WM is assured by proper configuration of the address prefix.

Usage of random Request ID decreases the probability that two stations using same TPA erroneously complete the procedure thereby obtaining same, duplicate, MAC address. The request contains 64 random bits (32 random bits in the TPA and 32 random bits in the Request ID) and therefore the probability of collisions can be considered small.

2.2 Roaming

After obtaining a temporary MAC address from the network, the station may use it within the ESS just like it would use a static MAC address. The station may roam to other access points using the temporary MAC address. Reassociation or association messages in access point roaming are similar to cases when a static address is used.
The station shall always use its globally unique static MAC address when it associates with access points that do not assert MAC Anonymity in Probe Responses or Beacons. The ESS should not to have both access points that assert the MAC Anonymity bit and access points that do not assert the bit. If a station that has obtained a temporary MAC address discovers an access point in the same ESS that does not support MAC Address Anonymity, the station should not roam to such an access point using the temporary MAC address. If the station wishes to roam to such an access point, the station should associate with its static MAC address.
2.3 Address Space for Temporary Addresses

It is proposed that locally administered unicast MAC addresses are used as temporary addresses. Changing part of the temporary address is divided into two parts: temporary address prefix and station specific part. The temporary address prefix differentiates between several ESS that share one DS or WM.
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Bit 1 of octet 0 (I/G bit) of IEEE MAC address decides between unicast and multicast and is cleared. The 2nd bit is for locally or universally administered addresses (U/L bit) and is set to 1. Other bits of octet 0 are cleared to zero. These bits can be used for future extensions.  

2.3.1 Probe Address Space

Subset of the locally administered unicast addresses is reserved for probing and association before the station has obtained a valid temporary address from the network. An address selected from the probe address space is called Temporary Probe Address (TPA). Station shall use temporary probe address when scanning the networks before acquiring a valid temporary address from an successful association. After the station has received a valid temporary address, station can use the network-assigned temporary address as well as a temporary probe address for probing. However, the station shall be capable of receiving frames to the valid temporary address even if it probes with a temporary probe address.

It is proposed that temporary address prefix all ones (decimal 255) denotes the probe address space. The STA selects temporary probe address randomly from the probe address space. The station may select a different address for each probe request. 

Using unicast addresses from the probe address space works with any legacy equipment while removing the risk of address collisions with terminals actively associated with an AP. Collisions are very unlikely as the probe address space is used for initial discovery of the networks and associations and for reclaiming of an expired address. 

2.3.2 Address Space Selected by ESS Address Prefix

For temporary addresses to work it is required that they are unique within DS and WM which can be shared by several ESS. The ESS address prefix is a configurable parameter in the access points of an ESS. By configuring different ESS address prefix for each ESS for use as the temporary address prefix, the requirement for uniqueness within DS and WM can easily be met given the addresses are unique within each ESS. Requiring uniqueness check within ESS is far simpler than requiring the check to span several ESS.

ESS address prefix is useful in cases where the wireless medium is shared by networks administered by multiple organizations and it is not feasible to implement the uniqueness check for temporary addresses in all local networks. The address prefixes can be manually set to unique value during the network installation phase after survey of prefixes used by the existing networks.

Each ESS is configured with locally unique ESS Address Prefix, which is used in all temporary addresses within the ESS. The access points shall derive a default value from the SSID. The default value is used unless it is overridden manually. For algorithm proposal, see the proposed text for standard, clause 11.5.3.1. ESS must not be configured with the probe address  prefix. It shall be noted that in case of auto-assignment of the ESS prefix, the change of prefix collision is quite high.

2.4 Lease Period and Temporary Address Lifecycle

Lease period parameter in the Address Grant Response specifies the time in seconds, for which the assigned address will remain allocated for the station. For example, if the lease period is 3600 seconds, then the address will be released to the pool of available temporary addresses when the station has not renewed the address for an hour. The station shall not use the temporary address after the lease has expired. When the lease expires, the access point shall disassociate the station and release the address.

If the station wishes to hold on to its temporary address, the station shall ensure that it renews the address before the lease expires. Renewal of lease is requested by sending Address Renew Request in the Association/Reassociation Request frame. In case of successful renewal, the access point transmits Address Grant Response in Association/Reassociation Response frame.  

If the address has expired the station can try to reclaim the address from the access point by sending the Association Request frame carrying an Address Reclaim Request containing the address previously allocated. The station shall use a Temporary Probe Address for reclaim process. The access point sends an Association Response with success or failure message. The reclaim is successful if the address was unallocated when the reclaim request was received. Failure occurs if the address is allocated. Therefore reclaiming the address is not possible until the network has released the address. Address reclaim can be used in cases where the station is unable to renew the address in timely fashion (eg. due to being in suspend mode or hibernated but still wanting to continue to use the same address when again in active mode). 

Figure 1 shows the state diagram for temporary MAC address life cycle. States are defined as follows:

· State 1 - Unallocated: The station has no valid temporary MAC address allocated by the access point. Station uses Temporary Probe Address.
· State 2 - Allocated: The station has valid Temporary Station Address allocated by the network.

· State 3 - Unallocated: The address allocated for the station has expired. Station uses Temporary Probe Address for attempting to reclaim the previously allocated address.
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Figure 1. State diagram for temporary MAC address life cycle
2.5 Error Cases

When processing Association Request and Reassociation Request frames received from a temporary address, the access point shall verify that the temporary address prefix used by the station equals the local ESS prefix or probe address prefix. The access point shall also verify that the Temporary MAC Address IE is included in Association/Reassociation Request frames that are sent from an address from the Probe Address Space. The access point may verify that the temporary address is allocated, in other words that the address is not an unused or expired address. 

If the access point detects that the station is using an invalid temporary address in the Association Request or Reassociation Request, or that proper Temporary MAC Address IE is not included, the access point shall transmit a Association/Reassociation Response frame with the status code "Invalid Address". 

If the station attempts to renew address that has already expired the access point shall transmit Association/Reassociation Response with status code the "Renew failure due to unallocated address". If the station attempts to reclaim an address that is allocated the access point shall transmit Association Response with the status code "Reclaim failure due to allocated address".

If the address expires and there is an active association with an access point, the access point shall transmit Disassociation notification with the reason code "Disassociated due to address expiry".

Table 1. New status codes

	X
	Invalid address

	X+1
	Renew failure due to unallocated address

	X+2
	Reclaim failure due toallocated address


Table 2. New reason codes

	X
	Disassociated due to address expiry

	
	

	
	


3 New Capability Bits

Support for temporary MAC addresses is carried in Extended Capability element. Proposal is to use bit 0 of Extended Capability element. If there are free bits in Capability Information elements, one of those can used as well. The text for standard assumes that all bits of Capability Information element are allocated. The bit is called as "MAC Anonymity". 

4 New Information Elements

4.1 Temporary MAC Address IE

Only one new information element, Temporary MAC Address IE, is defined. Information elements required by the temporary MAC address requests and responses are implemented as subtypes to the Temporary MAC Address IE. The implementation saves IEEE802.11 Element IDs.
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Figure 2. Format for Temporary MAC Address IE

Table 3. Summary of subtypes for the temporary MAC address IE

	Subtype ID
	Subtype
	Length
	Parameter fields

	0
	New Address Request
	7
	Request ID (32 bits)
	-
	-

	1
	Address Grant Response
	13
	MAC address (48 bits)
	Lease period (16 bits)
	Request ID (32 bits)

	2
	Address Renew Request
	1
	-
	-
	-

	3
	Address Reclaim Request
	7
	MAC address (48 bits)
	-
	-

	4 – 255
	Reserved
	-
	-
	-
	-


4.1.1 New Address Request

The station may include the New Address Request Information Element in Association Request frame. The Information Element indicates that the station requests the network to assign a new locally unique temporary MAC address. Request ID field is initialised with random 32-bit value. The ID field is copied by the access point to the response frame and is used by the receiving station to detect temporary probe address collisions. 
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4.1.2 Address Grant Response

The Address Grant Response IE is a response by an access point to deliver a new, renewed or reclaimed MAC address to the station. The IE is transmitted after successful allocation of a new temporary address, after successful renewal of an existing temporary address, or after successful reclaim of a previously allocated temporary address. The IE includes the temporary MAC address (6 octets), lease period value (2 octets) in seconds and request ID.

The maximum lease period is 2^16-1 = 65535 seconds, which is about 18 hours. The lease period must be greater than zero.

In a response to a request for a new address, the Request ID field shall be copied from the Request ID field of the New Address Request element. In a response to Address Reclaim Request, the Request ID field shall be set to zero.
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4.1.3 Address Renew Request

The Address Renew Request IE is transmitted by the station for renewing the lease for an existing temporary MAC address. Renewing of the address shall be done before the lease period expires.
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4.1.4 Address Reclaim Request

The Address Reclaim Request IE is transmitted by the station for attempting to reclaim the expired address that has been used by the station earlier. The request carries the MAC address the station wishes to reclaim.
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5 Text for Temporary MAC Address Support 

3. Definitions

Add the following definitions in the appropriate locations in clause 3:

ESS prefix: Address prefix for temporary MAC addresses defined in each ESS. To prevent temporary MAC address collisions, the ESS prefix shall be unique for each ESS sharing one DS or WM.

Temporary Probe Address: Temporary MAC address a station uses for communication with the access point before it has been assigned a locally unique temporary station address (TSA). The temporary probe address may only be used by the station for issuing Probe Requests and Association Requests and may only be used by the access point to issue Probe Responses and Association Responses.

Temporary Station Address: Temporary MAC address assigned by the network to a station for a limited period of time for use as an individual station address.

4. Abbreviations and acronyms

Add the following definitions in the appropriate location in clause 4:

TPA
Temporary Probe Address

TSA
Temporary Station Address

5.2.2.2 The Robust Security Network

Add the following bullet point to the bulleted list itemizing the features of RSN in clause "5.2.2.2 The robust security network":

· enhanced user anonymity from use of temporary MAC addresses

Add the following text at the end of clause "5.2.2.2 The robust security network", before the figure:

The fourth new component is the Temporary Address Server. The temporary address server is responsible for generating and managing the temporary MAC addresses within an ESS. The temporary address server generates temporary addresses unique within the ESS on the request of the associating stations. It is also responsible for ageing and expiry of unused addresses. The temporary address server resides logically in the DS; in real implementation the server can be implemented in decentralized manner in e.g. access points or it can be a centralized server. The temporary address server communicates with the access points in the ESS. The temporary address server is used by the Association, Disassociation and Reassociation services that are part of the distribution system services (DSS).

5.4.2.2 Association

Change the text of second paragraph of the clause "5.4.2.2 Association" from:

Before a STA is allowed to send a data message via an AP, it shall first become associated with the AP. The act of becoming associated invokes the association service, which provides the STA to AP mapping to the DS. The DS uses this information to accomplish its message distribution service. How the information provided by the association service is stored and managed within the DS is not specified by this standard.

To:

Before a STA is allowed to send a data message via an AP, it shall first become associated with the AP. The act of becoming associated invokes the association service, which provides the STA to AP mapping to the DS. The DS uses this information to accomplish its message distribution service. The temporary MAC address services offered by the DS can be invoked through the Association service. How the information provided by the association service is stored and managed within the DS is not specified by this standard.
5.4.2.3 Reassociation

Add the following text to the end of the last paragraph in clause "5.4.2.3 Reassociation":

The temporary MAC address services offered by the DS can be invoked through the Reassociation service.

Add the following text as new clause "5.4.3.7 User Anonymity" after the clause "5.4.3.6 Replay detection":

5.4.3.7 User Anonymity

Static MAC addresses enable wireless observers to collect history and profile data from wireless users. This is a serious privacy breach especially on public access networks. Use of temporary MAC addresses enhances user anonymity by replacing static station specific MAC addresses with random addresses selected at the time of association. The management of the temporary MAC addresses is integrated with the Association and Reassociation services.

5.6 Differences between ESS and IBSS LANs

Add the following text at the end of clause "5.6 Differences between ESS and IBSS LANs":

Temporary MAC addresses supported in ESS only.

[Editor's note: Support for temporary MAC addresses in IBBS might be designed in if the concept of Association is introduced to the IBSS.]

7.1.3.3 Address Fields

Replace clause 7.1.3.3.2 with the following:

7.1.3.3.2 Address designation

A MAC sublayer address is one of the following two types:

a) Individual address. The address associated with a particular station on the network. There are two kinds of individual addresses, as follows:

1) Static address. A unicast address assigned to the station in permanent fashion.

2) Temporary address. A unicast address reserved for a station for a limited period of time.

a) Group address. A multidestination address, associated with one or more stations on a given network. The two kinds of group addresses are as follows:

1) Multicast-group address. An address associated by higher-level convention with a group of logically related stations.

2) Broadcast address. A distinguished, predefined multicast address that always denotes the set of all stations on a given LAN. All 1s in the Destination Address field are interpreted to be the broadcast address. This group is predefined for each communication medium to consist of all stations actively connected to that medium; it is used to broadcast to all the active stations on that medium. All stations are able to recognize the broadcast address. It is not necessary that a station be capable of generating the broadcast address.

The address space is also partitioned into locally administered and universal (globally administered) addresses. The nature of a body and the procedures by which it administers these universal (globally administered) addresses is beyond the scope of this standard. See IEEE Std 802-1990 for more information.

Temporary addresses are selected from the locally administered addresses. If the temporary MAC addresses are supported by the network, the temporary addresses may be used in place of static individual station address.
Add new clause "7.1.3.3.8 Temporary MAC addresses" after the clause 7.1.3.3.7

7.1.3.3.8 Temporary MAC addresses

Temporary MAC addresses are selected from the locally administered unicast MAC address space. Figure xx shows the temporary MAC address format. The octet 0 is constant, I/G bit cleared and U/L bit set for locally administered individual address. Other bits of the octet 0 are cleared. Changing part of the temporary address is divided into two parts: temporary address prefix and station specific part of the address. 


[image: image8.wmf]Station specific part of address

Temporary

address prefix

0

0

1

0

0

0

0

0

0

Octet

1

2

3

4

5


Figure xx – Format of temporary MAC address
The temporary address prefix differentiates the stations in ESSs that share one DS or WM. Temporary MAC addresses with the address prefix 0 – 254 are called Temporary Station Addresses (TSA). Temporary MAC addresses with temporary address prefix equal to 255 are called Temporary Probe Addresses (TPA). TPA is used for probing and association when the station does not have a valid TSA supplied by the network.

Station specific part of the address for a TSA is assigned by the network using a method out of the scope of the standard.

Station specific part of the address for a TPA shall be selected by the station using a good source of randomness.

7.3.1.7 Reason Code field

Delete the last row and add the following rows to the end of "Table 18 – Reason Codes" (referenced to P802.11E-D3.0):

	18
	Disassociated due to address expiry

	19 - 65535
	Reserved


7.3.1.9 Status Code field

Delete the last row and add the following rows to the end of "Table 19 –Status Codes" (referenced to P802.11E-D3.0):

	27
	Invalid address

	28
	Renew failure due to unallocated address

	29
	Reclaim failure due to allocated address

	30 - 65535
	Reserved


7.3.1.17 Extended Capability Field

Add the following text to end of "7.3.1.17 Extended Capability Field" (in P802.11E-D2.0): 

Access points that support temporary MAC addresses shall set MAC Anonymity subfield to 1 within transmitted Beacon or Probe Response management frames.

Reserve bit 0 (TBD) of Extended Capability Field as "MAC Anonymity" subfield.

[Note to Editor: If there are free bits in Capability Information element then use one of those instead of Extended Capability element.]

7.3.2 Information Elements

Add the following clauses after clause "7.3.2.17 RSN Information Element (RSNE)" 

7.3.2.18 Temporary MAC Address IE

The Temporary MAC Address IE carries information required for implementation of the temporary MAC addresses. The information elements are included in Association/Reassociation Request/Response management frames. Subtypes inside the information element define request-response pairs in the temporary MAC address operations. The subtypes and purpose of the subtypes are described in the clauses 7.3.18.1 – 7.3.18.4. The receiving station shall ignore the information elements with subtype "Reserved".


[image: image9.wmf]Element ID

Length

1

1

Octets

IE subtype

1

Parameters

>= 0

b0

b7


Figure xx – Temporary MAC address element format

	Subtype ID
	Subtype

	0
	New Address Request

	1
	Address Grant Response

	2
	Address Renew Request

	3
	Address Reclaim Request

	4 – 255
	Reserved


7.3.2.18.1 New Address Request

The New Address Request subtype of Temporary MAC Address IE requests a new temporary address from the access point. Request ID field shall be initialised with random 32-bit value.
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Figure xx –New Address Request subtype element format

7.3.2.18.2 Address Grant Response

The Address Grant Response subtype of Temporary MAC Address IE is a positive response transmitted by an access point to the requests related to temporary MAC addresses. The information element contains a temporary MAC address, a lease period and a request identifier field.

The lease period field indicates the duration of the lease for the granted address in seconds. The lease period shall be greater than zero.

In a response to a request for a new address, the Request ID field shall be copied from the Request ID field of the New Address Request element. In a response to Address Reclaim Request, the Request ID field shall be set to zero.  
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Figure xx –Address Grant Response subtype element format

7.3.2.18.3 Address Renew Request

The Address Renew Request subtype of Temporary MAC Address IE is issued by the station to request renewal of the lease for an existing temporary MAC address.
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Figure xx –Address Renew Request subtype element format

7.3.2.18.4 Address Reclaim Request

The Address Reclaim Request subtype of Temporary MAC Address IE is transmitted by the station for attempting to reclaim an expired address that has previously been used by the station. The request carries the MAC address to be reclaimed.


[image: image13.wmf]Element ID

Length = 7

1

1

Octets

IE subtype = 3

1

MAC address

6

b0

b47


Figure xx – Address Reclaim Request subtype element format

10.3 MLME SAP interface

[Note to Editor: There are some changes to the SAP interface due to temporary MAC addresses. Details TBD.]

11. MAC sublayer management entity

11.1.3.2.2 Active scanning procedure 

Add text to the end of the clause "11.1.3.2.2 Active scanning procedure":

If temporary MAC addresses are in use and the STA does not a have valid temporary station address then the STA shall select a temporary probe address for outgoing Probe Request management frames as described in the clause 11.5.3.1.

11.3.1 STA Association Procedures

Add note that 11.5  defines Temporary MAC Address procedures in detail. 11i will rewrite 11.3.1 and 11.3.2 completely.

11.3.2 AP Association Procedures

Add note that 11.5 defines Temporary MAC Address procedures in detail. 11i will rewrite 11.3.1 and 11.3.2 completely.

Add new clause "11.5 Temporary MAC address management":

11.5 Temporary MAC address management

This clause describes how the temporary MAC addresses are used within the network.

11.5.1 Temporary MAC address (informative)

Temporary MAC addresses are used for hiding the identity of the user in order to provide higher level of user anonymity. The MAC address is visible in all WLAN packets. Because WLAN devices are typically personal, this enables wireless observers and local radio network operators to collect history and profile data from wireless users. This poses a privacy breach especially on public access networks.

It is the responsibility of the access point and the network to allocate temporary MAC addresses on the request of a station and to guarantee that the allocated addresses are unique within the ESS, DS and WM. It is essential for correct operation of the MAC protocol that the station addresses are unique.

The station uses a temporary probe address (TPA) for probing and issuing association request before obtaining a network-assigned temporary station address (TSA). TPA is self-assigned by the station from a reserved subset of the Temporary MAC Address space. The TPA may only be used by the station for issuing probe requests and association requests and may only be used by the access point to issue probe responses and association responses. Since the address is self-assigned there is a small but finite risk that two stations will use the same address at the same time. Collisions are very unlikely as the probe address space is used for initial discovery of the networks and associations and for reclaiming of an expired address. Separated address spaces for temporary probe addresses and temporary station addresses remove the risk of address collisions with terminals actively associated with an AP.
The station requests a new TSA by including a request for a new address in the association request. The station uses a TPA in the association request. The use of TPA is restricted to probing and associations and the access points do not allow them in other cases. The access point delivers a unique TSA allocated by the network to the station in the association response frame. The association response is sent to the TPA used by the station in the request frame. The request for a new address carries a random identifier selected by a station. The identifier is copied to the response frame and compared at the receiving station for the purposes of matching correct request-response pairs in the event of TPA collision.

The lease period for which the address is reserved for the station is defined when the address is granted or renewed. The station may not use the temporary address after the lease has expired. When the lease expires, the access point disassociates the station and releases the address. The station can request a renewal of the address before the lease expires. If the renewal is successful, the access point responds with a new lease period.

If the address expires for some reason, the address reclaim can be attempted. The station can try to reclaim the address from the network by sending a request to an access point in an association request. The station uses a TPA for the reclaim process. The access point sends a response with success or failure message. The reclaim is successful if the address was not in use when the reclaim request was received. Failure occurs if the address is in use. 

The operation of roaming within an ESS is not changed by the use of temporary MAC addresses.

Figure xx shows the state diagram for temporary MAC address life cycle. States are defined as:

· State 1 - Unallocated: The station has no valid temporary station address allocated by the network. Station uses temporary probe address.
· State 2 - Allocated: The station has a valid temporary station address allocated by the network.

· State 3 - Unallocated: The address allocated for the station has expired. The station uses a temporary probe address for attempting to reclaim the previously allocated temporary station address.
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Figure xx – State diagram for temporary MAC address life cycle

11.5.2 Temporary MAC address procedures

11.5.2.1 Discovery of temporary MAC address support

The station can use passive or active scanning to identify the support for temporary MAC addresses. The station can use passive scanning and learn which networks support the temporary MAC addresses based on Beacon messages that have the "MAC Anonymity" capability bit set. Alternatively, following procedure shall be used for active scanning when the station does not have valid temporary station address:

1) Station selects a temporary probe address (TPA).

2) Station sends Probe Request(s) using the TPA.

3) Access points send Probe Response frames as a response to received Probe Requests. The "MAC Anonymity" capability bit shall be set if the access point and the network supports temporary MAC addresses.

4) Station sends Acknowledgement control frames for correctly received Probe Responses using the TPA.

Access points that support temporary MAC addresses shall advertise the feature in Beacon and Probe Response management frames by setting the "MAC Anonymity" capability bit to 1.

11.5.2.2 Allocation of temporary MAC address

Station shall use following procedure for allocating a new temporary station address (TSA):

1) Station uses procedures of clause 11.5.2.1 to find a network that supports the temporary MAC addresses. The STA shall continue with the allocation procedure only if the target network supports the temporary MAC addresses.

2) Station selects a TPA. If the feature discovery used active scanning, the same TPA can be reused.

3) Station selects a random Request ID.

4) Station sends using the TPA an Association Request containing Temporary MAC Address IE of subtype New Address Request to the target access point. The information element indicates that the station is requesting a new temporary MAC address.

5) Access point uses the network to allocate a temporary MAC address that is unique within the ESS and DS. The temporary address prefix shall be the ESS prefix of the ESS. The mechanism the access point uses to allocate the address is out of scope of the standard.

6) Access point sends an Association Response to the station to the TPA. The Association Response includes the Temporary MAC address IE of subtype Address Grant, which contains the new TSA and the Lease period parameter. The Request ID value of the New Address Request is copied to the response.

7) Station shall compare the Request ID value from the received response with the Request ID selected at the step 3. If the values match the station continues to the next step. If the values do not match the station has detected a TPA collision and shall select a new random TPA and proceed to the step 3.

8) In order to complete the association procedure, the station shall make sure that the access point has correctly received the Acknowledgement frame as a response to the Association Response frame before discarding the TPA. There are two implementations depending on the capabilities of the station:

a) The station can handle multiple unicast receiver addresses. The station uses both TPA and TSA in parallel for the period of Association Timeout. The TSA is taken into use immediately as primary address. If retries of the Association Response frames are received to the TPA, the station shall send Acknowledgement frames to the access point. The TPA shall be discarded after the Association Timeout period has expired.

b) The station can handle only one unicast receiver address. The station waits for the period of Association Timeout before replacing the TPA with the TSA for its station address. If retries for the Association Response frames are received to the TPA during that period, the station shall issue Acknowledgement frames to the access point.

Transmission of acknowledgement frames and retransmissions of the frames are not shown since they are identical with the case of the static MAC addresses until the step 8 where the MAC address changes. Timeouts are as for normal association procedure. 

Error cases:

a) In case the allocation of a new TSA fails, the access point shall reject the association request with the status code 17 "Association denied because AP is unable to handle additional associated stations". The response shall be sent to the requesting TPA.

b) The station shall check that the Association Response frame from the access point carries the Temporary MAC Address IE. In case the IE is missing, the AP does not support the feature and the station shall disassociate using the TPA.

11.5.2.3 Renewal of temporary MAC address

The temporary station address remains allocated to a station only for the duration of lease time. If the station wants to hold the address for a longer period, following renewal procedure shall be used:

1) Before the lease period expires, the station shall transmit Association or Reassociation Request frame that contains Temporary MAC address IE of subtype Renew Request to an access point.

2) On reception of a renewal request, the access point shall transmit Association or Reassociation Response frame with Temporary MAC address IE of subtype Address Grant in case of successful renewal of an allocated temporary station address. The information element carries the TSA and the new lease period.

The station address does not change in the process and all frame transmissions, retransmissions and timeouts obey the normal rules.

Error cases:

a) If renewal is attempted for expired or unallocated address, the access point shall transmit Association or Reassociation Response with the status code 28 "Renew failure due to unallocated address".

b) If the source address of the request carries a temporary address prefix other than the ESS prefix configured to the access point, the access point shall transmit Association or Reassociation Response with the status code 27 "Invalid address".

c) The station shall check that the expected Association or Reassociation Response frame for the renewal request carries the temporary MAC address IE. In case the element is missing, the access point does not support the temporary MAC addresses and the station shall disassociate using the TSA.

11.5.2.4 Reclaiming of expired temporary MAC address

If the station has been unable to renew the lease for some reason and the lease has expired, the station shall use the following procedure for attempting to reclaim the same TSA:

1) Station selects a TPA for use during the reclaim process.

2) The station sends an Association Request carrying Temporary MAC Address IE of subtype Reclaim Request. The information element shall contain the TSA to be reclaimed.

3) The access point shall check that the requested TSA is unallocated and that the temporary address is valid. Validness check shall at least include the checking of the temporary address prefix against the ESS prefix.

4) The access point sends Association Response frame with Temporary MAC Address IE of subtype Address Grant containing the TSA and the lease period.

5) Station shall not discard the TPA before ensuring that the access point has received the Acknowledgement frame for the Association Response frame. There are two implementations depending on the capabilities of the station:

a) The station can handle multiple unicast receiver addresses. The station shall use both TPA and TSA in parallel for the period of Association Timeout. The TSA is taken into use immediately as primary address. If retries of the Association Response frames are received to the TPA, the station shall send Acknowledgement frames to the access point. The TPA shall be discarded after the Association Timeout period has expired.

b) The station can handle only one unicast receiver address. The station waits for the period of Association Timeout before replacing the TPA with the TSA for its station address. If retries for the Association Response frames are received to the TPA during the period, the station shall issue Acknowledgement frames to the access point.

Transmission of acknowledgement frames and retransmissions of frames are not shown since they are identical with the case of the static addresses until the step 5 where the MAC address changes. Timeouts are as for normal association procedure. 

Error cases:

a) If the reclaim is attempted for an allocated address, the access point shall transmit Association Response frame with the status code 29 "Reclaim failure due to allocated address".

b) If the reclaim is requested for an address with a different temporary address prefix than the ESS prefix configured to the access point or the address fails other checks enforced by the access point or the network, the access point shall transmit Association Response frame with the status code 27 "Invalid address".

c) The station shall check that the expected Association Response frame for the reclaim request carries the Temporary MAC address IE. In case the IE is missing, the AP does not support the feature and the station shall disassociate using the TPA.

11.5.2.5 Address expiry
Access point shall transmit Disassociation notification with the reason code 18 "Disassociated due to address expiry" if the lease for a TSA expires and the TSA has an active context in the access point. After address expiry the station may use the reclaim procedure for attempting to reclaim the address.

11.5.3 Address selection procedures

This clause describes how different temporary MAC addresses are generated. Format of the temporary addresses is described in clause 7.1.3.3.8.

11.5.3.1 Selection of temporary probe address

Station shall use the temporary address prefix of 255 when constructing temporary probe addresses. The station specific part of the address for the temporary probe addresses shall be generated randomly by using good source of randomness.

11.5.3.2 Selection of temporary station address

The access point shall obtain a temporary station address by a method out of the scope of the standard. The temporary station address shall have following properties:

1) Temporary station addresses assigned by the network shall have the temporary address prefix equal to the ESS prefix of the ESS.

2) The station specific part of the address shall be unique within the ESS.

Uniqueness of the ESS prefix among the ESSs sharing the DS and WM guarantees that the station addresses are unique if the preceding rules are obeyed. It is recommended that the station specific part of the address is selected randomly using a good source of randomness so that in case of an ESS prefix collision the probability of the address collision is minimized. 

11.5.3.3 Selection of ESS address prefix

The ESS prefix is a configurable parameter of the ESS that is used by the network in the process of generating unique temporary station addresses. Entity responsible for the address generation in an ESS shall use the ESS prefix that is different compared to all other ESS prefixes used within the shared DS and WM.

Allowed values for the ESS address prefix are 0 – 254. The default value derived from the SSID shall be used unless overridden by manual configuration. In case of ESS prefix collision in shared DS or WM, the collision shall be resolved by manual configuration. 

Default value for the temporary address prefix shall be determined from the SSID by following method:

Default prefix = (16 leftmost bits of SHA-1(SSID)) mod 255
When calculating default prefix, the SSID is represented as defined in clause 7.3.2.1, excluding the Element ID and Length fields. The "mod" denotes modulo operation, which used to calculate the remainder of an integer division. In other words, the SHA-1 hash code of the SSID string is computed and the result is truncated to 2 bytes. The truncated result is divided by 255. In the integer division, the truncated SHA-1 result shall be interpreted in network byte order, i.e. the most significant byte first. The reminder of this integer division is the ESS prefix. The purpose of the modulo operation is to ensure that the prefix is between 0 and 254, as the prefix value 255 has been reserved for the temporary probe addresses.

[Note to Editor: Some MIB changes are needed, notably the addition of ESS Prefix. Details are TBD]
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