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Abstract

Fixed MAC addresses cause a serious identity privacy breach especially in public access networks. Globally unique addresses enable an observer to collect history and profile data of wireless users. This paper proposes the use of temporary MAC addresses instead of static MAC addresses to solve this problem.

1 Introduction

Current wireless stations use globally unique fixed MAC addresses. The MAC address is visible in all WLAN packets. It is also revealed in the Calling-Station-Id RADIUS attribute, if the access point uses RADIUS to communicate with the backend authentication server. Because WLAN devices are typically personal, this enables wireless observers, the local radio network provider and RADIUS roaming network to collect history and profile data from wireless users. This is a serious privacy breach especially on public access networks.

This submission proposes using a random temporary MAC address instead of the fixed address to solve the privacy problems. Because the fixed address is not used at all, it is not revealed to any observers. The proposed solution implies minimal changes to IEEE 802.11, as it only adds new functionality in scanning and association phases and requires a check for BSSID when receiving data frames. This paper describes a solution for infrastructure Robust Security Networks (RSN) although the same principle could be applied on IBSS and legacy IEEE 802.11 networks as well.

2 Temporary MAC Addresses

2.1 Obtaining a Temporary MAC Address

Suppose an STA wants to use temporary MAC address for anonymity. When starting from scratch, the procedure for obtaining a temporary MAC address is as follows:

1) Station selects a random MAC address from Probe Address Space using a good source of randomness.

2) Station sends Probe Request to AP.

3) AP sends Probe Response carrying ESS Address Prefix IE identifying that the AP supports temporary addresses.

4) Station sends MAC level ACK to AP.

At this point the STA knows which networks support the use of the temporary addresses. The STA shall not send an Association Request with a temporary MAC address to an access point which does not indicate temporary address support in Probe Responses. It also knows from the ESS Address Prefix information element how to construct a valid address for use in a particular ESS. The ESS address prefix can be used for differentiating between several ESS that share one DS.

5) Station selects a new MAC address using ESS Address Prefix and a good source of randomness.

6) Station sends association request.

7) AP sends MAC level ACK using new address.

8) If the AP sees that the address is free then Association Response indicating success is transmitted. On the other hand, if the AP sees address already used then no Association Response is transmitted and the station must select new address after timeout (go back to the step 5).

9) Reception of Association Response indicates to the STA that the newly selected MAC address passed the uniqueness check and therefore is valid for use.

MAC address selection procedure is parallel with the association process. If the AP sees that the address is already in use in the ESS it does not continue with the association procedure. If the address is free and therefore valid, the association procedure is carried out in normal way.
2.2 Frame Reception

Uniqueness check carried out by the AP (and DS) guarantees that the temporary MAC address is locally unique. Same address may be reused in overlapping WLAN networks providing DS is separate. Therefore on receipt of a data frame, a wireless station that uses a temporary MAC address must verify that both the destination MAC address and the BSSID are correct. If BSSID does not match, then the packet must be ignored because it most likely belongs to another client on another WLAN network. Selection of unique ESS Address Prefix within the local wireless medium also prevents collisions.

2.3 Address Space for Temporary Addresses

It is proposed that locally administered unicast MAC addresses are used as temporary addresses. Changing part of the temporary address is divided into two parts: ESS Address Prefix and random part.
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Bit 1 of octet 0 (I/G bit) of IEEE MAC address decides between unicast and multicast, 2nd bit is for locally or universally administered addresses (U/L bit). Other bits of octet 0 are set to zero. These bits can be used for future extensions.  

2.3.1 Probe Address Space

Subset of the locally administered unicast addresses is reserved for probing before obtaining confirmation from an AP for uniqueness of the selected temporary address. STA shall use an address from the probe address space when scanning the networks before acquiring a valid temporary address from successful association. After the STA has received a valid temporary address, STA can use the temporary address as well as an address from the probe address space for probing. However, STA shall be capable of receiving frames to the valid temporary address even if it probes with an address from the probe address space.

It is proposed that ESS Address Prefix all ones (decimal 255) denotes Probe Address Space. The STA selects probing address randomly from the probe address space. The STA may select a different address for each probe request. 

Using unicast addresses from probe address space works with any legacy equipment while removing the risk of address collisions with terminals actively associated with an AP. Collisions are very unlikely as the probe address space is used for initial discovery of the networks only. 

2.3.2 Address Space Selected by ESS Address Prefix

For temporary addresses to work it is required that they are unique within DS which can be shared by several ESS. By configuring different ESS Address Prefix for each ESS the requirement for uniqueness within DS can easily be met given the addresses are unique within each ESS. Requiring uniqueness check within ESS is far simpler than requiring the check to span several ESS.

ESS Address Prefix is useful in cases where the wireless medium is shared by networks administered by multiple organizations and it is not feasible to implement the uniqueness check for temporary addresses in all local networks. The address prefixes can be manually set to unique value during the network installation phase after survey of prefixes used by the existing networks.

Each ESS is configured with (locally) unique ESS Address Prefix, which is used in all temporary addresses within the ESS. The access points shall derive a default value from the SSID. TBD: Specify a mechanism (such as a hash function) to derive the default ESS Address Prefix from the SSID. The default value is used unless it is overridden manually. ESS must not be configured with the Probe Address Space prefix.

2.4 Temporary Address Lifetime

A temporary address is assigned to STA upon first association. Association shall only succeed if the address is not in use in the ESS. The temporary address is part of the “context” that is created for the STA and the address is released when the context is deleted, for example upon protected disassociation or expiration.

When a temporary address has been assigned to a terminal, the same address cannot be used in any regular associations until the context is deleted from the ESS. Protected re-associations (fast handovers) can be performed because they include proof that the roaming station is the same station as the originally associated station. Hence, even the original STA can only re-associate, not associate from scratch, with the assigned MAC address. The rationale is to prevent MAC address stealing attacks described in [1]. 

If a station with a temporary address wants to do a new full association, then the station has to pick a new temporary MAC address. As the station will not receive data frames destined to the old MAC address, this will break any active sessions at the higher layer.

2.5 Verifying MAC Address Uniqueness

Upon receipt of an association request from STA, the AP shall verify that the source MAC address is not in use in the ESS. The following steps are performed. 

1. STA sends an Association Request to AP

2. AP checks the ESS Address Prefix in the proposed temporary MAC address equals the ESS Address Prefix AP advertises in Probe Responses. If the ESS Address Prefix is not correct, AP silently discards the Association Request.

3. AP checks if the address is in use in one of its STA “contexts”. AP only needs to proceed if the address is not used by a STA associated with AP. If the address is in use, AP silently discards the Association Request.

4. AP finds out if the MAC address is used by a wireless station associated with another access point of the local ESS. The method is not specified in this document. 

The method used in step 4 is not in the scope of this submission. A similar method may be required to solve the MAC address hijacking problem described in [1]. Some vendor-specific inter access point protocol implementations may already include such methods.
3 New Information Elements

3.1 ESS Address Prefix IE

ESS Address Prefix information element is transmitted in Probe Response messages from AP to STA. ESS Address Prefix should be configured to AP so that it is same for all APs in one ESS while different with ESS Address Prefixes for other ESS sharing the same DS or wireless medium. ESS Address Prefix = 255 is reserved for probing.
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4 Standard Clauses Affected by the Temporary MAC Address Proposal

5.4.3.3 Privacy

Add text to describe the support for user anonymity through changing MAC addresses.

7.1.3.3 Address Fields

Add new clause to describe concept and format of temporary MAC addresses.

7.2.3.9 Probe Response frame format

Addition of ESS Address Prefix IE.

7.3.2 Information Elements

Add a definition for ESS Address Prefix IE.

11.1.3.2 Active Scanning

Add text for requiring use of address selected from the address space reserved for the probing if STA does not have a valid temporary MAC address confirmed by successful association with an AP.

11.3.1 STA Association Procedures

STA association procedure to be modified so that association procedure includes the MAC address selection and the request frame is transmitted using the newly selected temporary MAC. Should we define the MAC address selection somewhere else? It is anyhow tightly coupled to the association.

11.3.2 AP Association Procedures

Addition of address collision detection and subsequent actions.
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