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Abstract

This document contains the notes from the March 11-15 Plenary Session

1.0 Review of TGI Preliminary Agenda – Chair

Chair’s Status

Monday:Editorial & Technical presentations and motions to take us to letter ballot

Tuesday: AES Presentation and motions 8 AM fixed start time

Discussion and motions for letter ballot

Attack du Jour discussion

Thursday – Prepare for next meeting

Q: Does attack du jour mean 802.1X – 

A:Yes

Q: When do you plan to have a discussion with .1X

A: Can’t have it tonight. Chair will invite T. Jeffries Tuesday night

Q: Concern that they are not taking our needs into account

Q: Concern – when to have discussions on AES section edits? 

Try to go to letter ballot on Wednesday. Still have Friday to work towards if we can’t make Wednesday.

Q: Is there time to discuss presentation on alternate authentication technologies?

Monday or Tuesday? Thursday doesn’t work. Discussion should happen before letter ballot.

Chair: Need text beforehand if want to include it in the letter ballot. Is it realistic?

Would propose to move to Thursday.  Let’s see when we list out all the presentations.

Chair: Any objections to the agenda

No objections. Agenda adopted.

2.0 Monday Afternoon: First Agenda Item

Chair: List of submissions:

178 – Jesse (1)

222 – Alan (2)

151 – Tim Moore Changes to Information Elements (3)

145 – Bob Moscowitz – Proxy Pre-Authorized Roaming; Plan for Thursday(b)

202 – Carlos Rios – Alternate RSN Proposal – Today. (4)

204 – Descriptive text of 202

Submission – Bill Mcintosh – Cascading – Thursday ©

140 – Chesson, et al – Thursday(d)

201 – Marty Lefkowitz – Context Leasing – Thursday (e)

Submission – Stefan – Public Access Wireless LANs (a)

Submission – Arbaugh – Tuesday

144- Dorothy/Onno

1 – Russ – Update to CCM

256 - Rogaway

Chair: Can this wait until Thursday?

A: Want to have discussion early, but don’t have text.

A: Need to agree on text

A: Can put it off until Thursday. 

Chair: Can put it off until Thursday, will make statement about the fact that

This version of the draft won’t affect this.

A: Need to go to letter ballot, expected to go to letter ballot by the industry

Chair: Agree

A: IBSS case, there will be holes. This argument applies to that also.

Discussion and agreement on the order of the presentation.

Main Presentation – Jesse Document 178

Jesse: Folks should get the document and read it. There are a few sections of normative changes. Many editorial changes.

Q: Where do I get the text if I can’t get it off Neptune.

A: Flash cards.

Since the Dallas meeting, large adhoc group meeting to draft changes to section 8.

Had interim meeting in Santa Barbara. Worked through TKIP and keying. This document is an attempt to make clear what is in clause 8.

List of clauses which make normative changes. Will need to vote on these together or separately.:

TKIP State

TKIP MIB Attributes

Key Hierarchy

Master Key Derivation

Rekeying hierarchy

Packet sequence counter exhaustion

Coordination of key updates

MAC function

Temporal key processing Rules

PRF

EAPOL-KEY description

TKIP State. This is new. The WEP state in inadequate to discuss the algorithms which are needed. We created new MIB variables which are more related to TKIP. Receive and transmit addresses. There is a key mapping table. Created all the state variables to map to the default key entries. Boolean flags for enable transmit and enable receive – used for re-keying.

Discussion on any of the changes?

Q: Is the array two dimensions? One dimensional? 

A: Don’t know. When we write the MIB, will determine this. 

Comment: Still need to align the structures between TKIP, AES and WEP.

Comment: Countermeasures need additional specification.

TKIP MIB Attributes, clause 8.3.1.2.4.5

Mirror WEP decision tree. In Santa Barbara, we looked at the section for WEP, and decided it wasn’t appropriate for TKIP. Need to go through it.

Starting with 8.3.2.3.3, key & key derivation is discussed. This is all new text. Text in 1.8 was adopted in Dallas as informative. Do we want to adopt this new text as normative or informative? If we think we are going to make huge changes, then keep it as informative. 

Changes in terminology – pair-wise and group keys. 

Master key gets distributed. From this master key, various other keys are derived. Transient key gets chopped up into pieces. There is a key hierarchy for both group and master keys. Use a pseudo-random function to manufacture keys from the master keys.

Difference from last time: now generate only keying material that is needed.

8.3.2.3.4 – How you get the MSK in a variety of cases – RADIUS, pre-shared static key, another AP if moving between APs. 

Q: Another case to be recognized – no RADIUS server

Q: Have we pulled together the requirements for EAP methods? 

A: Not really. Need to do this.

Discussion: Do we have different assumptions about what the authentication method would provide. 

1. Unique key every time. 

2. AS and STA agree on key in secure way, immune from eavesdropping and man-in-the-middle attacks.

8.3.2.3.4.2 – How to generate the group key.

8.3.2.3.5 – Re-keying hierarchy

Can Niels take a look at this? Check that it is consistent with what Niels had recommended. 

Want 256 bit keys, since need to achieve 128 bit. 

8.3.2.3.5.2 – Pairwise transient keys

Comment – there is a glossary at the end of the document for people to refer to.

8.3.2.3.6 – Packet Sequence counter

May change this.

8.3.2.3.7 – Re-keying Specification, including coordination of key updates. 

Also added definitions of the variables in the state machines.

Also provided examples of scenarios. Many cases described. 

8.3.2.3.8 MAC functions – includes discussion of MIB variables needed. Need to link to TKIP/AES requirements. Don’t overload the WEP variables.

8.3.2.3.10 PRF – New PRF from Niels, to address his concerns.

8.3.2.3.11 – New Key Descriptor – Need to coordinate with Tony Jeffries. Either .1aa

gives us a number and we define it, or we give this text to .1aa.

Q: Is a new EAPOLKey descriptor needed?

A: Yes.

Q: Where are the MIB variables implemented?

A: These are MAC variables, no impact to the authentication server.

Comment: Discuss now, and have vote on it later this evening. 

Q: Should we update this prior to the voting? 

A: Sure, suggest the changes now, if minor editorial changes, can make comments during letter ballot process too.

Q: Need to look at the payload?

.1X messages are encrypted when there is a key present. If you have a packet, and no keys, send in the clear. Still looking.

Q: How do I get the document that this is changing? IEEE is in the business of selling the standards. Copyright violation to distribute to non-voters, or nearly voters. 

A: Previous documents is on the private area of the website.

A: Submission is available, and on the public website.

Q: Is text in 1.8 still valid? 

A: This document will replace section 8 of 1.8. Needed to clarify and re-organize the previous text.

Q: Can Tim incorporate 802.11 formatted state machines?

A: Jesse has the power to change re-formatted but not re-defined.

Q: Will editor’s comments remain in the draft?

A: Plan to leave them in.

Q: If they stay in, likely to get no with comment rather than “yes”

A: Still need to resolve the comments.

Second Presentation Monday Afternoon– Alan Chikinsky –

Comments on Draft 1.8 Editing Changes

Comments: Took out terms like “low-cost”, tried to simplify, removed RSN in some places, 

Issue: must be backwards compatible. Need to clearly differentiate rationale and requirements. How to implement a pre-99 system? Need to specify WEP too.

Q: How to proceed? 

A: If these are editorial changes, work with Jesse offline. 

Comment: People should read through the comments.

Q: Are these comments against 1.8 or Jesse’s draft?

A: These comments are against 178, not 222. On Neptune submissions.

Q: Can you say that all of these comments are editorial?

A: Believe they are all editorial. Intent is to make editorial changes only.

Chair: Any objection to breaking early for dinner?

Meeting adjourned until 6:30.

3.0 Monday Evening

Jessie Walker is recognized to present motion.

Motion by Jessie Walker:

I move to instruct the editor to replace the text of clause 8 in draft 1.8 with the text of doc 11-02/178r0

Seconded Ono Letanche

Comment: Making the motion to reflect the intent of all the people who have worked on this.

Comments: Talk against the motion. He has presentation to provide “massive” reconstruction. He feels it is premature to adopt the text at this time.

Q: Clarify status of text intended.

A: Intends it to be normative text

Cmt: Advise against making normative because there is more changes to come and this will slow down changes in the future

Q: Is current clause 8 normative?

A: Yes except for the keying stuff

Chair: In the past we have made things informational as a method to get stuff in but advise against this in this case. It should be normative.

Comment : In the interests of multi-vendor interoperability clause 8 must be normative

Vote :

Motion passes 26 : 1 : 2

Presentation by Tim Moore

Information element changes to Tgi : 02/151r0

This was done because there was ambiguity in the way information elements were described in previous draft.

Idea to collapse all the information elements into a single “RSN” element

New idea to advertise how many keys are supported by the device

Currently no way to specify cipher / authentication suites – therefore change to MLME-Start to add this information in primitive.

Propose to add the text in 02/151r0 into the draft.

Questions:

Q: Is document on server?

A: Yes it is in pre-meeting directory

Q: What does it mean “number of keys” is that number of stations?

A: No this is number of keys supported on that station

Cmt: but if you are RSN station [isn’t this implied]

A: no it does not current say that you have to support pair keys. Station and AP must put this information into the beacon.

Q: Don’t understand why this matters at the station side – only matters at the AP

A: Advertises how many keys it supports not how many keys it has.

Cmt: but station is setting up keys based on instructions from AP

A: But how does AP know what to do. AP doesn’t know whether station supports pairwise keys or not.

Cmt: But AP could tell station how to use its available keys.

Cmt: But station should not attempt to associate to AP if it doesn’t believe it can support the keys of the AP

A: But AP could change it mode of operation when it discovers station only has group keys. But then it needs to know whether station supports it

Cmt: Only solution is to make it so the station can map its keys to pairwise on demand but we decided that this was not acceptable. 

Cmt: Problem is that some station might not be able to support both pair-wise and group keys

A: but 802.11 mandates use of four keys

Cmt: All stations and APs support four keys. These can always be specified to be either pair-wise or group keys

A: But this is not true for IBSS case. Then you have the advertise number of keys

Cmt: Would like it to be clear that stations do not need to advertise this in the ESS case

A: This works is assumption is that stations that do not support pairwise keys simply map these to group keys

A: Do we ever want to support multiple group keys on AP. In this case it doesn’t know whether the station could support this. Taking away the ability of the station to advertise takes away the ability to expand in the future

Cmt: Well then we shouldn’t have to use it until we need to.

Cmt: AP can just specify the key ID to use. Station doesn’t care whether it is key-map or default.

A: This means you make the key ownership much more complicated. We would have to double the number of states in the state machine

Cmt: We are just taking advantage of the fact that we know there are four default keys

A: Yes but you are assuming an ESS

Cmt: OK but if you are accounting for IBSS – this needs to be figured out before committing to this.

Cmt: How can you do the mapping to n keys?

A: this is done internal. Externally you still use the key-id bits but in IBSS case this could be mapped to large key table by indexing through MAC address

Cmt: Small percentage of stations don’t support two pairwise keys

A: So should we bring a motion to not support stations that support group keys only

Cmt: No you need to allow people to support group keys only

A: If you can support either case how does the station know what to do

A: Ok Question is AP can support pairwise and group keys. If a station comes up that can support only group keys is it allowed to join? This is the key question.

Q: We agreed in AP case it doesn’t really matter

Q: If AP is supporting stations and they are all supporting pairwise then broadcast go out with group key. Then if station only supports group keys would they go on the broadcast keys or would there be separate group key for unicasts?

Q: Since there is so much debate is it worth bringing the motion?

Cmt: Maybe modify the motion to include everything except the number of keys

Motion: To incorporate document 11-02-151r0-I- “Information element changes to Tgi draft 1.8.doc” into the Tgi draft except making the unicast suite count and the authentication suite count two octets in size and deleting the dpair and apair items from the information element.
Moved by Tim Moore

Seconded: Dorothy Stanley

Motion Passes 24 : 0 : 6

Presentation by Carlos Rios

“A Comprehensive, Simplified Alternative RSN Proposal” 11-02-202r0-1

Believe there are substantial problems in existing proposal

This proposal is much simpler and solves all problems

Currently group is intending to put out draft and “punt” to rest of the group. Believes that group will throw it back. Believes that it will never work.

“pseudo text” for new proposal is available and could be made into new draft this week.

RSN should be extended to cover IBSS and Simple infrastructure networks

Q: on Slide 8: where is the liveness?

A: In the Nonces

Q: Where are the Nonces?

A: Well they’re not shown on the slide but they’re in the text

Summary:

This consists of retooling the stuff we have

However this is a big change

If there is any interest please read the text

Think it is a valid maybe compelling alternative

If people like it maybe it could go to letter ballot

Q: Could adversary spoof the AP by issuing beacons?

A: This is really a DoS attack because you don’t know the master key

Cmt: but this means you break traffic when reassociating

A: Yes but in a wireless system you are reassociating all the time

Cmt: Don’t know any stations that can associate in 1 ms

A: No reason why it can’t

Cmt: Associations are not acked so get overwritten by other packets

A: But you get disassociated all the time

Cmt: disagree. Current APs take a long time to set up state

Q: If you have extended IV why need to disassocate at all

A: But your disassociate every ten minutes now

Cmt: No station don’t currently diassacoiate now that’s not true

Cmt: But if you disassociate from AP AP drops packets

Cmt: currently disassoc means AP drops entire state. You are assuming AP keeps state after disassoc – this is a 802.11 state machine change

A: This is implementation issue

Cmt: no it is not – it is 802.11 issue

Cmt: Disassoc. will cause session breaks. You can’t guarantee that you can get back right away

A: Well if you are exhausting IV you have a lot of data going on anyway (??)

Cmt: What reasons for disassoc other than IV exhaustion

A: Also roaming

Cmt: You are moving the group master key to everybody

A: Yes. Transmitted in encrypted form

Cmt: What if I’ve left the company. I can still access because my master key is still valid

A: no mstr key is derived from nonce

Cmt: OK so how do you revoke station who has master key?

A: example : you associate and you get your pairwise key.

Cmt: But my company never closes down its network

A: Ok then you get a new key every time (??)

Q: Now do you get your initial credential?

A: Read the book about how to do back end authentication (??)

Q: But if you change the group key you have to make all the stations reassociate

A: Yes but dealing with disgruntled employee is not job of 802.11i

Cmt: This proposal does not prohibit 802.1x from being used on top

No motion presented at this time.

Tomorrow 8am discussion on AES.

Any objection to recess?

No objection meeting is recessed

4.0 Tuesday Morning

Chair: There is not enough time to incorporate the text from yesterday in time for vote on going to ballot today. This vote can be taken on Thursday for presentation to Friday’s plenary.

Floor open to discussion. Niels Fergussen presenting verbal comments

He has published an attack on OCB. He observes that Phil Rogaway is aware of this attack already. At current data rate this attack is not so significant but in future this might become a problem if very large data rates come in.

Q: You seems to be overstating the impact of this attack because it is attack on authentication not encryption and require huge amounts of data

A:  In my opinion breaking the authentication is worse than breaking the encryption and we have to think about the future. Will Tgi last for 30 years? There were similar arguments when DES was invented but now there is a problem

Q: Would you characterize the paper as showing a bound to OCB or is it an attack on OCB

A: Depends on definition of attack. The attack is right at the security bound of the proof so we know it is no more secure than the proof. Main issue whether the size of data required for attack is relevant (i.e. it is so big)

Q: But maybe this is just showing that there is always a bound to any solution

A: Yes but I think we can do better

Q: This could also be fixed by the re-key approach but at slower rate than TKIP

A: Yes if you re-key problem is solved but re-key is big problem

Q: So one way to protect would be to put upper bound on data transferred

A: yes

Cmt: We don’t want to run into another WEP. So which route can we take to minimize risk. Can we expect surprises at lower amounts of data.

A: Attack is already at security bound so this doesn’t contradict the previous security claims of OCB

Q: Have there ever been any ciphers that have lasted 30 years?

A: Can’t think of any useful ones. DES is “pretty dead” Public crypto study has not been around for 30 years so not fair comparison.

Presentation by Phil Rogaway

“Some Comments on OCB and CCM” 02/156ar0

Talk mirrors a paper that was distributed recently called : “some comments on WHF mode” WHF is now called CCM.

When OCB first picked up by Tgi it was very new. Since then OCB has done well and there is a lot of follow on work. Purpose of presentation is to defend method against recent comments but more than that the purpose is to allow opportunity for group to ask questions.

Rogaway said that most of the technical objections that have been raised are not valid. He covers reasons for this in presentation. One valid issue is authentication of plaintext along with cipher text.

Main objection seems to be related to patent related concerns.

All the mode have a degradation of security when you get a large enough sample of data.

Slide 5:

Q: Can you explain how you got these numbers?

A: Let’s go over it off line

He believes that privacy is more important than authentication because authentication doesn’t matter after session ends but privacy issue continues as a problem if data is recorded.

He thinks technical objections are spurious and that it is all about patents.

Doesn’t understand this. There are 53 companies that have filed patent disclosure in 802.11 so why is there such a concern over OCB?

None of the IPR owners is trying to may it difficult to arrange licensing so why the concern? His interest is to get OCB widely used. It is not in interest of IPR holders to make this difficult now.

License is not charges to semiconductor vendor but collected from manufacture of products using the chips. Rogaway will place detailed IP standard on his web site.

Q: Is there a worry that this will be found to break later. Is this possible?

A: Not from crypto standpoint. Can’t speak for how it is applied in the standard.

Q: So if I am a silicon vendor and I sell to product guy in Taiwan and they sell to European OEM who pays license

A: Possibly no one because I only have a US patent

Q: In the last meeting we were told the IPR owners would get joint position. Is that done?

A: Negotiations in progress but no announcement today

Q: what about open source software

A: I would make it freely available for this if not for profit

Q: What about IBM do they agree

A: don’t know

Q: what about open source for profit?

A: not sure what that means – I’m not a lawyer

Cmt: Our concern is not you – it is the parade of lawyers than might follow

Q: would you consider relinquishing your patent to IEEE?

A: I would if this were somehow necessary but I don’t think it would solve the whole problem

Presentation continues from slide 8

Concern that approach is to glue together two we’ll known modes and assume that result is equally robust. However, he doesn’t believe this is valid conclusion. CCM is actually more complicated than it seems. The idea of pre-pending the length is something that appears to be a valid way to do CBC-MAC but it to some extent it is unknown. There is no proof in the literature.

Other issue is the sharing of the key in CCM. All the methods known for gluing encryption and authentication then using two keys is important. It is known that in many methods a common key breaks the security. It doesn’t mean this is a problem in all cases. However, this needs to be proved in this case.

There is a claim that CCM is more secure than OCB. He is not aware of any analysis that can support this claim. Some of the statements don’t make an sense – maybe these are unintentional statements.

Cmt: these statements were claims not results of proof.

Uncomfortable about the process by which CCM came about. Generally, cryptographic techniques which come out of standards groups are problematic. 

End of presentation

There are questions from the audience challenging statements made by Rogawau with regard to problem with MIC then Crypt vs Crypt then MIC. There is disagreement between members of audience about the validity of the published analysis in this area.

Q: Sounds to me like we have 20 years of experience of auth and encryption. In you presentation you say OCB doesn’t have advantage over separate auth and encrypt.

A: I believe that OCB is as good as separate Auth and Crypt. 802.11 probably doesn’t have a problem doing separate auth and crypt because speeds are relatively low.

Cmt: Initially CCM was drafted with two keys but switched to one key towards the end because we believes to be secure

Q: Does Niels attack give help in defining when to re-key

A: Not really – it is such a high bound anyway. If you want to be really conservative go with separate auth and crypt.

Presentation by Russ Howley

“AES Encryption & Authentication Using CTR Mode & CBC-MAC” 02/001ar1

Further presentation presenting further improvements and results of proof work for the method

Document has been reorganized to better serve purposes of cryptographic community and standards community.

Change to the way encryption is performed on the payload / MIC combination.

Proof is in progress. Not completed yet but there is a proof outline with all steps understood. This will be presented to crypto conference. Looks like it will have the same security bounds as OCB but proof will be less complicated than OCB (claimed by Howley)

Authors have explicitly released IP rights to public domain. Not aware of any other work prior to this that would have claims.

End of presentation

Cmt: If this was a used car and I was given it for free I would ask “what’s wrong with it”

A: Not totally free – no patent fee but harder to implement

Q: is there a difference in the overhead and packet size compared to OCB

A: No they are the same

Q: Will method when the keys are derived from the same key material will last 30 years?

A: Yes believe this. There is a proof that it is OK to use same key

Q: Is there a chance that IP-SEC will use CCM?

A: Can’t say precisely but we are advocating this. IP-SEC clearly want combined auth/crypt method. IETF is hostile to patents much more than IEEE so we are hopeful that CCM might get adopted. If it common between IP-SEC and 802.11 this could have cost advantage

Q: Putting the length up front is a problem for streaming environments where you haven’t got all the data yet.

A: Yes but this is not really a problem for 802.11 or IP-SEC

Q: Is the length value at the front necessary

A: Basically yes but depends on how you do things. Certainly needed in current approach.

Q: Could you comment of the implementation issues in silicon. How does it compare to OCB?

A: The first order for complexity is about the same. CCM is probably fewer gates but not very significant

Cmt: If you are trying to do counter mode at line speed you need two blocks compared to OCB but each block is smaller so it all comes out pretty equal.

Q: How many gates required

A: Depends on many factors. On the order of 10 – 20k gates

Q: Transmitter address is included but there is a question whether it should be TA or RA included

A: No the MIC is calculated over the whole header but mutable fields set to zero

Cmt: Note headers are variable length

Q: Is MIC per fragment or per frame

A: It is done at MPDU

Q: What are advantages over separate auth/crypt approach

A: We believe this is as good and separate approach and so the reduced key management seems like an advantage. If group is risk adverse then no problem to go to separate approach

Q: Do you think that two separate keys is safer?

A: No I think there is no improvement by using separate keys

End of questions

Meeting recesses at 9:55

5.0 Tuesday Afternoon

Presentation by Onno Letanche

Proposed Ti D1.9 Clause 8 AES-CTR CBC-MAC (CCM) text : 02/144r1

Presentation of text changes showing AES-MIC structure

Presentation of diagram to show authentication method

Presentation of encryption / decryption structure

Slide “Packet number format”

Cmt: There is not enough IV bits shown in slide – need one more byte

Cmt: Concerned that the header is not word aligned

Q: Is the text intended to be a mandatory mode

A: Yes that is intent

Floor opened, Dorothy Stanley recognized – wants to bring motion.

Motion: I move that the editor be instructed to replace the existing text in clause 8.3.1.3 with document 02/144r1 as normative text after appropriate modification to include 4 bytes IV instead of 3 byte IV

Seconded : Niels Ferguson

Q: Is the clause number correct

A: Yes this is correct for the latest version of the draft

Cmt: Speak against. Have not heard clear technical reasons to abandon current approach. Change without technical reason is bad for group and 802.11 – would look arbitrary.

Also proposed algorithm is new. This is problem for security. Virtually no one has done paid analysis of OCB but who has done it for this method either? Recent “attack” on OCB is really a property of OCB and is useful data point. 

Cmt: Paid analysis: employees have been used to do proof and this has been paid. Recent report says that proof is done in almost all areas except use of single key. Could use two keys to relieve concern

Cmt: Against motion: We are proposing to replace something with technology which seems to be still evolving which might cause further delays.

Cmt: Newness issue: OCB needs to be extended to cover plaintext protection – this will make it even newer. Note that the cryptographers in the group is recommending this approach so why is group not accepting this recommendation?

Cmt: Speak against: Surprised that this change is proposed after being in for ten month. Don’t see strong reason for change. OCB has had more external review than CCM mode. Reason decision is hard is because these are similar approaches but this is also reason not to change

Cmt: Can we have straw poll for a delay for more discussion.

Cmt: Every time we come to the meeting we have to vote on this. Let get on with vote now.

Straw poll: I support delaying the vote until later in the week

Result: 21:57:10

Duncan Kitchen calls the question

Second : Mathew Shumake

Objection to calling the question is noted

Vote on calling the question:

Result: Pass 46:23:12 question is called

Restated Motion: I move that the editor be instructed to replace the existing text in clause 8.3.1.3 with document 02/144r1 as normative text after appropriate modification to include 4 bytes IV instead of 3 byte IV

Result of vote for main motion: Fails 43:34:8

Cmt: If we use two key CCM this is a very well tested and tried approach. We cannot rely of proofs by themselves for either method. In this context where there is no compelling reason to use OCB can’t see any good outcome considering that there are multiple patent claimants

Cmt: Motion is not what I expected. The argument seems to have been around patent issue. Several people felt that OCB patent issue under control. It was appropriate to adopt CCM as unencumbered but maybe it would have passed if CCM was added without deleting OCB.

Cmt: Amazed this morning to see how fluid the patent issue is because the situation seemed to change with every question. Position is not clear and that is surprising.

Point of order: Is this discussion in violation of IEEE policy on patent issues?

Chair determines that discussion is acceptable after reviewing guidelines

Cmt: Motion was introduced based on this morning’s meeting. This boiled down to a simple statement: “both are likely to meet needs technically”. The differentiator then comes down to IPR encumberment. CCM is unencumbered as far as known. If CCM is adopted we as an industry don’t need to worry about the unknown future liability whatever that might be. 

Dorothy Stanley to make motion:

“I move that the editor be instructed to insert document 02/144r1 as normative text into the existing text in clause 8.3.1.3 after modification to include 4 bytes IV instead of 3 byte IV and with appropriate editorial adjustments to make OCB optional and CCM mandatory.”

Seconded: Russ Housley

Move to divide the motion: Chris Heegard

I move to divide the motion into two motions as follows:

1) I move that the editor be instructed to insert document 02/144r1 as normative text into the existing text in clause 8.3.1.3 after modification to include 4 bytes IV instead of 3 byte IV and with appropriate editorial adjustments to make CCM mandatory

2) I move to instruct the editor to make appropriate editorial adjustments to make OCB optional.”

Motion is withdrawn

Return to main motion

Request to rule the motion out of order because it is technically similar to previous motion except with an addition. This would result in a draft with substantially the same content as the previous motion.

Chair: rules against the request

Cmt: Request to reconsider because second motion is a modification of the intent of the first motion which was rejected.

Cmt: If original motion passed then you could have motion to add OCB as optional

Cmt: Chances that IETF would adopt CCM is quite low and they seem to want to use ccb-Mac in more traditional form. So caution group that two key approach might be better or more consistent with IETF

Cmt: Request for a straw poll to table until Thursday

Cmt: If we table to Thursday we won’t get draft out to ballot

Straw poll: I support delaying the vote until later in the week

Result: 22:57:11

Cmt: I really think we should listen to the cryptographers. This group has bad record of defining crypto.

Question is called by Chris Heegard

Seconded : Shawn Coffui

No objection to call the question, the question is called:

Restated motion : “I move that the editor be instructed to insert document 02/144r1 as normative text into the existing text in clause 8.3.1.3 after modification to include 4 bytes IV instead of 3 byte IV and with appropriate editorial adjustments to make OCB optional and CCM mandatory.”

Result : Fails 45:36:1

Next agenda item : Discussion and motions for letter ballot

Chair : Do we have a sense that draft is ready for a letter ballot:

Editor : I believe that with a few more hours work document is in a state suitable for letter ballot

Chair : We would need a motion to instruct the editor to prepare text for draft 2. After draft 2 is ready we need four hours prior to motion to go to ballot. If that passed motion goes to plenary

Motion by Alan Chickinski:

“I move to instruct the editor to prepare draft 2.0 based on current text (D1.9) plus changes adopted during current meeting”

Seconded: Merwyn Andrade 

Result : Pass 54:1:2

Recess until 6:30.

6.0 Tuesday Evening March 12, 2002

Meeting called to order 6:50

Chair: Agenda is “Attack du Jour”, 802.1X attack

Russ has presentation on TKIP

11:00 AM Ballroom D meeting of 802.1aa, however it conflicts with

802.11 plenary

Bill Arbaugh, Arunesh Mishra, “A view of Tgi from 20,000 feet”

Didn’t issue press release, submitted to Usenix conference. Paper was

On the website. “Googled” by a reporter, he called WECA, uncertain response, then

He called B. Arbaugh. Attacks were against TLS. 

Paper is at www.cs.umd.edu/~waa/1x.pdf .

Systemic problems in EAP state machines

2 Problems – Synchronization of state machines - .11,.1X,EAP

Message Authenticity – 802.11 frames, EAP.

How to improve ? Understand the state machines (UMCP)


-Formally define current state machines

· Analysis by hand and machine

Porivde message authenticity – data frames via MIC

Management frames via auth information element or other mechanism

EAP TBD.

Q: Do you have the results of the analysis?

A: No, not done yet. A lot not documented.

Q: How can you authenticate the messages before you’ve authenticated the user?

A: Hard problem, looking at it.

Can authenticate the exchange at the end. Working with IETF

Q: Timeframe for completion of state machines?

A: By the end of the summer.

Q: What is the best way to compare these machines?

A: Results fed into IETF EAP BOF

Q: Which versions are you analyzing?

A: .1X- minor edits will be required. EAP is stable, .11 just starting the analysis

Systemic Problem – The problems being addresses by Tgi are too complex for a task group of this size. Crypto: TKIP, AES, Initial key agreement, re-keying, secure roaming.

Recommendations:

· TGI focus solely on TKIP and AES solutions

· -Increase the size of the IV for TKIP and eliminate the need for rekeying

-      Define key requirements for IETF

· Transfer initial key agreement mechanism to the IETF EAP BOF/WG

· -Establishes keys as part of the EAP process

· - This binds the network layer identity (EAP identity) and the link layer identity (MAC address)

Q: What does “key requirements for IETF” mean? 

A: Can augment EAP methods.

Q: Can’t increase IV size.

A: Wait for Russ’s presentation

Q: Is secure roaming within our scope? Do you have recommendations?

A: Looking at this in UMD test lab. 

Q: Should we start a new PAR for this?

A: Focus on crypto first.

Q: One of concerns is that we’ve created something more complex than IKE.

It failed in the market, we need to simplify.

A: Agreed.

Q: Crypto is no good without keys. If key work is done in IETF, have dependencies.

A: Yes, if work to extend IV space works, simplify the problem. Just left with initial key agreement. Believe doing this at the upper layers is more secure. Some from this meeting will attend EAP BOF next week.

Q: IEEE has a broad scope. Still need to deal with home, small systems, with pre-shared keys. We could address this in IEEE,  & others in IETF.

Q: Still need to address 3 way handshake.

Q: In act of moving EAP method discussions to IETF, have moved responsibility. Requirements document needs to be sent. Done already document 40.

Comment: IETF may not be willing to catch the ball on this.

Q: A lot of valid work for this group to do. Have to understand what we need to make this work. 

Comment: Agree with moving to EAP layer. But need to give a clear message to the public. Need to be clear on what we need. Many RFCs, etc.

Comment: There exists an agenda for next week. Look at the agenda to see if there is anything on it that we need. There has been discussion of a draft charter, doesn’t address what we need.  Bernard has sent out a request for one page/5 minute summaries of EAP methods. Need more time. EAP needs to be fixed. Charter must address our needs in a timely fashion, otherwise, we don’t need to support it.

Chair: Any discussion?

No Discussion

Move on to Russ’s presentation

TKIP With 48-bit Ivs

Desire to reduce re-keying. Therefore need to increase the IV size.

Key management is hard. Cannot be eliminated, can increase the lifespan of each key.

Still need key management to establish keys at the beginning. 

Concept – TK, TA, IV – 32 bits become input to phase 1

Frame format – need a location in the frame for an additional 4 IV octets – the 32 bits.

Should use the same solution for TKIP and AES.

Recommendation – adopt longer IV size.

Q: Where to put the new fields?

A: Many options, support legacy hardware

Q: Still need to deal with re-association. Expensive. 

Keep group key re-keying, dispense with pairwise re-keying.

Comment: Need to reduce complexity. Tradeoff is an additional 4 octets per packet.

Q: Associate, come back, carry on from where you are. Maintain IV counts for each AP.

A: Or establish a new pairwise key. Also are 

Q: Put IV in the beacon? 

A: Says upper part has to be the same. Might be implicit ways to, but easy to get wrong and complex.

Comment: Agree, simpler to just send the bits.

Comment: No motions now, want to minimize additional workload on Jesse.

Q: Are there action items that we need to follow-up with .1aa.

Chair: Can’t attend

Comment: Jesse will attend, need direction

Q: Do we have a decision to make on Bill’s suggestion to push work to IETF?

A: You can make a motion. But want to go to letter ballot. Can make changes after letter ballot. We have added more and more work for ourselves. Need to step back and make coherent.

Q: Given that we have a can full of worms. We may have straightened them out, haven’t removed them yet. 

A: We needed to straighten them out before we can see what we have.

Chair: Need a laundry list of things to talk about in .1aa

(1) Label in .1X state machine missing. Inconsistencies in state machines.

(2) Re-keying EAPOL-key message – discussion. Need to agree among ourselves first, and specify our requirements.

(3) Comment: Look first at Bill’s analysis, and decide what to do first.

(4) 802.1 changes might be media specific. 802.1X may want to maintain media independence. Is there more than one media that uses 802.1X?

Comment: 802.15.3 has the same problem. Is using 802.1X, but current .1X doesn’t meet their needs.

Chair: Any more discussion?

No Discussion

Recessed until 8:00 AM Thursday.

7.0 Thursday Morning

Motion provided ahead of time by Jesse Walker, 7:50AM Thursday:

Instruct the Tgi Chair, while wearing the t-shirt presented on March 14th, to move, in the 802.11 WG meeting on behalf of Tgi to conduct a WG letter ballot to forward 802.11i-D2 to sponsor ballot.

Meeting called to order 8:10 AM Thursday

Chair: Last work item was to instruct editor to prpare D2.0. Give floor to Jesse

Q: If have another paper to present, will there be time?

A: Yes, after existing presentations

Cmt: Draft 2.0 is on the server, was put there yesterday.

First, note that there was an editorial error. In the TKIP mixing function test vectors. He updated the Phase 2, but not the test vectors. Need go back to Rev3 of doc 150.

Dave, TGI has a gift for the chair. Chair presented the gift, a t-shirt with the phrase

“Never underestimate the power of stupid people in large groups”.

Chair: Thank you. Chairs and vice chairs also received similar shirts.

Jesse Walker: Motion

Instruct the Tgi Chair, while wearing the t-shirt presented on March 14th, to move, in the 802.11 WG meeting on behalf of Tgi to conduct a WG letter ballot to forward 802.11i-D2 to sponsor ballot.

Seconded: Alan Chickinsky

Discussion:

Cmt: Is there time to make a presentation prior?

Chair: No, has been seconded. But you can make a motion to table.

Motion to table this motion by Carlos Rios.

Second: Roger Knobe

Cmt: The motion to table is debatable. Can include the discussion there.

Chair: Motion to table is undebatable.

Vote: 2:25:14 Motion fails.

Cmt: would like to say a few things.

Chair: Welcome discussion

Cmt: Speak against the motion. A bit premature. Making a mistake. Setting ourselves up for negative comments from 802.11, fo going to LB before we’re ready.

CMT: Speak for the motion. Draft does some things I like, some things I don’t. Best consensus a t the moment. Industry expects a statement that we are making progress. This does it.

Cmt: Speak for the motion. Contents are complicated. But can serve to move simpler comments ahead and speed up the process.

Cmt: Echo same sentiments. Doesn’t represent all work. Important to benchmark current state. Expect LB to fail. 

Vote: 40:1:1 Motion passes.

Chair: Next step: He will make this motion at the WG meeting. Raised a question on state diagrams. This may or may not become an issue on Friday. Help answer this

CMT: Do have state diagrams in the draft. Areg and Tim have worked diligently to create new state diagrams to more clearly and completely describe the operaition. Not done, but here is real documentation for how these things work. Have a plan for completing the state diagrams.

Cmt: State machines come up in the WG meetings. Issue & rules should be revised by .11 as a whole. Can Tgi be self sufficient here. Should we work on acceptable descritptions.

Chair: On Monday there was agreement to have editors work on this

Cmt: Editors agree that each of the task groups must provide state machines in the best methodology for their group. 2 problems: SDL a dead language. Also, idea of a single .11 state machine doesn’t make any sense. All tg’s making changes to this. Would be a nightmare to have a way to integrate these independent pieces in an annex in one place, and still correlate in the text. Tgi will do our own state machines, put in text. Editors will assume this is the way to proceed until told otherwise.

Chair: With the original .11 spec, went to UNH, testbed. Never used the state diagrams. Always referred to the text. Their usefulness was not needed at that time. Wisdom of creating these just for a checkbox is questionable.

Chair: Review presentations

258 Halasz, Anann Pre-Authentication w/802.1X

250 - Stephen Roemer – Public Access

145 -Bob M. 145 Proxy re-Auth Roaming

Bill M Cascading

140R1 – Secure Roaming – Greg

201 – Context Leasing – Maryt

152 – Tim Moore

141 – Jon Edney

243R0 – Bernard – 802.11 IP

Chair: Have a presentation Pre-authentication in 802.1X, co-authored by Keith Amman. Any objection if I go first?

No objection.

Any preference for Tim? No.

Chair: Steph

151: Requirements for MICs – alternatives to Michael.

Presentation 250r0, Issues in Public Spaces

Access Scenario: Require WLAN access to be as secure as access in 3G network. Security association is between the mobile mode and the secure server.

Security endpoints – could tamper with AP, wired link not secure. WSN/FA is in a secure place.

Public access is an important WLAN scenario

Security in public scenarios should be important to Tgi

How can Tgi secure traffic in the AP and the connecting cable.

Move the security endpoint into the wired network.

Should be possible to signal the AP not to perform data asuthentication, a node in the wireless network will check integrity

Optionally, do authentication and encryption in the wired network.

Consequences – higher security in public access scenarios

Transparent for RSN capable mobile nodes

Little point in using OCB, separate MIC preferred

Simpler/legacy APs without RSN could be used

Have to solve signaling between the AP and network node, fragmentation

Q: Which portions are need that we are not addressing? Authenticaiton?

A:

Cmt: Users will use application level security

A: Charging and billing probably the most serious

Cmt: Stated goal is to provide Wired equivalen privacyt. In this scario, you allow tapping of the wire.

CMT: Raise interesting questions, a lot of companies and standards organizations are working on “glue-ware” to bridge the 3G networks to WLAN side. Protocol converters, or control points. Many ways to get at it. Question for us, we should look at this as an embedding problem. What we work on cannot solve the problems of the larger scope. What is the proper level to characterize the interfaces of what we’re working on?

Request that others provide input on the external control points needed for integrating within WLANs

Resp: Perhaps management only is needed.

Cmt: One of early thinkings was that people would use VPN anyway. But some customers do care. Real concern comes from the operators, concerned that someone could attack one of their subscribers. Same problem exists for wired. Where does this need to be solved? 802.1, rather than 802.11?

Cmt: In a public space, public behind the AP, want to run a VPN. But no billing. 802.1X will provide context for billing.

Cmt: Can you compare physical security of 3G systems with WLAN. People can track & monitor 3G systems too. Wireless phone and WLANs have the same issues.

Cmt: Have the security all the way to the secure server.

Cmt: Need tools to hadle

Cmt: Scope of this wg is wireless, not wired. AP to server should be addressed at a higher layer

Cmt: Possible to make changes at link later to support this.

Cmt: Different subnets – layer 2 tunnelling protocols can be used to solve this

Cmt: Not a .11 MAC problem, perhaps 802.1

Cmt: Object to splitting encryption and authentication

Cmt: Something to consider, need to think about which aspects need to be solved, break up into components

Cmt: Is it possible to specify which are the 802.11 MAC issues? Include 3G authenticaiton  credentials in the WLAN environment. Is there a way to eliminate use of the SIM card?

Cmt: Authentication can be done without SIM, still need to protect data.

Cmt: Does the solution to the billing problem  include non-repudiation in addition to authentication?

CMT: What does non-repudiation mean in layer 2?

Cmt – Partition authenticaiton of end user and payload data

Cmt: Primary concern is protection of payload data from end to end

Cmt: My presentation deals with the same topic. Can I go next?

Chair: Would you mind – Have Keith here

Cmt: Feedback. 

Cmt – Interesting, but this isn’t the right forum. A lot of vendors are looking at solutions to this. Have a standard way of doing this.

Next Presentation: Halasz, Amman – Pre-Authentication with 802.1X

Chair: I’m not going to make any motions, don’t need to give up the chair

Roaming comes up again and again. Review 802.11b state machine diagram. Class 1 frames include data frames. Data frames with FC control bits To DA and From DA are allowed.  IEEE 802.1X packets from the supplicant go to the authenticator, not the DS.

Supplicant can be associated and then perform multiple 802.1X authentictaitons to different APs. Supplicant can do a “make before break”

Requires no changes to 802.1X ot 802.11. Helps to simplify, simplify, simplify, (a la Carlos) without introducing new concepts.

Cmt: primary reason – needed an event to begin the process. EAPOL-Start is there to activate. Why this is after association today. No intrinsic objection to this.

CMT; Takes the burden of roaming from the AP to the supplicant

Cmt: Were in the state machine would you put the authentication?

Cmt: Phone could associate, do 802.1X, talk. Cound do .1X with a second AP.

Cmt: How long could you remain pre-authenticated with an AP forever. People have to implement a timeout mechanism, or wait for association request. Brings closer to original 802.11 state machine. 

Cmt: New AP runs out of resource, because everyone is doing this. How does the station know this has happened. STA would not be able to associate. 

Cmt: Had a problem with WEP

Cmt: Not everyone has to do this – sta could go through all way and part way.

Cmt: This has been an ongoing concern for me. Have been talking about this on and off. Began to develop this concept. Want to move one step forward.

Cmt: A good move towards simplification. 802.1X is a port based mechanism. Before the association there is no port. No Association ID.What about having the keys on a number of APs, is this deemed to be secure. Is it ok to have a set of keys set up and distributed. How would these keys be revoked.

Cmt: Power save might be an issue.

Cmt: A lot of views that “can’t do this” Really asking for no change, rather than a small change. A realization that this can be done.

Cmt: Onlt took this so far. Still questions. After association, may need to prove that you are the right person.

Cmt:Like it a lot. Greg’s presentation will make use of this. Also advocate putting keys in separate. WE HAVE A THEME SONG!! 

Cmt: Need changes to the supplicant to support this – maintain multiple key structures in the supplicant, can you clarify.

Cmt: Yes.

Cmt: Pre-authenticate using existing 802.1X frames. Could use data frames. Advantage is that formal state of the STA is clearer. Also don’t have media dependence.

Cmt: Had been reviewing Greg’s presentation. Could solve the problem without changing the higher layers. Need the ability to pre-authentication.

Cmt: One approach gives the advantage to the AP, one to the STA.

Cmt: Nice to simplify. Need to keep the scaling in mind – want to deploy large scale voice over WLAN approaches.

Cmt: Confuse contect transfer with roaming. On ports. A port is not created via association. It is created via a cryptographic relationship.  

Cmt: In conversations with .1X, secure virtual port is the logical port.

Cmt: A good sign that multiple people are thinking along the same lines. Note R1 is very different from R1. Like the idea of using data channels. Initially had the cellphone model in mind – chats with 3 base stations, then switches over. Mobile station may not be able to talk to multiple at a time. Need to solve this too. How to pre-authenticate when you can’t talk to multiple APs. 

Cmt: Overall complexity of the keying is an issue. Then you need to deal with roaming, then need to deal with IBSS. That’s the direction we need to follow. There is more than one way to pre-authenticate.

Cmt: Had several motivations for proposing this. Is the current draft complete? Issue will be raised. Can use this approach to address the completeness concern.

Cmt : Interaction with TGf. This is a way to avoid context transfer.

Cmt: Didn’t want someone to say that you can’t send data packets prior to association.

Cmt: In this scenario, derive multiple MSKs – will add complexity to the client. 

Cmt: Add some complexity, but balance that with overall simplicity.

Cmt: A decision that the client can make – Implementation decision, not a standards decision.

Cmt: For post association, have a state machine for re-association. Is re-authentication post association? 

Cmt: We only took the idea so far. No motions will be made now. If it’s worthwhile pursueing

Cmt: Most implementations will have to handle multiple associations. Current problem with .1X – no keys, send it anyway. After association, send only if you have keys.

Cmt: Need to authenticate management frames. Potenially have the keying material to do this.

Chair: any more comments?

No more comments.

Chair: Bill Mcintosh’s presentation is next

226 - Cascading – AN Enhancement to IEEE 802.11i

Allow a security connection to pass through an AP to a security server.

Q: What do you mean by security connection?

A: Entire security protocol

Need total link layer protection

Security devices should be physically secure

Simplifies flat network

Still have vulnerabilities – rogue AP on the net.

Run the security connection through the AP to a secure server. Potential integration into routers/switches.

Need a passthrough function in the AP.

Q: Key management to server, or everything to server? 

A: Everything

Intermediate driver on client devices

Q: Need to relay 802.1X info

A: Yes

Q: Security server is an AP with a remote antenna. 

Q: Like a tunnel endpoint?

A: Yes. Want to be able to do this without additional software on the clients

Q: Want vendor interoperability?

A: Yes

Q: Split the AP in half. Multiple APs serves by the security server. Is this a significant architectural change?

A: Need to talk, not sure.

Q: 802.10b does what you want to do.

Asking for the hooks to support this. Put the AP in a mode which allows passthrough.

Q: Applicability to the home market. Don’t want another server.

A: Like to consolidate security when they have a lot of APs.

Q: Rogue AP. Could use 802.1X & put a supplicant on the AP.

A: Would need 802.1X switch or hub to be configured to support this.

Q: This is not a security problem. Nothing changes except that you have split the brains from the antenna. Interface between two halves of the AP

A: To make it work from a standard NIC card. AP has work to do. 

Q: Split AP has work to do.

10:00 Recess for break.

10:30 Restart presentation

Chair is delegated to Jessie Walker

Presentation by Bob Moskowitz

“Proxied Pre-authorized Roaming” 02/230

Basic idea is method by which stations can be notified of nearby APs and can pre-authenticate via wired connection to other APs

Q: Doesn’t this require IP support – I thought 802.11 did not mandate IP support is DS

A: Well yes this would only work in IP based DS

Q: Nearest neighbor discovery should be pushed to the station. I will be more accurate than trying to have the AP do it.

A: I want to give the station as much knowledge of structure as possible so be good to use both AP given info as well as learned info. Also you must have IP address of the AP you want to roam to and this can’t be learned from wireless side.

Q: Have you considered case where AP is mobile? Neighbors of AP can change?

A: This creates all sorts of problems but is this practical scenario? What’s the likelihood that they would be on same SSID?

Cmt: This is also a useful test to detect rouge APs

End of presentation

Dave Halasz returns to chair

Presentation by Greg Chesson

“Secure Roaming …. And more”  02/140r1

Q: Two slides previously said there was pair-wise keys but slide seems to show multi-party exchange to connect to AP

A: The AP connection phase occurs after the pairwise keys are established

Q: But the establishment of original PW keys required authentication and now we have to authenticate again?!

A: No the previous exchanges validated the parties this is validating the AP to the Sta

{more discussion on this point but too detailed to capture – moved to offline discussion}

Presenter: Last slide does not show the fact that there are two ways to pre-authenticate at AP. This can be done as shown or indirectly via the AS.

Q: What is difference between this an current proposal?

A: The main difference is that all transactions are two party.

A: 802.1x still takes place in the same way but we are distribution a different key in a different way and the way it is done allows us to knock out complexity and re-use the same method whenever a key is needed

Cmt: You can’t assume that all APs are working through the same AS. There is a problem with the relationship between the AS and the AP

Cmt: There are other reason why you need AP-AP communications other that using for authentication

A: Yes IAPP could be simplified

Cmt: No I disagree

A: Related to multiple Ass. We think that we can embed the architecture in multiple AS environment

Cmt: AS represents an infrastructure of AS not a single one

Cmt: You cannot have a central coordinator in IBSS

A: Example: you want to join ad-hoc “Foo” you get your keys from “Foo”. This is not like 802.1x case. 

A: In practical example one person is responsible for setting up the keys. If they leave you have to restart the session

Cmt: but this doesn’t work in hidden node case.

A: Yes but there is no known way to do a distributed AS in reality so it is necessary for one to take in this responsibility. If they go you have to restart.

A: Actually is AS goes away it still works but new person cannot join until restart

Cmt: OK so this is a key limitation on IBSS but if group accepts this needs to be clear

A: Yes we need to spell it out really clearly

Cmt: In IBSS case you need to have pre-shared keys (and actually all cases). In IBSS case you better be able to confirm the identity of the AS before you use it. So if you need that whay go through all this Kerberos like stuff. Just use the pre-shared key!

A: Agree

Cmt: Furthermore you need pre-shared keys between AS and all the APs. I don’t understand what the purpose of needham-schroder in this case. Seems like the need for pre-shared keys makes its use pointless. This seems even more complex.

A: Well complexity is subjective

Cmt: So what is the purpose? One think I can think of is that roaming is easier if you have a ticket.

A: Agreed

A: You said if you use IBSS you need pre-shared key but there might be other ways like PKI. The authentication method allows other architectures to be employed other than just pre-shared keys.

A: On complexity side I disagree that counting messages is a good measure. We think this proposal is much simpler than current approach. 

Cmt: But this doesn’t reduce the complexity of the key hierarchy

A: But we use the same approach every time. It’s not the number of keys but the number of key methods that gives complexity

Cmt: you said you are still using 802.1x

A: No that is only one choice in our approach

Cmt: But you said that it works with existing 802.1x approach

A: Yes it does but the method is generic enough to use other approaches

New Comt: This has an advantage that it moves the authentication back before the association

A: No the approach is independent of this issue

Cmt: Well I understood that Auth would occur before assoc

A: Yes I suppose we can assume that

Cmt: Well I think that is helpful for implementation (paraphrase)

Cmt: I don’t see anywhere where it says that authentication comes before association

Cmt: Yes but I see an advantage to doing authentication first

A: Well yes we think that is implied by the slides although not explicit

Cmt: IBSS idea of having a single AS is compatible with Tge AP mobility

A: Yes I agree but they don’t have to be tied together.

Recess until 13:30

1:40, Marty Lefkowitz, Context Block Leasing – Document 201r0

I’m an implementer with a sleep deficit at this point.

Context block leasing is a mechanism for facilitating fast hand-off. The STA pushes the security information to the new AP before association.

Incremental step over tgi key

Relies on TGf

Uses the security of the current association as well as AP-AP RBD security.

No new protocol requirements on the STA during scan

May be situations sm/medium business – no RADIUS server. Just need an AP which is enabled with this. Will work with associate or re-associate.

Station may use security policy of new AP candidate in roaminging decision. 

Associate

Pair-wise transient key generated

Generate another pair-wise key for transfer is generated

Should be related to the scanning algorithm – send to another AP

APs verify credentials, then transfer context block.

Does not remove need for new AP to pull security context from old AP.

Implementation overview

Q: If the APs don’t overlap, this doesn’t work, right?

A: Right.

Q: Seem to have a lot of messages, what’s the gain?

A: While the messages are being exchanged, can be sending data to the old AP

Q: What is the advantage over just authenticate/Dave’s presentation.

A: Just send probe request/response & then pre-authenticate. 

Q: Can talk to new AP, either via old AP, or over the air. 

A: Secure roaming solution has incorporated part of this. This concept can be used anywhere.

Q: Get new GDK, slide 5. 

A: When you hand off and transmit data, amount of time when you are authenticated and not associated is minimized.

Q: In current document, need to wait until queue is empty before

A: He is getting keys in advance. 

A: Believe this can be done in less than 40ms. Need a few more management messages to deal with the context lease. Can be management or data messagesNeed more security in TGf, perhaps new messages. Need to discuss pre-shared key case

Q: Criteria for granting the context lease. 

A: Any reason can be used by the AP to deny. Might be resources.

Q: How predictable is it that the AP deny the request?

A: Manufacturer dependent.

Next Presentation: Tim Moore – Document 152r1

Integrity check for disassociate/Associate/Re-associate messages

Did edits this morning, based on Dave’s talk.

The problem: disassociate etc messages not integrity checking

Either integrity check, or

Ignore disassociate when in 802.1X authenticated state

Can current hardware encrypt/MIC these messages. 

Sending – no problem. Receiving side needs to recognize the message – new SNAP header

Cmt: Like the idea Issue will be – application of crypto. Do crypto in software.

Can’t easily simply add a MIC. Current hardware won’t support it, most likely. Associate/diss messages can be encapsulated.

Cmt: If there is a policy to support TKIP and AES stations. Which would you use? 

A: Currently use one multi-cast suite, TKIP. Would have to use this cipher.

Q: There were scenarios which used re-associate to re-synch crypto status. Won’t be able to do this.

A: You’re right. AP will have to be careful how long it keeps the state. Need to continue

Cmt: Station would need heuristic to get the station back in synch. 

CMT: when get a message you expect to be encrypted, but it isn’t, you send dis-associate.

Q: What does the AP do when it loses its keys?

Cmt; Don’t need a data frame. Can encrypt the portion of the management frame. 

A: SO idea can be implements, apart from other problem.

Q: This addresses DOS attacks.

A: Yes, but there are more problems around associate. Pre-authenticate. Someone takes over your session. Result is DOS.

Q: Concerned that we haven’t done the layering. Pick the layer, if need to encrypt something lower, then you’ve picked the wrong layer

A: Yes. 

Cmt: It’s either above or below the line, then you can design.

Cmt: Need to name and manage the entities here.

Cmt: Level 2 messages affect thigs elsewhere, how do you secure this.

Need clear usage guidelines on usage for wch side

Q: can you add something to the packet, an integrity check. Make the packet longer.

Q: Deadlock situation – someone logs on, gets the keys, logs off, can’t log back on, since don’t have they keys. If you had dynamic MAC addresses, this would solve the problem.

With changes to 802.1X, EAP-Logoff is authenticated. Require to send EAP-Logoff when dis-associate.

Jon Edney – Document 141r0 MAC Address Hijacking Problem

Last time, gave a related talk on motivation: Public space applications. People

Watching for MAC addresses. Could keep a database of where certain MAC addresses roam.

Related paper 261.

This paper discusses an attack we identified while discussing temporary MAC addresses.

Attack: First and second user both have legitimate credentials. Second is the attacker.

Both use same MAC address. Second guy can intercept traffic from the first.

Cmt: Same attack exists with IP address

Cmt: Only on shared hub?

A: With a bridged or switched hub, will change where traffic is being sent. 

Cmt: There will be thrashing – first one sends traffic again, the. Traffic switched back.

Cmt: ARP can deliver the IP address. Need to authenticate ARP to address this issue.

Cmt: In wired network, can do the same thing. If you are in the hotspot, 802.1X used only for authentication. Would run VPN for security. The same attack. 

Cmt: In public space, easier to attack the wired side. Need to be concerned about the wired link also.

Cmt: Yes, if run a VPN, this becomes a DOS attack. If don’t run VPN, don’t expect protection from this attack.

Cmt: Agree. Some of these problems occur across multiple technologies. When sending and receiving sensitive data, need to use a VPN. Don’t know that we can solve this problem.

Cmt: Do you assume that the second guy will have the same key

A: No, assume different keys. On the unencrypted wired side can see data.  Attempt to get the unencrypted data sent to the AP sent to him via his connection.

Q: Can service provider use MAC address correlation. MAC address bound at AAA server.

A: Yes, can do this, there are problems.

Q: IEEE meeting has all characteristics of a hotspot. Who has been accessing their company e-mail without a VPN? No one. 

A: We understand the attack, the vulnerability is real.

Cmt: Relying on 802.1X only for public space is not enough. Address in best practices.

A: Authenticate the disassociate messages, bind this to the MAC addresses. 

Next presentation: Bernard

Until he comes back – waiting for Bernard.

Chair: Last time, we discuss reviewing the proposal with 5 crypto experts, or take the publicly available info and make it available. Clause 8 is publicly available. This is sufficient, to use with crypto experts. Is this sufficient.

Q: Is working plan to keep the working draft in a document?

A: Yes. Have to watch that you don’t go too far – can’t put it all in.

Another group pasted the entire draft into the 

Cmt: Point groups to the RSA website for TKIP info

Chair: RSA reflector. Initial feedback – need to send to IEEE reflector, then complaints. Guidance now, working towards a submission – use RSA reflector. If you have a submission, e-mail Harry, and he’ll put it on the website.

Cmt: Agree. When need feedback on a “half-baked idea”, need feedback from people you’re working with.

Bernard- Introducing a presentation on the behalf on James Kempf – Doc 243

802.11 and IP.

Presentation discusses work done for IETF Seamoby

Measurements on length of time used for re-association.

Need to use correct terms.

Handover Loss Analysis

Application Tolerance for Loss

Requirement for 40ms fast handoff – total connectivity loss for voice

Roaming – get on and have connectivity

Cmt: VOIP uses specialized hardware, 

A: Loss of re-association request is typically a problem.

Cmt: Today’s devices don’t support QOS. Requirements on products deployed were different that the more stringent requirements coming today.

A: Current characteristics of 802.11 cause some of these problems.

A: Need to be careful on the problem definition – which one are we trying to solve. Asking the security solution to generate negative ms delay.

Cmt: Why do you believe that this is related to loss of re-association 

A: More work needs to be done to understand this.

Cmt: Reflects early work. Send out msg, nothing happens, send again. 

Cmt: Send out request, ACK, then time for response, dead-time is in the AP/OS, not on the wireless link. In future, see re-association storms.

Cmt: More of the delay could be found in the scanning process, prior to going to another AP. 

A: True, but not included in these results.

Again, need a clear problem statement, and an expectation of what you’re trying to get out of it. 2-300ms is achievable. Need to define criteria.

Chair: IETF is meeting next week. Bernard and John Volbrecht  are the chairs. Dave, several others. One of the reasons it’s getting started is because of our needs.

Cmt: We need tomake sure that if there is a working group charter, that it reflects what we need the group to do. 

Chair: Assuming we go to letter ballot, do we want to have an interim meeting.

Bob Moscowitz volunteered to host in Herndon VA.

Would be nice to get a head start on letter ballot comments. 

Cmt: Yes.

No more presentations. 

Do we need to meet again today?

Any other volunteers: Donald Eastlake.

Q: What would be the agenda?

A: Comment organization.

Recess until 3:30. Discuss an interim.

Meeting called to order at 3:40. 

Chair: Wanted to get a-hold of Stuart to see when it would make sense to have an interim meeting. Look at the calendar. Concern that the letter ballot will end right before the Sydney meeting.

Q: When would the earliest day to start. 

Chair: Say the 22nd. This would mean May 1 for the letter ballot to end. Have one week before Sydney.

Q: How long will it take to have the results?

A: Many of the results come in late.

Chair: Have a conference call May 6, give an indication of where we are, organize comments.

11:00 Eastern/10Central/8Pacific/5pmNL 2 hours.

Q: What is the plan for the Sydney meeting?

A: Go through comment resolution.

Q: Will there be a quorum?

A: Making a motion to make sure we have one.

Q: How will you organize and divide up the work?

A: By section and number of comments.

Q: Shouldn’t we work on suggestions, proposals, longer IV, so we can address the issues first, and avoid dealing with many of the problems ahead of time.

Chair: People are free to do this.

Q: Last time, spent 2 meetings organizing comments. Vote changes in ahead of time, before comment resolution. Do presentations and motions first, before comment resolution.

Cmt: When the agenda is set in Sydney, if work would solve the comments, organize the agenda to do work first, then address comments.

Chair: If people have suggestions for the agenda, send them to me. Agenda is not set until the morning of the meeting.

Chair: Sounds like an excellent suggestion. Will organize the agenda that way.

Cmt: Had identified a work item to identify specific requirements on the methods. Not tied to our drafts. What is the timeframe for this. 

Chair: Comment was made, after he saw the letter, he was satisfied.

Cmt: Thought the comment was that we needed to follow up with more details. 

Chair: Yes, this was before he realized that a letter had been sent.

Cmt: Wednesday, March 20 3:30-5:30 in Minneapolis.

Chair: Encourage people to attend. Dave will attend, many others also. In our interest to make sure that our needs are addresses. Does this anser the question?

Cmt: No. Maybe wait until after the charter is established. Input from the letter is not specific enough to write documents.

Cmt: Methods will be discussed at the BOF.

Cmt: Does there need to be a requirements document?

Cmt:L For what?

Cmt: For the work that the group will be doing.

Cmt: If you feel compelled to write such a thing, please do.

Chair: Any objection to adjourning?

Cmt: Yes, I want to stay.

No Objection.

Dave will be presenting the motion, wearing the t-shirt.

Meeting Adjourned.
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