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Abstract

Minutes for TGf From the St. Louis.  

Thanks goes to Sherry Johnson for helping with taking minutes while the Secretary was out of the room.

Meeting Called to order 8:05am Tuesday March 12, 2002 by David Bagby Chair of TGf.

Minutes from Jan 2002 mtg approved:

     Approval of minutes from Jan 2002:


Moved: Bob O, 2nd: Richard Paine


Unanimous

New contact Info for David Bagby chair of TGf was given:.

The revised contact information is:


Email: david.bagby@ieee.org

Office Phone: (650) 637-7741

Goals for March:


LB 32 Result Review


Review and confirm ballot results


Review and respond to comments


Prepare new Letter Ballot or Recirculation Ballot

Moved to Adopt Agenda as proposed


Moved: Bob O, 2nd Robert M.


Unanimous

Sherry J. volunteered to fill for Jon R. Tues Afternoon, and Wed Late Afternoon session.

Review Requirements for LB Comments:


From IEEE companion:  Review requirements for comment with No Vote.


Some comments have been marked invalid, and these choices have been reviewed with .11 Chair.

To ensure fairness, we will review the comments “blind” to allow the group to ensure the correct choice.

Invalidated Comment A:


Comment: This clause defines a set of new mechanisms for securing….


Change: -- Peer review by 11i group


Disposition: This comment is considered by the TGf group to be a non-responsive Comment….

By comparing the requirements against this comment.


There is not a specific objection, no specific change specified.

No objection to invalidating


Invalidated Comment B:



Comment: What does invocation of the primitive failed mean: it seems like some criteria needs…



Change: Blank



Disposition: This is not a valid comment to support a “NO” vote.  No votes must be supp……

No votes must be accompanied with a Technical reason for the NO vote.  Either this commenter needs to produce a technical comment, or change his vote to yes.


Invalidated Comment C:



Comment: The only permitted status codes are Success…



Change: Take one of two courses: (1) define a Pending Status code….



Disposition:  This is not a valid comment to support a NO vote…


Discussion: 

maybe treat this as technical comment for processing, but this does not change the vote and ballot as submitted. 


Invalidated Comment D:



Comment: The security measures discussed in Section 5 of the current ballot have ……



Change: More technical discussion between 11f and 11i is required…



Disposition: Same as B


Invalidated Comment E:



Comment: The technical approach outlined in section 5



Change: …..



Disposition Same as B.


Invalidated Comment F:



Comment: Page 1, line 32 talks about “Conformant APs.” What is a conformant AP?



Change: …


Disposition: 


Invalidated Comment G



Comment: I like the description….



Change: <Blank>



Disposition: 

This is not a valid comment to support a “NO” vote.  No Votes must be supported by valid technical comments.  As the reviewer only provided the editorial comments, the vote must either be changed to “yes with comments” or be declared invalid.

Voters may change their vote from No to Yes with comment.  IF only one comment that was submitted with a No vote was then determined invalidated, then their vote is then deemed invalid, and not given credit for voting on LB.

Wednesday, we will give a report on our progress, but the detail will not be described to the finest detail.

A question was asked to see just how close the vote is, and the chair declined to state until we determined the outcome of our discussion on the invalidated comments.

Motion: I move to affirm the chairs choice of invalidating the afore mentioned Comment A - G.

Moved: Jon Rosdahl, 2nd: Richard Paine

Vote: Unanimous

Invalid Vote impacts:


The prior invalid comments were the small set of LB 32 Results:


YES: 134   NO: 42  Abstain: 46 Invalid: 5  not Voting: 68  Total Voters: 290


LB valid > 50%, Abstain level OK < 33%, ballot Passed with 76.134 %

Going forward: The group is to prepare a recirculation ballot.  The recirculation ballot is sent and only comment on the changes to  the new draft, or the comment resolution of the original ballot.  

A Document number was requested from Harry W., who was in the room at the time, for the letter ballot comments doc.

A moment of celebration was had as applause was for the passing of LB33.

Doc Color Coding, 

Pink/magenta rows: invalid comments

Orange voter name: Potentially non-responsive comment

Contact voter, give 2 working days to meet ballot requirements.  

Must respond by 9:30 this week.


Yellow:  Technical comments that are part of No Vote.

The formal number for comments Doc is 184.

The group then paused to review the submitted comments.

Just prior to break time, the chair presented a letter to send to the voters that had issues with their comments.

Review of letter was done, and then approved to send to those commenters marked in orange in the comment file.

Break 10:03 am.

Mtg Reconvened 10:31

A Get-Well Card was circulated to the group for Peter Ecclesine who was injured in a motorcycle accident a couple of weeks ago, and is still recovering from his injuries.  The TGf group expresses their concern and extends their wish to his speedy recovery.

Started to proceed with comment Dispositions:

Comment  7: 



Discussion:

Clarification of the NAS-Port information that is being suggested.

Longer discussion included other possible comments that talk about similar issues, and then the discussion followed a discussion of the use of AIDs and the state of the Authentication that is being tracked.  If doing this doesn’t cause a problem, then why not accept and try to establish a convergent response?



Resolution: 

It is believed that the commenter misunderstands the purpose of this particular RADIUS access request.  The AID is only incidental in that it happens to be part of an event (a STA’s reassociation) that triggers the need for the new AP to authenticate the old AP and establish a security association with that old AP.  The reault of this access request may be cached by the new AP, so that subsequent reassociations from STA’s arriving from the same OLD AP (And having different AIDs) need not generate a new RADIUS access request. Text has been added to this section to make this point clearer.



Unanimous acceptance.

Comment 33 and 34: 



Discussion:   

Review the table in question to identify what should be in the ID col. Values of Elements ID are defined on Page 24, or rather the fact that the element IDs are defined in this recommended practice, so Table 3 started out with element ID 1 and then Table 6 is also has some element IDs that are the same, and some that are new.  IDs were assigned as appropriately.


Resolution: 




ID numbers have been assigned and entered in the table.  Comment Accepted.

Comments 35, 36, 37:


Discussion: 

Editorial comments of his NO vote do not have to be handled, but to provide a complete response to resolve the commenter NO vote, we will address these three Editorial comments by the editor.   The chair suggested sending an Email notifying the commenter that we have accepted all the technical comments, and the editorial comments are to be handled by Editor.

Text for Comment 7 resolution was provided by Justin McCann, and added to the working draft.

The meeting seemed to be stalled while some editing was done online.


Return to discussion of  36 and 37, the reference list .

AI: The correct Reference for comment 37 will be found by Robert W. 

Comment # 320: Section 6.4: 


The comment required looking up the minutes from July 2001.  The minutes from July 

“5. Vendor specific use of the context blob (row 451, 448, 452)

Discussion: The context blob will contain information elements.

Proposed resolution: Tim Moore proposed that 11F define one information

element (IE) where the first three bytes (octets) of the information

field are a vendor organizationally unique identifier (OUI). This

information element can be ignored at will. No compliant

implementations of this RP will depend on the use of this information

element.

Motion: to adopt the proposed resolution:

o Moved: Tim Moore

o Second: Victoria Poncini

o Vote: 8 for, 1 against, 1 abstain”


Discussion continued that there is no way we can create the informational element as TGf is a Recommended Practice and  is not a change/enhancement to the spec itself.  This issues needs more thought, and thus will need to wait to continue discussion after lunch.

Break for lunch 12:00

Tuesday Afternoon Session Called to Order 1:17pm

Dave switches to file ‘comments sorted by clause’ and requests that we start at the top.  (Dave still waiting for consultation with Stuart on items open at end of last session – to be discussed when answers are provided).

Comment 112


Discussion: 

Not a technical comment – should be reclassified but makes no difference to ballot count – not part of his no-vote.   Comment will be reclassified as editorial and requested change is declined.

Comment 113


Discussion:

This comment is declined.  The target environment specified by the commenter is not the target environment for this recommended practice.

Comment 16


Discussion: 

This comment is considered by the TGf group to be a non-responsive comment. The broad undefined change requested is not specific enough to determine what would satisfy the commenter and so does not meet the requirement of being sufficiently detailed to support a technical ‘no’ vote.

Comment 30


Declared invalid – no comment / no change

Comment 41


Discussion:

Comment accepted.  References to ‘registration service’ are deleted.

Comment 140


Discussion:

There are many different ways to implement an AP and this is one of them.  The Document clearly states that the figure depicts an example of typical AP architecture with which the IAPP does operate.  The draft does not need to describe every alternative to the architecture of an AP in order to describe how the IAPP operates.  The comment is declined.

Comment 141

Discussion:

Chair suggests that this is an invalid comment.  This comment is considered by TGf group to be a non-responsive comment.  No change is requested.  Therefore the comment is not specific enough to determine what would satisfy the commenter and so does not meet the requirement of being sufficiently detailed to support a technical ‘no’ vote.

Comment 142

Discussion:

Accepted.  The draft currently explains how layer 2 topology updates are provided in clauses 4, 5, and 6.

Comment 160

Discussion:

The Document clearly states that the figure depicts an example of typical AP architecture with which the IAPP does operate.  The draft does not need to describe every alternative to the architecture of an AP in order to describe how the IAPP operates.  The comment is declined.

Comment 161

Accepted.  The draft currently explains how layer 2 topology updates are provided in clauses 4, 5, and 6.

Comment 188

Comment 188


Accept.  TCP is added to the description in clause 1.3

Comment 214

Discussion:

The comment is accepted.  The security mechanism in the draft does provide the ability to confirm that all messages between APs are legitimate (sent by a registered and authenticated AP).

Comment 300

Discussion:

The comment is reclassified as editorial.  Neither the comment, nor the requested change, alter the behaviour or function of the IAPP.  The comment is further declined.  The figure is meant to show an example AP architecture for the purpose of describing the operation of the IAPP and its relation to the other standard protocols used with the IAPP. The figure is not meant to be a definitive description of all APs.

Comment 321

Discussion: 

The comment is reclassified as editorial.  Neither the comment, nor the requested change, alters the behaviour or function of the IAPP.  The comment is further declined.  The figure is meant to show an example AP architecture for the purpose of describing the operation of the IAPP and its relation to the other standard protocols used with the IAPP. The figure is not meant to be a definitive description of all APs.

Comment 413


Discussion:

Copy of previous comment.  The Document clearly states that the figure depicts an example of typical AP architecture with which the IAPP does operate.  The draft does not need to describe every alternative to the architecture of an AP in order to describe how the IAPP operates.  The comment is declined.

Comment 414

Discussion:

This comment is considered by the TGf group to be a non-responsive comment. The broad undefined change requested is not specific enough to determine what would satisfy the commenter and so does not meet the requirement of being sufficiently detailed to support a technical ‘no’ vote.

Comment 415


Discussion:

Accepted.  The draft currently explains how layer 2 topology updates are provided in clauses 4, 5, and 6.

Comment 452



Accepted.  TCP/IP has been added to the description.

Comment 457


Discussion:



Accepted.  The text implying that the registration is an explicit event has been deleted.

Because of determination for resolution for comment 456, comment 41 is being re-thought.  Decision made to remove references to ‘registration service’ in document.  Comment 41 now references this change (in the comments document as well as above).

Backtracking…….

Answers from Stuart for questions posed in Tuesday AM session:

1) Re T/E vs. Y/N - all comments marked by voter as part of No vote must be accepted to auto change vote from No to Yes – independent of E/T marking of the vote.

2) Re:  July Element ID comment – TGf can not do, but TGf can bring proposal to Plenary for .11 to vote on.  If .11 adopts, then some .11 MAC TG will get it done (tbd as to exactly which one, how and when )

3) Wed. TGf mtg will be in GRAND B – this is a room change.

Further discussion on decision for 2)  - We have 2 approaches:


1.  Context Block

· .11 MAC elements

2.  Context Block

· Vendor spec

· Vendor stuff

· QOS Stuff

· QoS GUNK

· Security Stuff

· Security Gunk

What are the pros and cons of the two above approaches – problem is that they both have the same name.  Question is why reinvent what is already in .11.

Break for Afternoon Cookies:  2:51pm.

---------------------------------------------------------------------------------------------------------------

Meeting reconvened at 2:35

Meeting next door was too loud, and a messenger was sent to turn down the volume.

Discussion on the need for informational Element.  

There was a comment that there are element type descriptions defined in RADIUS and in IEEE 802.11 pick one rather than identify a new set of values for the Ideas.  It was pointed out that the elements that are needed are not defined in all cases in either place, and having a local decision point to assign the value is thought to be a good thing.  

If we use the RADIUS type service, then we need to drop any and all packets that have any element that you don’t know what to do with.  RADIUS services require all packets to have all elements understood and abort otherwise.

A strawman proposal was presented as Table 9 that is a compilation of Table 3 and 6.

A check to identify that the RADIUS element were not already identified in the table 9 list.

…..missed comment.

We don’t know what AAA elements will need until they state what they need.  You don’t know all of them, but you may know a good list of those you do know.

2 issues, Where is the text for the motion from July, and 2, where is the space that the id’s come from.

Comment #320 Accepted, and added text (see Table 9).

Call for objection, none so unanimous.

Comment 162, 368, 372:  Remove IPSEC from IAPP.


Discussion: are the comments valid…. Yes



Are we willing to remove IPSEC …. No



IF we were to remove it, then we would need something to replace it with, but we would still have a home grown key management  scheme, that is not provided as an option.  Therefore, if no one has a better solution, then we must either sign up for more work to eval the options and provide replacement.  No one seemed willing to provide the work.  Who ever needs the security for the 3rd party handoff, should find IPSEC is sufficient.

……..Missed comment.

2 different issues here, IPSEC is at a layer below what we are doing, and that the comments are valid, but

does it matter if an IAPP connection is hijacked? What is the threat that I am trying to prevent?

Beside session hijacking, we should be precluding spoofing and DOS attacks.  The IAPP frame needs to be authenticated in a pair wise method. And the Threat model needs to be described.

Why bother in the first place?   If a Rogue AP is given a chance to have an STA attach and provide all the information of a STA. Then it captures information/state that it shouldn’t.

I can take the state away from you, and keep you from working, and I don’t even have to unencrypt any blocks etc.  You have a theft of connection.  Can this be done with a CMS object? Robert says yes he believes so.  If you  have a general purpose computer to act as the AP then you could do this, but then you are at risk for a TCP attack.

The comment requests removing the IPSEC, and there is no real option of replacement.  We have a reason for using IPSEC, and thus we should be able to tell the reason.  Note that excel spreadsheet has a limit on the size of the response, and so we should try to summarize what we have been talking about this.

Disposition for 162, 368, 372: 

We will add a threat model to the draft to explain the reasons for using IPsec.  It is the opinion of the task group that the bilateral security association of IPsec is sufficient to secure the IAPP communications between APs, which is all that IAPP is attempting to accomplish.  The commenter statement that IAPP involves a 3-Party handoff of authorization is not supported by the content of the draft.  If some other standard is planning to make use of the facilities provided by IAPP to perform such a 3-party handoff, it is the responsibility of that other standard to ensure that the handoff is performed securely.

No objections to accepting: thus unanimous to accepting it.

Comment:189: This has been corrected, A definition of AAA was added to the definition list.

Comment 108:  Define new term for Entity.

Discussion: There seemed to be an issue of how the commenter came to have an issue.

Disposition:   The term is defined in the sentence cited by the commenter.  The IAPP entity is that which provides services to an AP through the IAPP SAP.  No Change required to satisfy this comment.

No objection, Unanimous approval.

Comment 212: Need to define details of Context Block…. 

Discussion:  

 It is the job of the other groups to describe their need and use of the context block, it has been described in previous meetings several times.  The context block should be passed into the IAPP service, and then it is passed on  and transported to the other side, and IAPP is not concerned with the internal details of the context block.  A question of an example of IAPP usage in regards to Context Block.  The IAPP doesn’t look at the Context Block, it doesn’t care what is in it, and doesn’t know about it other than it is a bucket of data.  

Disposition: 

The context block is defined precisely in clause 6.4.  The draft clearly states which standards information is contained in a context block.  IT is those standards that specify the use of the context block in IAPP.  To date, no standard has yet made such a specification.  Comment is Declined.

No Objection, Unanimous approval.

Comment 322: Timing Constraints


Discussion: They are defined where needed, but are not where not.


Disposition:

Timing constraints are described where they are felt to be required.  Where they are not described, it is felt that timing constraints are not required.  Comment declined.


No objection, Unanimous.

Comment 85:

Discussion: Until the 802.11 chair obtains such port numbers, the number will be a TBD

Disposition: Comment Accepted, port definitions were split.


No objection, Unanimous.

Comment 163, 210 and 373:


Discussion:   

Unsure what NB stands for in comment.  The issue of what secrets are defined where.  Are the use of the secrets are described in clause 5, and thus a reference is added.  If you are not using all 5 aspects of the word protecting, then you should not call it protecting.  Strictly speaking.  So if we change the words protecting to “providing confidentiality and integrity and authentication”.  The concern was that the word protecting implies more than we are using it for in this context.

The shared Secret is used to provide confidentiality of hidden attributes, and integrity and authentication for the communication between the RADIUS server and the AP.

The BSSID Secret is used to provide confidentiality of hidden attributes, and integrity and authentication for the communication between the RADIUS server and the AP.


Disposition: Accepted, text was added as described in the discussion.


No objection, Unanimous.

Comment 190: 



Disposition, Accepted the port will be standardized when the Chair gets it for us.

Comment 211, 374: Naming schemes of Keys.


Discussion:

Both secrets are bound.  The shared secret is bound to the IP address.   The BSSID secret is bound to the BSSID.  The key usage is compatible with this naming scheme.  The option offered by the commenter to ignore the comment is accepted.


No objection, Unanimous.

Comment 246, 336: 


Discuss: 

If there can be more one BSSID per RADIUS client, and 2) can there be an entity in the RADIUS Server that needs this Secret to be unique.


Disposition: 

It is possible that there may be more than one BSSID supported by a single RADIUS client.  This would require different secrets for each BSSID.  Comment declined.

Comment 375,447:


Discussion:

The idea is to have the AP get given an ESSID to ensure that it joins the correct DS.  The RADIUS server will be giving the correct DS.  How does the AP register to the DS?  This is a manual process done at set-up, and is part of the process to get an ESS started.

The RADIUS server is necessary as a part of the network to make the IAPP work, but it is not a component of the DS.  The addition of 802.1X, we implicitly indicate the DS that is being used.  The ESSID is specified in the 802.11 MIB.  The DS is specified there.  IT is not specified in the IAPP, and is not specified by the RADIUS server, but the RADIUS server does limit the APs joining to the DS, or rather is limiting the ones that are authenticated to the ESS.   The way the AP specifies the DS that this AP is a part of is specified in the MIB, and doesn’t need to be in the RADIUS request.

How does the ESS ID get into the AP? How is the information provided to IAPP about the ESS ID?  Does the RADIUS server need to  know? Some say yes, the VLAN gets the request to allow some AP to join the specified ESS ID.  If you have two AP’s in the same box, …wait, lets not get into strange configurations, and lets try to focus on the straight forward choices.  More discussion on possible places and contexts that we may need to have the ESS ID for.


Disposition:  

 The ESS that the AP joins is defined in the 802.11 MIB.  There has not been a requirement identified for the IAPP to use this information.  Comment declined.



No objection, Unanimous.

Comment 413:


Disposition: 

A description of what might happen in an AP if the IAPP is already running when an “IAPP-Initiate.request is received is entirely dependent on individual implements and thus not part of the recommended practice.  Comment Declined.


No objection, Unanimous.

Comment 164, 183, 376

Discussion:

It not the intention of 802.11f to document on proper coding of internal security models.


Disposition: 

It is not eh intention of  TGf to instruct implementers on the proper coding of internally coded modules  Comment Declined.


No objection, Unanimous.

As we were at 5:25, so we decided to break until 7:00 pm

Meeting convened by Bob O at 7:05pm as Dave was detained by Room Service delays

Comment 184, 377: IAPP-Initiate.request


Discussion: 

DS is not just the wired backbone.  The DS may be connected by a wireless link, but it is just the communication system that exists between the APs.  Question on Concept of the DS.

If the DS is only one AP, then what does the IAPP initiate request need to do in that case?

Does the AP know that it is the only one in the DS? Does it care? The DS is not valid prior to having the first AP connect to the DS.  For some access points, the DS is a wireless interface, but that is immaterial to the creation of the DS.  Is it possible for a single interface to act as a STA and a AP.  An AP is a layer 2 device with at least 1 interface.  Is there a way to say There is a live DS?

There is always a DS, but the commenter is asking to ensure that there is another device on the DS prior to having the request operate.  It may be impossible to prove that there is another device, and this is due to the problem of 


Disposition: 

By definition of an AP in 802.11-1999, that an AP is a device that provides distribution system services, there is always a DS present when an AP is present.  IT is unreasonable to ask that the AP verify that there must be some other device present in the DS, when there are perfectly valid ESSs that comprises a single AP.  The comment and its requested change are declined.


No objection, Unanimous consent.

Comment 313:


Disposition: 

It is impossible to determine what comment the commenter intends, as he did not follow the ballot instructions.


No objection, Unanimous.

Comment 114:  MAC address usage


Discussion: 

The usage of the MAC address may be used differently is the comment.  We need to identify the uses and ensure that the usage is consistent.  A search for MAC addresses was done to ensure that we knew what the usages are.  The only place that the DSM IP address is used is in 4.10.2, and in all other places, we do make a distinction. In 4.11


Disposition:

The intended usage of AP Address as the SDM IP address is correct in this clause and will be changed to be identical in4.11.  this makes the usage of this term consistent in the draft.  The usage of the DSM IP address selected because it is a higher layer address for the AP and is what is required to be provided to the lower layers (TCP/IP or UDP/IP) for correct addressing.  In this primitive, the IP address is obtained from the incoming Move-Notify packet sent by the AP at which the STA has reassociated.  Comment Accepted.


No objection, Unanimous.

Comment 165, : 


Disposition: 

TGf is not responsible for protecting the context of the Context Block, other than to ensure it confidentiality, integrity, and authenticity when it is exchanged between APs and using the IAPP.  If some further protection of the content of this Context Block is required by some other standard that uses it to transport information between APs, that additional protection must be provided in the coding of the Context Block content, itself.


No objection, Unanimous.

Comment 247:


Discussion:

After looking at the text, the sentence requested seemed to be the same as what was there, but we could make it clearer by making a minor change to the sentence.  Add “obtained from the IP header“ of to the sentence.  We believe that the sentence is correct as is, but look at modifying was explored.  


Disposition:

We believe that the draft text already states what the commenter requests.  The commenter is solicited to provide additional information. Comment Accepted. No Change made.


No objection, Unanimous.

Comment 248: 


Discussion:

If you have two IDs, then you will have two security authentications.   There was not an agreement.  What is the limit on IP addresses to the AP?  If you have multiple IPs in an AP, then it is the implementers responsibility to keep them straight.  Is the security association between the DSM addresses or between the BSS IDs.  If the AP has one IP address per DSM, then we seem to be ok, but what if we have more?  This is not a standard example, and thus would be the job of the implementer to do the multiplexing and worry about keeping this straight. More esoteric examples of complex devices that could be built without regard to standards was then discussed.  The security association is between bound to the DSM (IP) address not any other address.

If you have two different IP addresses, then you would have two IP segments, and because the AP has only one DSM interface as a logical entity, then if I do have an extra IP in the physical box, then I have to deal with the extra complexity.  If we send the BSSID of the new AP to the Old AP, then the Security Authentication would be set-up and usable.  With out the New AP BSSID, then we would not be able to set-up the bi-directional link.   It was agreed to add a new BSSID to the IAPP-MOVE.indication. and IAPP-MOVE.Confirm.  There was a concern of the use of AP in the sentences that were being added.  If an AP Physical device has multiple BSSIDs then the usage of the AP seemed make this ambiguous.  But because we are looking at the standard simple model of one WM and one DSM address per AP, and then it is the logical thing in the big thing.


Disposition:



Accepted: 

No objection, Unanimous.

Comment 378 :

Disposition: 

TGf is not responsible for protecting the context of the Context Block, other than to ensure it confidentiality, integrity, and authenticity when it is exchanged between APs and using the IAPP.  If some further protection of the content of this Context Block is required by some other standard (i.e. 802.11i) that uses it to transport information between APs, that additional protection must be provided in the coding of the Context Block content, itself.

No objection, Unanimous.

Comment 379:


Disposition: 

The RADIUS server will not grant access-accept to another AP from a different ESS, thus preventing the establishment of a SA over which the information can be exchanged.

No objection, Unanimous.

Comment 380:


Discussion: 

Only the context block is secure, but then you can not gain access to the context block in the IAPP.  So if the security is optional, can you see into this block? If the network is trusted enough to leave in the open, then it is not 


Disposition:

The IAPP packets are secured by the IAPP security model.  The Content of the packet can then be trusted.  If the security model is not implemented, then the underlying physical network must be trusted enough that the attacks addressed by the security model are not present.  Therefore, the content of the packets can, again, be trusted.  The purpose of the sequence number is to associate notify and response packets.  It is believed the sequence number is adequate to this task.  Comment not accepted.

No objection, Unanimous.

Comment 42:


Discussion: 



Missed some comments, but we did look to add the word primitive to clarify

Disposition: 

The commenter is confused between the use of service primitives, which are used in 4.10.4 and the packets and frames that may be generated by the invocation of those service primitives.  The text in 4.10.4 is correct.  However, the work “primitive” is inserted to clarify the meaning of the sentence. Comment not accepted

No objection, Unanimous.

Comment: 249 


Discussion: 

What would the reasons be for sending the Deny message. No matter the action, the old AP needs to determine what the response should be.  If the only two values allowed is Successful or Stale_move.  So now that we need have identified a reason, what is the codes that should be added.  Deny may be a better to a FAILURE code.  Would it be better to have both types?  We discussed more scenarios to why there would be more codes needed.  We looked at some other choices for status codes.  MOVE_DENIED should be used to indicate that the AP receiving the IAPP-MOVE.indication either is not able to verify a previous association by the indicated station or has some other reason to deny the reassociation at the AP that sent the IAPP_Move-notify packet.


Disposition: 



Resolved by adding the above text.

No objection, Unanimous.

Comment  166, 381:


Disposition:



Invalid comment.

No objection, Unanimous.

Comment 43, 86, 285:


Discussion: 



See change in 4.11.2


Disposition: 



Accepted.

No objection, Unanimous.

Discussion to add Response code from 4.11.2 and add to 4.9.2 also to make the draft whole again.

No objection, Unanimous.

Comment 302:  4.2.2


Disposition:  Accepted: see updated text in 4.2.2.

No objection, Unanimous.

Comment 115:  4.2.4


Disposition: Accepted See updated text in 4.2.4.

No objection, Unanimous.

Comment 116: 4.3.3


Disposition: Accepted. See updated text in 4.3.3. Commenter is commended for providing text as requested.

No objection, Unanimous.

Comment 303: 4.3.3


Discussion: 



It may be that 115 or 116 comments resolve this better than the other 302 comments.


Disposition: 



A description of the……see comment 302.

No objection, Unanimous.

Comment 416:  4.3.4


Disposition:  Invalid comment.

No objection, Unanimous.

Time to think about our next step. We have a paper from IETF that we could have presented.  We  then had a discussion on whether the paper was agreed on the agenda.  It was not pointed out that a paper was to be presented at the time the Agenda was voted on.  

We have time from 8 am to the start of Social on Wed. other than when we are at the Plenary.

Comment  258: 4.4.2


Discussion: 

There may have been a set of status return codes, and that the status for request and confirm should be the same.  We had previously determined that that if you tell the IAPP to terminate, that you have only successful as a possible response.  If different status code is returned, what would it be and why would it be indicating.  If the IAPP has no visibility into the other layers, then there is nothing that would prevent the IAPP from closing down and returning a successful status.


Disposition: 

The IAPP has no visibility into the parts of the AP that manage the actions that are recommend to take place prior to invocation of the TERMINATE.request.  Thus, it has no basis on which to return any status other than SUCCESSFUL.  Comment Declined.

No objection, Unanimous.

Comment: 288, 417:


Disposition:  

Comment Declined. The primitive does do something useful, it indicates that the operation of the IAPP has successfully terminated.

No objection, Unanimous.

Comment 259: 4.4.4


Disposition: 

It is not the purpose of the recommended practise to identify every possible action that may occur when the practice is not implemented as recommended. Comment Declined.

No objection, Unanimous.

Comment 167, 289, 382: 4.5


Discussion: 

Why do we have to tell another access point that a STA has associated?  The commenter is the one posing the question.  The first purpose is to cause the forwarding table to update.  The update process will occur anyway when the Station eventually sends a packet later.  This is a means to update faster the forwarding tables.  The 2nd purpose is to account for the STA’s that haven’t implemented the ReAssociation as specified.  Or a Restarted system that needs a cleanup on the old APs. Text added to 4.5.1 “to allow those APs to clean up behind the stations that do not properly reassociate when moving from one AP to another:” Also another sentence was added “This updates the layer 2 internetworking devices before a transmission from the associating station, which might occur some arbitrary time after the association.”


Disposition: Comment Declined. Text clarifying the rationale for this function has been added to the draft.

No objection, Unanimous.

Mtg recessed 9:29 pm.

------------------------------------------------------------------------

Meeting Reconvened 8:07 am Wednesday.

Comments 314,191, 260, 323, 324: Sequence numbers


Discussion: 

We have talked about the Sequence numbers and we have what we have.  Use the disposition for all comments that it applies to.

Disposition: 

Resolved – Please see Nov. 2001 TGf minutes for motions that resolved Sequence number comments. This has been reconsidered at several meetings and in resolution to many similar comments.  Comment declined. (In some cases we point out that this is a recommended practice not a normative standard)

No objection, Unanimous.

Comment 44:4.5.3


Discussion: 

He is correct that the clause 10 of 802.11 does describe the MAC interface as he does, but it is wrong.  The text clearly says that the MLME interface with the MAC at that level, and there is nothing permitted in that interface that would allow the external management interface to allow the indication has occurred or is in process.  The MAC MLME diagram/description in clause 10 doesn’t match the text in the MAC description.  The interface for these things to happen haven’t been included or corrected.  The internal interface is the point of discrepancy, and thus is not an interoperability issue and thus can be left as an implementation detail.  There is no way to know when the Associate Request frame originally arrives, only after the processing of the event is over.


Disposition:

There is no interface that will allow the information cited by the commenter, the reception of an Associate Request frame, to be accessed.  The MLME interface description in the 802.11-1999 is wrong in how it describes the interaction between the MLME and the external SME with respect to the association and reassociation.  The text of the standard describes the opportunity for the SME to decide whether to accept an association and provide status and reason codes to be used to indicate acceptance and rejection of associations.  The MLME interface does not provide the proper indications and responses to implement what is described in the text of the standard.  A Formal request has been made from TGf to 802.11 working group to correct the description of the MLME SAP to match the behaviour described in the text.  This will result in the MLME SAP matching what is required of it by TGf.

No objection, Unanimous.

Now that we have this disposition, we need to have a motion to actually send the request.

Motion:

Moved to formally request IEEE P802.11 to correct the description of the MLME SAP with regard to association and reassociation so that it matches the behaviour as described with the text of the standard.

Move: Bob O, 2nd Jon R.   Vote: No objection, Unanimous.

Comment 117:4.5.3


Discussion change to local AP


Disposition: 

Text has been modified to indicate that the action is taken only when the indication is produced by the local AP.  Comment Accepted. 

No objection, Unanimous.

Comment 118:4.5.4


Discussion:  

An Ethernet link doesn’t have a forwarding table.  We think that his complaint is that it says “any Layer 2” devices is the contention point.  It is really absurd, as there is not forwarding tables in Ethernet nics.  So it is a real nit, and the removal of “any”, or rather place any in front forwarding tables, then we change the word the also. The word bridges was exchange for layer 2 devices also.


Disposition: 



Comment Accepted.  Text modified.

Comment 261: 4.5.4


Discussion: 

This is similar to what is happening for all layer 2 traffic that is sent on an non guaranteed media.  The cache is learning process, and the missed packet will have others that will come along after the dropped case.  There is only one letter difference in networking and notworking.  If his comment is to the mechanism, then the update cannot be guaranteed.  The point to point frame will propagate through the tree until the point that allows me to drop down to the dest.  However, the broadcast frame should have more penetration to the spanning tree.  Simple case, one downlink port, and one uplink port, as soon as the station gets the packet, the packet will update the table when the device attempts to contact a device off the switch.  A better description of the switch case is then discussed.  An example with 3 switches was then explained. The point at which the broadcast frame is sent and received, the tables are for certain updated.


Disposition:  

Comment Declined.  If a layer 2 update frame is lost, the same result will be obtained when the STA for which the update frame was sent begins its own transmissions, sends a broadcast frame, or ARP caches and forwarding table entries time out.  TGf does not believe that the Layer 2 Update frame mechanism needs to be made more reliable than currently described.
No objection, Unanimous.

Comment 168: 4.6


Discussion: 

Why do you need the Add confirm if you don’t need the Add notify.  Review what we did for a similar comment earlier.  Some folks come from a different perspective, and are expecting a different style of standard, and if they are not reading the doc carefully miss the point.

Disposition:

No, this function cannot be a part of the AS.  IT is a necessary part of the IAPP to confirm that the actions of the IAPP add has occurred.

No objection, Unanimous.

Comment 383:  4.6


Disposition: resolved with similar comment from comment 168.

No objection, Unanimous.

Comment 119: 4.6


Discussion:  

Reviewed the text, and determined that the comment is valid.  Text modified to reflect the needed change. Effect of receipt changed to describe both failure and successful status values.


Disposition: 

Comment Accepted in part. Text has been clarified as to the behaviour when the status is FAILURE and TIMEOUT.  No recommendation is made to how to handle the STA’s association when the status is not SUCCESSFUL.

No objection, Unanimous.

Comment 46:


Discussion:

The MLME response is needed to make the SAP for association complete, but it is not there now.  We have the indication when it is done, but there isn’t a handshake across the interface yet, and is the part that needs to be fixed by the 802.11 WG.  If we get some status other than a SUCCESSFUL, could we send the STA a packet to indicate the failure mode?  No, it is only part of the services, and there should be an Add response.  If the Add notify packet is sent, the old AP may say it has a more recent request, and then instead of a response sequence, it sends its own Add notify sequence.  The right thing to do if the MLME interface was correct. Is the status would be indicated in the process.  If on a Timeout, a retransmit should be done, and on the fail it should try some other reaction.  When the Status -=FAIL, the STA’s association should be denied or the STA disassociated.  Leaving the timeout out, we haven’t determined the proper action in that case.  If we say that the TIMEOUT case causes the retry, and the FAIL causes the rejection of the Association.  Timeout should be allowed a second chance, and a FAIL should be sufficient to reject the association.  Should a TIMEOUT happen multiple times, then we should treat the status as a failure.

Disposition:  

Comment accepted in part.  The text has been clarified as to the behaviour when the ….see doc 184 for full text.

No objection, Unanimous.

Comment 169, 384: 4.7 ADD.notify


Discussion: 



This is generated by the add packet. 


Disposition: 

No it is a necessary part of the IAPP to act on the receipt of the ADD-notify packet. See figure 2.  Comment Declined.

No objection, Unanimous.

Comment 315:


Disposition:  “Above” is meaningless.  This comment is not conformant with the balloting instructions.

No objection, Unanimous.

Comment 119:  4.7.2 


Discussion: 



Text added to end of sentence.  “as received by the local IAPP entity in the ADD-notify packet.”


Disposition: 



Comment Accepted. Text modified.

No objection, Unanimous.

Comment 305: 4.7.2


Discussion:



The packet has the source address already there,.


Disposition:

Address declined.  The address of the sender is in the source IP address field.  The sender can determine if it receives its own broadcast from that address.

No objection, Unanimous.

Comment response just received by E-Mail from Dave Richkas, he had only 2 comments.  

“In order to resolve these comments, I recommend that the specific change to the draft is the deletion of the subclause 4.6 for the first comment; and the deletion of the sub clause 4.7 for the second comment.  There is a choice that TGf has to make: abandon the design goal of enforcing at most one association per station, or else define an algorithm that can span multiple subnets within the same ESS.  The Algorithm specified does not accomplish.  How you do this is up to you.”

The question is whether the comment is valid or not.  The decision was that they are now valid comments.

Comment 290 is now valid, and the resolution is the same as 383 because Dave R. cut and pasted from there.

Comment 291 is now valid, and the resolution is the same as 384 because Dave R. cut and pasted from there.

A discussion continued on various topics, but no real sense of communication taking place with the group.

10 minutes till time for break.  Try to do 3 more comments in 4.7.4.

discussion continued on the needs for the IAPP-ADD on the same sub-net, but there are issues if there are multiple sub-nets, and we need to not be a panacea for all.  We are not looking to make everything perfect, and as such we are looking to make things as good as possible, and then let it go at that.

Recess and will start after lunch at 1 o’clock on comment 47.

Recessed at 9:56 am.

Meeting Convened at 1:23 pm Wednesday

LB Vote Status Update:


AS of LB Close (w./Chair rulings ratified by TGf);



Yes: 134, no: 42, abstain: 46, invalid: 5



Invalid Votes: (No -> Invalid)


Invalidated votes reversed due to further examination of Editorial vs Tech to support No votes rules:



Bard (#10, 11)




#10 valid open comment




#11 invalid comment ( no change requested)



Somayazulu (#318, 319)




#318 invalid comment (no issue, no change requested)




#319 Valid open comment

Ballot result Then: 


YES: 134, no: 44, abstain: 46


Passes 75.3%

Motion to restore the votes as stated:

No Objection, Unanimous 


Votes Changed from No-> Yes due to LB comment resolution



Stanely (#320)



Chickinsky (#33-37)



Kitchen (#210-211)



Wiliams (#447)


Ballot then: 



Yes: 138, No: 40, abstain: 46



Passes 77.5%

Comment #319: 


Disposition: 

Comment accepted, The word “conformant” deleted.


No objection, Unanimous

This is the last comment for Somayazulu, and thus his vote will be added to the No-> yes list.

Comment #10, 434:


Discussion: 

We do not believe that we will be able to satisfy his comment.  Doing ether of the suggested actions are not the correct thing to do.  


Disposition: 

Comment Declined, there is no time at which the INITIATE.confirm primitive would issue the PENDING status which the commenter requests.  The INITIATE.confirm is issued by the IAPP only when the operation associated with the invocation of the corresponding INITIIATE.request has completed.  It can be thought of as an asynchronous “up-call” from the IAPP.


No objection, Unanimous

Comment  #435, 11: 

Changes to the Disposition of these comments is required to accommodate the fact that we didn’t need to editorialise the disposition.  The comments are invalid as they do not suggest plan to resolve.


Disposition: 

Comment is invalid This is not a valid comment to support a “NO” vote.  No votes must be supported by valid technical comments.


No objection, Unanimous

Comment # 47: 4.7.4


Discussion:

In the PDF line 10-11, the objection. 4.5.1, the ADD request states that it does something different from what the commenter is stating.  If we delete the last line, and allow the definition of  what the ADD does.  It is defined in 4.5.1


Disposition:


Comment Accepted.  The descriptive text for the IAPP-ADD.request has been removed.


No objection, Unanimous

Comment  120: 4.7.4


Discussion: 



The need for the paragraph in question was discussed.  The need to have it was pointed out.  It was there to advise those who have problems with existing implementations. Decided that the benefits for having the paragraph were greater than not having it.


Disposition: Comment accepted.  Text Modified as suggested.

Comment 262: 4.7.4


Disposition:

Comment declined.  The task group feels that a warning to implementaters of 802.11 STAs is important, in the light of certain broken implementation that reset the sequence number improperly.  This warning was included due to resolution of previous letter ballot comments.


No objection, Unanimous

Comment 48: 4.7.4


Discussion: 

A restatement of the comment was made, and a few interpretations given.  Look for place that the Add Modify does not add attach scenarios to the Recommended Practice.  We may want to add protection to the Add.nodtfy, and a paper to that effect will be presented later.  A Global key is needed to ….The ADD.notify does not provide anymore risk than any other item.  Subclause 5.5 is the location.  See the last paragraph of subclause.  Therefore the response to his comment on lack of security of ADD.notify, the work group needs to determine if the statement in 5.5 is sufficient.   A Global Key would be necessary to protect all the ADD.notify messages.  Wrapping the ADD.notify in an ESP format and then using the current key or previous key to get the Global key that would wrap the Add.Notify.  This would protect the exchange and prevent an attack .  It may be worth protecting the exchange.  If we skip the Security of the ADD.notify comments until the paper is ready tomorrow.

Comment 316:


Disposition:



Comment declined.


No objection, Unanimous

Comment 97, 385:


Disposition: 



Comment Accepted. No changes were requested.


No objection, Unanimous

Comment 170:  4.8.1


Discussion: 

Explanation of how authentication is done was given.  What are the possible states that need protection?  Side conversation about security and whether the 802.11 Authentication process is valid or not.  The secretary was requested to note that he seemed cranky.


Disposition: 

Comment declined.  The IAPP is not involved in STA authentication.  In the current architecture of 802.11-1999, authentication must occur before association.  The IAPP works in this architecture.  If authentication occurs later in some other architecture, an implementation can delay invocation of this service primitive.


No objection, Unanimous

Comment 171:


Disposition: 

We have no solution for TGI getting their act together either.  Therefore, we are not waiting for them.  Comment accepted.  No Change was required.


No objection, Unanimous

Comment 98, 386: 4.8.2


Discussion:

The comment was restated, and then we looked at the point that RADIUS must track the APs.  The SSID is not required in the external packet.  See 5.3.1 paragraph to see definitions that are there.  We have specified the Called-Station-ID already, and that along with the items in the table should be sufficient.  The Username is the Old BSSID, and the Called-Station-ID is the New BSSID.  The question is how to get the RADIUS server know the old one to compare to it.  A new RADIUS Server attribute will need to be used to hold the SSID.   Look at 5.3.3 (page 20 line 3).  The RADIUS Server will validate the old BSSID is a valid member of the ESS.  


Disposition:

The IP address of the destination AP is obtained from the RADIUS server and is therefore registered with the same ESS.  The RADIUS server makes this check.  See 5.3.3. There is no need to include the SSID in the Packet itself.  Comment Accepted.  No change requested.


No objection, Unanimous

Comment 103:


Discussion:

Line 37 page 12, relook at the paragraph in question.  The context tells where the MAC address is obtained from.  Where the MAC address is obtained is clearly specified.


Disposition:

Comment Accepted.  The precise value of the “MAC address of the AP” is defined in the sentence following the one cited by the commenter.  It is the value obtained from the current AP address field of the Reassociate.Request frame sent by the reassociating STA.


No objection, Unanimous

Comment 192: 4.8.2


Disposition:

Comment accepted.  No change requested.  The answer to the question is “YES”.  The Context block is provided as a general means to transport information of any sort between APs when a STA reassociates.


No objection, Unanimous

Dave had some E-Mailed responses that need to be rolled into the response doc.  Bob to give Dave the file to roll the changes in and will pick up after the break.

Recessed 2:51.

Meeting reconvened at 3:30pm Wednesday

New Rev. 6 of ballot comment file is out in TGf folder.  However, it is sorted incorrectly and rather than having everyone try to do it themselves, Dave sorted correctly and put a Rev. 6a out in the folder.

Dave received an e-mail during the break where someone changed their No vote with comments to a Yes vote with comments.

Comment 386:

Disposition:  

The IP address of the destination AP is obtained from the RADIUS server and is therefore registered with the same ESS.  The RADIUS server makes this check.  See 5.3.3. There is no need to include the SSID in the Packet itself.  Comment Accepted.  No change requested.

Comment 387:


Disposition:  

TGf is not responsible for protecting the context of the Context Block, other than to ensure it confidentiality, integrity, and authenticity when it is exchanged between APs and using the IAPP.  If some further protection of the content of this Context Block is required by some other standard that uses it to transport information between APs, that additional protection must be provided in the coding of the Context Block content, itself.

No objection, Unanimous

Comment 49: 4.8.3


Disposition: 

There is no interface that will allow the information cited by the commenter, the reception of an Associate Request frame, to be accessed.  The MLME interface description in the 802.11-1999 is wrong in how it describes the interaction between the MLME and the external SME with respect to the association and reassociation.  The text of the standard describes the opportunity for the SME to decide whether to accept an association and provide status and reason codes to be used to indicate acceptance and rejection of associations.  The MLME interface does not provide the proper indications and responses to implement what is described in the text of the standard.  A Formal request has been made from TGf to 802.11 working group to correct the description of the MLME SAP to match the behaviour described in the text.  This will result in the MLME SAP matching what is required of it by TGf.

No objection, Unanimous.

Comment 121: 4.8.3


Disposition:



Comment accepted



No objection, Unanimous

Comment 104: 4.8.4


Disposition:



Comment accepted.  Text clarified.



No objection, Unanimous

Comment 172: 4.8.4


Discussion:

This is saying ‘here’s a description of the interface that makes the protocol work”.  It’s an abstract service interface.  Not a protocol, but a definition.

Disposition:

Comment declined.  This is an abstract interface description.  As such, operations occur in zero time and have no opportunity to fail.  If the description says that something will happen as a result of the invocation of a service primitive, that something will happen.

No objection, Unanimous

Comment 250: 4.8.4


Discussion:

Comment to move the layer 2 update to 4.9.4 accepted.  But more detail may have to be spent on this in 4.9.4.


Disposition:



Comment accepted.



No objection, Unanimous

Comment 306: 4.8.4


Disposition:

Comment declined.  There is no requirement that every AP on a subnet needs to know the location of every mobile STA in the ESS.



No objection, Unanimous

Comment 325:  4.8.4


Disposition:

Comment accepted. The issuance of the Layer 2 Update frame has been moved to occur after the MOVE.response packet is received with Status=SUCCESSUL.

No objection, Unanimous

Comment 388: 4.8.4


Discussion: 



We could put in a ‘not operating’ status code into the text.


Disposition:

Comment accepted.  A NOT_OPERATING status value has been added to the IAPP.MOVE.confirm primitive, with appropriate description.



No objection, Unanimous

Comment 317:


Disposition:  

 “Above” is meaningless.  This comment is not conformant with the balloting instructions.

No objection, Unanimous.

Justin McCann has put a file out on TGf with some proposed comment resolutions for 5.3.  Dave recommends jumping ahead to get these done.

Comment 231


Disposition:

Comment declined. Existing RADIUS servers will require a plug-in to support IAPP security block functionality.

No objection, Unanimous

Comment 232:


Disposition:

Comment is declined.  This is a RADIUS specific set-up issue, and not an issue with IAPP per se, and therefore is outside of the scope of TGf.

No objection, Unanimous

Comment 233:


Disposition:

Comment accepted. But the suggested change is denied. The New AP and old AP can store the old/new BSSID IP Address and security association(s), obviating the need for RADIUS requests for every roam requests. Text to that effect has been added.  TGf is providing context transfer, not fast handoff services.

No objection, Unanimous

Comment 346:


Disposition

Comment declined.  TGf is making a recommended practice.  An RP has little value if it recommends multiple practices.

No objection, Unanimous

Comment 59:


Discussion:



Some discussion on what the text should read in order to clarify the proposed comment/change.  

Disposition:



Comment accepted.  (Need to clarify text)

Dave proposed adjourning for the evening and we will pick up on Thursday AM and discuss the text needed to clarify Comment 59.

Meeting adjourned at 5:00pm


Meeting reconvened at 8:13 am Thursday. 

Dave placed r8 of the comment file out on the temp folder for us to use.

Motion re Invalid Votes:


Move: TGf requests that the 802.11 Chair grant a one time dispensation to the voters who provided only invalid comments for LB32.  The invalidation of these comments has the effect of invalidating the entire vote.  TGf thinks that while the votes were invalid under 802 rules, the individuals did respond to the LB and should be given credit for having voted in LB32.

No mover For the motion.

A T-Shirt was provided by TGf Chair to the 802.11 exec to wear to the Closing Plenary that says “Never underestimate the stupidity of people in large groups.”

Comment  59 text was not available at this time.  Move on to next comment.

Comment 144 was looked at but because the commenter requested that the comment be later in the day was deferred.

Comment 329:


Discussion:

We reviewed the comment and looked at the targeted text.  The answer is the implementers option.  Justin had some proposed text changes.  The word optional was replaced with “at the new AP’s discretion” and some text to the end of the paragraph.  Another change was looked at moving the Must establish for the A part and a May establish for the B part.


Disposition



Comment Accepted Text has been added to address the comment.


No objection, Unanimous

Comment 1: 5.3.2


Discussion:

Just has some recommended text for the comment disposition.  Some comments were made that the suggested action is needed but for other reasons.  The need to have the OLD AP info is needed for other reasons.

Justin’s proposed disposition:  “Comment and suggested change are denied.  This is not necessary, since the New AP will be able to decrypt message from the Old AP only if (1) the RADIUS server determines that the New AP is a valid member of the Old AP’s ESS (protected by the New AP is a valid member of the Old AP’s ESS (protected by the New AP’s RADIUS shared secret and also the New AP’s User-Password), and also (2) the Radius Server returns an New-BSSID-Security-Block encrypted in a form which the New AP can understand (i.e. encrypted with the New AP’s User-password, which must be configured into the New AP.

Robert had a 4.10.2 comment resolution (248), that  had triggered a thought that the BSSID and IP are needed.


Disposition:



Comment Accepted:   BSSID and AP IP address were added as a result of processing 248.



No objection, Unanimous

Comment 50: 4.9.2


Discussion:

Typically the move.confirm is not sent until the new AP receives an Access reject or an Access accept. Then a Move notify goes to the old AP and a move notify comes back and the move confirm would need the status as requested.  In 4.9.2, FAIL was added as a possible value for the status field.  Fail indicates that a RADIUS Access-Reject was received in response to the RADIUS Access-Request sent to the RADIUS server to look up the IP address of the Old AP.


Disposition:



Comment Accepted.  Text modified as suggested.


No objection, Unanimous

Comment 307: 4.9.2


Disposition:

Comment declined.  On page 48 of 8802-11-1999 in clause 7.l2.3.6 the content of the Reassociation Request frame is described.  The third item in Table 9 is “Current AP Address”.

No objection, Unanimous

Comment 51: 4.9.4


Discussion:  

Given the way that the MLME is described, the reassociation indication is an indication from the MAC management entity that the reassociation has been done.  There is no way to intervene in the middle.  The comment for the Association #49 is also applicable here.


Disposition: 

See Disposition for #49.

No objection, Unanimous

Comment 52: 4.9.4


Discussion:



We don’t have the interface to do what is requested see #49.


Disposition:



See Disposition for #49.


No objection, Unanimous

Comment 87: 4.9.2


Discussion:

A review of the current reason codes was done.  We would need TGe to add the reason code for us as we are a RP not an Addendum.  


Proposed Disposition:

Comment Accepted.  A Reason Code will be added with the meaning “Old AP did not verify previous association.” TGf will ask the 802.11 working group to add this the the 802.11 standard.

Motion:

TGf requests the WG to add a reason code with the meaning of “Old AP did not verify previous association” be added to the 802.11 standard. (see 7.3.1.7: Table 18-Reason codes. )

Moved: Jon Rosdahl

Discussion continues: 

The motion was not 2nd and a conversation for the reason for requesting a new code and the ramifications of getting a new reason code.  There would need a new addendum  to get the reason code.  There is no PAR to actually do this, and there is no way to ensure when it would be added to the standard, or by which group.

Text to be added to 4.9.4 was added to the end of the paragraph “ with a Reason Code of 1,  meaning “Unspecified Reason”.  Future revisions of the IEEE Std. 802.11 may define a new Reason Code that means “Old AP did not verify previous association.”  Should this Reason Code be defined, it should be used in preference to Reason Code 1.”

When the new AP sends the move.notify to the old AP and the old AP says that it doesn’t know about the STA, and the old AP tells the New AP that it should start the association from scratch.  Suppose you have a choice of APs to associate to.  If you are Reassociating vs associating, you may make a different choice.    Are there certain cases that the Old AP knows that the STA is gone, and so would respond incorrectly?  No, the STA doesn’t tell the Old AP.

Disposition:

Comment Accepted.  A Reason Code of 1 is recommended to be used until a new Reason Code is defined by 802.11 WG.  TGf will ask the 802.11 working group to add a Reson Code with the meaning “Old AP did not verify previous association.”  to the the 802.11 standard.

No objection, Unanimous

Motion: 

Moved that TG f Asks that 802.11 WG make a Reason Code that has a meaning “Old AP did not verify previous association.”  to the the 802.11 standard.

Moved Jon R. 2nd Bob O.

Unanimous, Motion passes.

Comment 99: 4.9.4


Discussion:

The point that the Recommend Practise of the preferred way of doing something. We need to choice one way of doing something.  Extending the length of time of STA can attack the AP.

Discussion of the reasons for the STA needing more time.  The savings of  a association process may not be valid argument to the need to make the requested change.  If a STA is dropping out of communication with a set of APs, then the need to have the STA do an association process is probably the right thing to do.  If the Old AP doesn’t respond, then we disassociate the STA and force the STA to Associate to the new AP.  We only have control of telling the AP when to start forwarding frames to the STA.  So in the 2 cases where an AP doesn’t talk f, or the AP has died, the need to force the STA to Associate is justified.  There are two opinions, one that we need to allow the Notify to be sent instead of doing a Disassociation.  So the question is are there strong evidence to support one stance or the other.  Is the Reassociation really of value if the communication is lost between the APs?  If we make this optimisation, then we have the problem of what if the TIMEOUT reason is not just that we have new STA from an AP that we can not communicate with.  There was an opinion that the 802.11 working group should make that change, but that f didn’t want to change the f state machine.  If the reassociate fails, then  treat as an associate.  This is the statement that TGf should not be defining, but using the 802.11 definition.  IF the Reassociation fails, then the standard defines what the action should be.  By the time the IAPP gets the indication of the roaming STA is wanting to Reassociate, it is too late, as it has already associated, and then it is after the fact that we are telling the MLME to disassociate the STA.


Disposition:

Comment declined.  An implementator may choose to have the APME ignore the recommendation of the Recommended Practice to disassociate the station when the status returned is TIMEOUT and instead turn around and issue an IAPP-ADD.request for the station.  This will cause the behaviour desired by the commenter.

No objection, Unanimous

Comment 173, 389: 4.9.4


Discussion:

Are there states that are not define?  There might be, but the need for a state machine has been requested, but none provided to the group.  The 802.11 WG seems to be moving away from State machines, and are out of vogue this week.  See Editors adhoc committee.  We need to be aware of the changes to the protocol, but we need to be careful not to encourage submissions at this point, but rather solutions to specific issues.  We don’t want a submission to replace the whole draft.  The recirculation ballot has to have all the comments recirculated as well as the draft.  The encouragement  “If the commenter believes otherwise, his effort to create such a state machine would be greatly appreciated.” Was left out of the official Disposition:


Disposition:

Comment declined.  The task group does not believe that a state machine is required. 

No objection, Unanimous

Comment:390 

Disposition:

Comment declined. An AP is always a part of a DS.

No objection, Unanimous

Comment 418:


Discussion:



We already added a result


Disposition:



Comment accepted.

No objection, Unanimous

Break Time: Recess 9:58 am.

Reconvened 10:33 am Thursday by Bob O.  David B. was away no Chair business.

Comment 127: 5


Discussion: The suggested change doesn’t match here comment made.  We may want to decline because we have done this type of comment, but only the last sentence applies here.


Disposition:

Comment declined.  TGf is used to support context transfer between APs upon reassociation of a STA.  It is unclear exactly what the commenter would like removed from the recommended practice.

Comment 105: 5


Discussion: reviewed the text referenced.


Disposition: 



Comment Accepted.  Sentence deleted.

No objection, Unanimous

Comment 213:



Discussion:

Same issue as previous comments and is related to the sequence number discussions and motions.


Disposition:

Comment declined.  There is no mechanism with which to ensure that the various timestamps are synchronized in all AP’s in the ESS. 

No objection, Unanimous

Comment 326: 


Disposition: 

Comment declined, but the sentence referred to was removed.

No objection, Unanimous

Comment 371:


Disposition: 

Comment Accepted.  The section has been reviewed.

No objection, Unanimous

Comment 312:


Discussion:

This comment did get an update from the original posting of the comment via E-Mail, and said that we should remove the RADIUS.  See Comment 


Disposition: 

Comment declined.  The New AP and Old AP can store the old/new BSSID, IP address and security association(s), obviating the need for RADIUS requests for every roam requests.  Text to that effect has been added.  TGf is providing context transfer, not fast handoff services.  The context transfer service of 802.11f is designed specifically to support the forwarding of QoS context for a roaming STA.

No objection, Unanimous

Comment  391: 5.1


Discussion:

We may want to wait for some missing members to return to the room before we discuss this comment.

Comment 53:  5.1.1


Discussion:

A review of cited text was made, and  text added “and the Sequence number from the Associate Request sent by the STA” and “ And is determined to be older than the association indicated by the ADD-Notify packet”.  In 4.7.4 we speak of the sequence number, and needed to add it in 5.1.1.

Some more discussion about the specific words to add or not.


Disposition:



Comment  Accepted.   Text Clarified.

Comment 54: 5.1.1


Discussion:

This section is a subset of 5.1, and 5.1.2 is also, and there are some ambiguities in how it is described in the two section.  We need to be careful on how we deal with the differences from the service primitives and the packets themselves.  If we look at 4.5, we say we are sending out the Layer 2 Update frame and the Add notifiy packet.  So we should change the 5.1 section to be consistent, and add “invoking the IAPP-ADD.request after the APME receives an MLME-Associate.indication,” and adding “invoking the IAPP-MOVE.request after the APME receives an MLME-REASSOCIATE.indication.  The title to 5.1.1 is then changed to be :Actions triggered by the IAPP-ADD.request:” and the explicit names used instead of the generic functions in the subsequent paragraph.  And the same set of changes needs to be applied to 5.1.2.  This corrects the imprecise wording that was there previously.  The title of 5.1.2 changes to “Actions triggered by an IAPP-Move.request.”  We noted at this point that the last sentence of 5.1.2 first paragraph was definitely wrong, and was removed.  

Disposition:

Comment Accepted. Text modified to use IAPP service primitives rather than MAC management frames as the Triggers.

No objection, Unanimous

Comment 88:5.1.1


Discussion:



We have modified the text already and should resolve his issue.


Disposition:



Comment Accepted.  Text Modified to clarify removal of older association.

No objection, Unanimous

Comment 89: 5.1.1


Discussion:



We have described the tables as being in Layer 2 devices.


Disposition:



Comment accepted.  Text Modified.

No objection, Unanimous

Comment 143:


Discussion:

This topic was discussed at length last Nov.  and also last July.  Reviewed text sent by Darwin E.  We know why the use of only one packet without the correct  IP packet is a problem, but can the IP packet be used to do both functions?  If we allow the L2 update frame only, then we are missing the Sequence number and thus both packets are needed to accomplish the full functions.


Disposition:

Comment declined.  Sending only the L2 update frame does not accomplish the same function as sending both the L2 Update frame and IAPP ADD-notify packet.  The ADD-notify packet includes the sequence number information from the STA’s association.  This information is missing from the L2 Update Frame and prevents the older/newer determination from being made by APs receiving only that frame.

No objection, Unanimous

Comment 253:


Skip this comment for now.

Comment 308: 5.1.1


Disposition: 



Comment declined.  The sentence has been modified as a result of processing other comments.

Comment 391: 5.1


Discussion:



We have seen other groups that are using 2-way methods,…..


AI: Robert M to get with Commenter and discuss the issue and try to provide resolution.

Comment 253:


Discussion: 

There are 2 ways to adjust this.  When does the AP go to the RADIUS except….Wait this is a new time to go to the RADIUS server to get the correct secret, global key.  Then use this at the ADD-notify exchange.  Robert is working on the proposed text, and will bring it to the group.  I can use a transform, but you must authenticate with the server.  It is possible to have the update via the update. But if ADD.Notify only goes to the subnet, then we need to allow for a way to get to all of them, by using multicast as an option.  This can be done by having a registered multicast number.  This could be a problem as the 802.11 Chair hasn’t gotten the port numbers yet.  It seemed that we are discussing a much larger issue.  The multicast security for a group is to have a group key that uses multicast.  There are comments that request that the Add-notify should be protected.  So Robert is willing to provide the text to resolve this.  We don’t have a count of the comments, but we know that the number is larger than 2.  The question is do we want to really protect this?  If so, we need to have a group security association maintained by the RADIUS service to protect the Add-notify (within an ESP wrapper).  The reason for this is to prevent DOS attacks.   So if we have an Attack, it may come from either side wired or wireless.  Add-notify are broadcast packets and these can be sent to the AP and it will intern pass it on to entire broadcast domain.  A discussion of what TGi is now looking at the state machine of how to get authenticated and associated.  In the security community, we need to follow the Hippocratic oath “ Do No Harm”.  So that is why Robert is presenting his proposal in this way.


Disposition:



Comment Accepted.  Text to be provided by the commenter.

No objection, Unanimous

Comment  392:


Disposition:

Comment Declined. The AS is neither capable of obsoleting the old state in APs nor capable of updating the layer 2 devices to point in the correct direction to deliver frames to the mobile station.  In addition, the potentially large delays through what may be several layers of AS will not be capable of supporting context transfer in the time required for the application that are anticipated.

No objection, Unanimous

Comment 55: 5.1.2


Discussion:



The figure Is being corrected.  The corrected diagram sent to editor. By John V. 


Disposition:



Comment Accepted.  The figure is updated to reflect the actions when a STA reassociates.

No objection, Unanimous

R10 of the comment file was placed in the Temp area.

Recess for Lunch 11:55am

Reconvene: 1:12 pm

Review the Proposed Report that Dave has to give the WG. Doc # 02-171


Discussed possible times for interim mtg to complete the comment resolutions


Mtg to be the week of April 22nd.


Look at having the Recirc ballot for possibly 40 days.


We have very few folks planning on attending the May Interim Mtg.


Therefore no formal mtg will be held in May.  The Recirc ballot would still be open at that time.


If we start the Letter ballot after the April 22, the letter ballot closes first of June/End of May,


And then we can hopefully send our draft to sponsor ballot.

Motion:

Move that the proposed report be used, e.g. Doc 171r4.

Move: Robert M.2nd John V.

No objection, Unanimous

Return to processing the comments today, and then finalize the comments at the Interim.

The interim location is hopefully in the Bay area.

Jon read an afternoon Dr. Seuss poem of Computer saga at the request of the group:

Dr. Seuss Explains Why Computers Sometimes Crash (Read this to yourself  aloud - it's GREAT!) 

If a packet hits a pocket on a socket on a port, 

and the bus is interrupted at a very last resort, 

and the access of the memory makes your floppy disk abort, 

then the socket packet pocket has an error to report. 

If your cursor finds a menu item followed by a dash, 

and the double-clicking icon puts your window in the trash, 

and your data is corrupted cause the index doesn't hash, 

then your situation's hopeless and your system's gonna crash!! 

If the label on the cable on the table at your house 

says the network is connected to the button on your mouse, 

but your packets want to tunnel to another protocol, 

that's repeatedly rejected by the printer!  down the hall, 

and your screen is all distorted by the side effects of gauss, 

so your icons in the window are as wavy as a souse; 

then you may as well reboot and go out with a bang, '

cuz sure as I'm a poet, the sucker's gonna hang! 

When the copy of your floppy's getting sloppy in the disk, 

and the macro code instructions cause unnecessary risk, 

then you'll have to flash the memory and you'll want to RAM your ROM.  

Quickly turn off the computer and be sure to tell your Mom!

Now we get back to the processing of comments:

Comment 56, 57: 


Discussion: see 312 for disposition.  As it will be the same.


Disposition: Comment Accepted. The new AP and old AP … see #312.

No objection, Unanimous

Comment 58:


Disposition:



Comment accepted.  Text modified to reflect use of IAPP primitives to cause protocol operations.

No objection, Unanimous

Comment 230:


Discussion:

If we have a Move-Notify that is retried in TCP after the station has moved on, but it is a condition that should be detected.


Disposition:

Comment declined.  TCP was chosen for exactly its retransmission behaviour, in order to provide a reliable transport for the MOVE-notify (and MOVE-response) message.  This edge condition can be dealt with using the sequence number to resolve the most recent reassociation.

No objection, Unanimous

Comment 263:


Discussion:



As we are only specify the protocol it occurs in real time (0).


Disposition:



Comment Accepted.  TGf is providing context transfer, not fast handoff services.


No objection, Unanimous

Comment 309: 5.1.2


Discussion:

Checked text referenced, and sure enough there was a hang over issue, and the STA references were removed and the correct AP references added.


Disposition:



Comment Accepted.  Text modified to clarify.

No objection, Unanimous

Comment 327: 5.1.2


Disposition:

Comment declined. The answers to all the commenter’s questions are implementation dependant and have no impact on the correct operation of the IAPP.

No objection, Unanimous

Comment 328: 5.1.2


Discussion:

It is the employer’s decision to implement the security, but the deplorer needs to provide the facilities.  This question is left open, and will be addressed when Robert M. paper comes in.

AI: Robert M. to provide a paper that addresses this issue.

Comment 393: 5.1.2


Discussion: 

We have indicated that the context block is protected by the basic protection.  TGi is not the only user of this block, and other users may be glad that it is protected.  We may need to change the text to say that this is needed to protect the Context block.


Disposition:

Comment declined. Since the context block is opaque to IAPP and the threats to it are unknown, the protocol takes the conservative approach and allows protection of the information.

No objection, Unanimous

Comment 419: 5.1.2


Disposition:



Comment Accepted.  The sentence has been removed.

No objection, Unanimous

Comment 420: 5.1.2


Disposition:



Comment Accepted.


No objection, Unanimous

Comment 458: 5.1.2


Discussion:

This sentence is true for mapping the IP address…, but for doing the security transform, additional information needs to be added.  If we send a call check with a BSSID, you will not necessarily get an IP in the call return.  Table 3 tells all the element ids that are needed to pass the security stuff, but you don’t need all this info for address resolution.  There is more info than needed for the Address resolution, and having too much info is not a good thing.  So the standard RADIUS server that supports the call-check service should work.


Disposition:



Comment accepted.  Text added to clarify.

No objection, Unanimous

Comment 459: 5.1.2


Discussion:

How does the new AP know that the old AP is authentic?  If the Old AP is in the RADIUS database and can process the request….see disposition.  Robert said that for a fee he would prepare a white paper on this topic.

Disposition:

The new AP knows the old AP is authentic if the old AP is in the RADIUS database and the server can process the access-request.  It is a key distribution mechanism with the trust relationship being implicit between only two entities.  The trust relationships between all other entities is explicit.  The security model is a variant of the Needham-Schroeder authentication method.  The text is believed to be sufficient to explain the operation of the protocol (see 5.2.2).  Comment declined. 

No objection, Unanimous

Comment 460:  


Discussion:  “Can you say HTTP on a busy Server?”

Disposition:

Comment declined:  The lifetime of the TCP connection is not material to the operation of the IAPP.  This can be left to be an implementor’s choice.


No objection, Unanimous

Comment 18:


Discussion:

1. it is an RP, and so it is not a requirement.

2. a Registration service is needed.

3. the STA cannot talk to old AP thus need to roam.

Disposition:

The assumption that a STA can always talk to its old AP is unwarranted.  The main reason that a client roams to a new AP is that it can no longer communicate with its old AP.  Comment declined.


No objection, Unanimous

Comment 174:


Discussion:

The point of enlarging the key size is reasonable in light of other things in the world, but 256 bits split half for confidentiality and authentication should be enough.  These fields are variable length, and the key strength is specified by f, but is the implementers responsibilities.  If we look at page 21 line 6, if we used SHA1, then the size to be used could be 160.  The size of the keys should not be increased beyond 160.   Increasing beyond the 160 limit, the usefulness of the bits may be limited.  For SHA1, secrets beyond 160 in size are hashed to 160.


Disposition:

Comment accepted.  The BSSID secret is extended to 160 Bits.  

No objection, Unanimous

Comment 193:


Disposition:

The security framework of TGf is independent of that for TGi.  Clarification is not required.  Comment  declined.

No objection, Unanimous

Comment 254: left open awaiting Robert M. Paper.

Comment 286: 


Disposition:

DHCP does not provide registration of IP addresses.  It also does not provide any security.  The need to provide security in IAPP as evidenced by the many comments received on that topic, is critical to the acceptance of IAPP by the working group.  Comment Declined.


No objection, Unanimous

Comment 394:


Disposition:

Please refer to IEEE Std 802.11-1999 where you will find that an ESS is defined to be the set of BSSs connected by a common DS.

No objection, Unanimous

Recommendation: Please review 184r11 prior to the next interim meeting and prepare text for resolution prior to the meeting.  Please bring the suggested text to the meeting.  

A copy of the comment file and the working copy of the new proposed draft was distributed to the task group attendees.  

The final status of voters has been sent to the 802.11 exec, and the confirmation of the votes will be done during the recirculation Ballot process.

The meeting was adjourned at 1:51pm
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