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Monday, February 11, 2002

Agenda

· Monday

· ESN Information Element

· Key delivery and derivation

· 1:00 pm Conference Call

· Broadcast traffic with AP

· Draft Edits

· Roaming

· Tuesday

· 8:00 am Conference Call

· Re-key mechanism

· Roaming

· TKIP Sub-groups

· 1:00 pm Conference Call

· Debugging Keying

· Submissions

· Prepare for St. Louis meeting

ESN Information Element

Comment: Is the IE in the Beacon?

Chair: It is up to implementer if it is put in Beacon

Tim: Right.

Comment: The STA could search for an ESN capable AP first.

Comment: Forget fast roaming

Chair: The capability bit will be in the Beacon.  It will be optional in the IE.

Comment: We should make clear those items that are truly optional.  For doing passive scanning it’s nice to have it in the Beacon.

Comment: Two more bits in the capabilities will be needed to describe TKIP & 802.1X.

Comment: Some people are saying the Beacons are getting too big as it is.

Comment: Make a compact 4 byte IE representation of the security parameters as they are.

Comment: 3 bits, TKIP or ESN.  If ESN, then more needed.

Chair: State that the Association Response will have the selection.

Comment: The default will be 802.1X.

Dorothy: What are our authentication types?  Open and 802.1x (upper layer)?

Comment: There are some EAP types that will not end up with a master key.

Comment: Those allow you to call yourself an ESN.

Comment: Are the IE’s all the same in the exchange?

Chair: They may be.

Comment: After Association, you’re still not authenticated. Are the IEs in the Probe Response the same as the Association Response?  Nothing has been selected yet.

Comment: No, Assoc Response will have a subset.

Comment: There are issues with roaming.

Comment: Let’s hold off on roaming issues for now.  Let’s get through Auth with one AP first.

Comment: At Assoc Response, you know what the AP is going to do.

Comment: The selection between Open., Shared and 802.1X is made before the Association.

Chair: Correct.  But we left options for other types.  The STA knows it is using Open or Shared by setting the ESN bit being set in Probe Request.

Comment: Implicit or Explicit mutual authentication?

Comment: If the AP does not Receive the EAP-Success, does it Dis-associate the STA?

Comment: The Radius server should not deliver the master key to the AP.

Tim: The master key is not the EAP master key

Discussion: The terminology is confusing on when keys are delivered and when they are derived.

Chair: The Master session key gets delivered to the AP.

Comment: How large is that?

Comment: It is 16 bytes in length

Comment: Financial institutions will not allow the use of two keys.

Chair: We’re getting ahead of ourselves.

Chair: Let’s go through the TKIP example first, it’s the harder of the two

Comment: Can we define a standard key exp algorithm?

Tim: One PRF is defined.

Comment: I cannot find the algorithm for the MSK in the draft.

Comment: It is out of scope.

Comment: I don’t think so.

Comment: It depends on the EAP method.

Comment: The Master Key is shared only between the AS and the STA.

<Discussion on how to illustrate key derivation algorithms on activity diagram>

Comment: When a STA derives its Transient Session Key, won’t it possibly have a different value for TA & RA from the AP?

Comment: No, a min() & max() functions are used.

Comment: My opinion is what you are trying to do is too predictable.  You will have attacks.

Comment: The hash will prevent this.  The MAC addresses are a small number of bits compared to the random bits.  They are there for uniqueness.

Comment: Is there is enough randomness?  Are you happy with the answer?

Comment: No.

Comment: Only 96 out our 512 bits are the MAC addresses.  The remaining bitts are random.

Comment: The PRF is the least of our worries.  Used by SSL, TLS and IPSEC.

Comment: The PRF is taken from RFC 2246 section 5 (HMAC).

Comment: The ASCII literal “key expansion” is a fixed part of the PRF()?

Comment: Yes

Comment: The asymmetrical key derivation described in RFC 2716 (EAP-TLS) is not described.

Tim: RFC 2716 calls up RFC 2246.

Comment: Do you send the counter in plaintext?

Comment: Yes, but it is authenticated.  The STA uses the counter to derive the key.

Comment: Isn’t timing an issue here?

Tim: No, you’ll see why later.

Comment: Is the EAPOL-Key message the first message sent from the AP to the STA?

Comment: Yes.

Chair: Is there an ACK from the EAPOL-Key message?

Comment: No. Tim has a reason for this in his document.

Comment: Why can’t the AP start sending right away?

Comment: It doesn’t know when the STA has set the key in its hardware.

Tim: The start-up sequence of the AP sending the EAPOL-Key message to the STA twice to prime the re-key mechanism can be optimized.

Comment: The re-key must be fast.

Comment: No, the re-key can be slow, as long as there is an overlap mechanism.

Comment: Tim, what are the pro’s & con’s of having a message sent from the STA to the AP to indicate when the STA is ready to receive with the TSK?

Tim: It wouldn’t buy you anything.  With this mechanism, the AP waits until the last possible moment to start transmitting with the key.  This is better for QoS issues.  This mechanism is designed this way to allow the same mechanism to be used for both initialization and re-key.

Comment: Are separate keys used by both the AP and STA?

Comment: On a per-packet basis, yes.

1:00pm PST Conference Call

Participants: Alan Chickinski, Rich Paine, Carlos Rios, Chris Winger, Doug Whiting, Duncan Kitchin, Hemaprobhin Jayanna.

Agenda for conference call

· Continue what we’ve been working on this morning.

· Jesse has straw man agenda

The Visio diagram we have completed so far is up on the FTP server.

Jesse and Tim wanted some input from Niels on some items.  They setup a conference call for tomorrow at 8:00 am PST. Number 877-299-1938 code 1822783

Comment: A MIB variable has been added to the AP so that both the transmit and receive sequence number are available.

Comment: Discussion on optimizations for not performing two EAPOL-Key messages during start-up.

Comment: I thought the purpose of this diagram was to document the draft as it is today?

Comment: Correct.

Discussion on broadcast traffic with AP

Comment: If there are no STAs associated, then the AP will not send out any broadcast.  If it attempted to, they would have to be sent out in the clear since there is no default key.

Comment: If a STA, whose MSK was used to derive the broadcast key, leaves the network, then the AP must select a new MSK for broadcast traffic.  Two reasons: 

1) The old STA could decrypt traffic after leaving network. 

2) The AP should not hold keys for any STA longer than it needs them.

Comment: Why can’t the new broadcast key be sent to all stations via broadcast, instead of unicast with the TSK?

Comment: 1 in 5 broadcast are lost.

Discussion on draft edits

Jesse: In Dallas, we agreed that we needed to rewrite clauses of the draft.  I have prepared an outline for Clause 8 proposed edits.  Document “Proposed TGi D1.8 Clause 8 Editing Changes”.

Comment: I suggest we walk through the document and have Jesse outline changes from current draft.

Clause 8.1

Comment: Are you suggesting that the default in the current 802.11 spec for Open Authentication is wrong?  The current default allows free roaming.  Will we be limiting the buyers?

Adding a MIB object for RSN.

Comment: So the default should be RSN enabled?

Jesse: That’s hard to do because you can’t enable it until you have a certificate on it.

Chair: Should the document that we just worked on with Dorothy go in as an Annex?

Jesse: That’s a good suggestion.  Maybe portions should be in the main body.

Comment: I believe there are changes to 8.1.3.

Jesse: This appears to be true.

Comment: What about the Privacy bit?  How does that interact with RSN bit?

Comment: We may need to have a separate sub-group discussion on this.

Comment: The current draft discusses this in 7.3.1.4.

Comment: In 8.1.5.1, states that it is not consistent with 8.1.3

Jesse: Agreed.

Comment: Add a clause in 8.1 on RSN assumptions and constraints.

Jesse: Agreed.

Clause 8.3.1.2.4.2

Comment: This tells people how to perform a DoS attack.

Comment: There are so many DoS attacks on wireless, we decided this was okay.

Comment: We should make this a tunable parameter.

Comment: The current setting of one minute would be the minimum

Comment: When a STA detects that it is under attack.  Instead of Disassociating and then sending a message to AP (possibly wrong AP) of the attack, use a Reason Code in the Disassociation message.

Comment: Is a MIC on the Disassociate needed?  An attacker could easily invoke the countermeasures by simply sending a Disassociation with proper Reason code.

Comment: You took the IV out of the MIC?

Jesse: Tes, we agreed on that in Dallas because the people doing the MIC may not have access to the IV.

Comment: It was not clear which 16 bits are being used for the IV.

Jesse: I thought it was detailed in the document. <document reviewed>  You are correct, this needs to be clarified.

Jesse: I added two new sections on how TKIP encapsulates and decapsulates packets.

Jesse: I have not made any changes to the TKP MIB variables.  This needs to be reviewed.

Clause 8.3.1.2.3

Comment: What length of the encryption key?

Jesse: 128bits.  We need to define how to split it in two.

Comment: Michael uses 32bit keys.  What are the two 64bit keys used for?

Jesse: Two 32 bits keys (derived from the 64bit key) for each direction.

Clause  8.3.1.2.2

Comment: It would be very helpful to put lengths on the fields in the diagrams.

Comment: Add a table with acronyms

Clause 8.3.1.2.4.4

Comment: Is the description of how the receiver constructs the 16 packet sequence counter correct?  Does the sender construct it the same way?

Jesse: How do we proceed with the sections of the Proposed Changes doc that I have not added any text?  I thought the purpose of this meeting was to allow others to help in drafting the text.

Comment: We need to split into sub-groups, otherwise we will never finish during this meeting.

Chair: What sections do we want to cover after tomorrow morning’s conference call?

Comment: Roaming

Discussion on roaming

Comment: Niels has issues with roaming (whenever 3 or more parties are sharing the key).

Chair: Are there any objections in Jesse simply filling in section 8.3.1?

None

Jesse: I would like to work with somebody on cleaning up TKIP

Comment: The Roaming section will affect section 6.4 in the TGf draft.

Jesse: TGf is out for Letter Ballot right now.  We need to get this done because TGf relies on Reassociation.  If we change how Reassociation works, we may not be able to use the TGf draft.

Comment: TGf right now assumes TGi does not exist.

Comment: TGf cannot delete the authentication info in the old AP until TGi says it’s okay.

Chair: I don’t think TGf is going to pass.  We need to define what we are going to do, and then document it so others can understand it.

Jesse: Fundamental question: do we need to do anything different when key changes machines?

Comment: We need to define 

Tim: If machine 1 hands off a key to machine 2 so that it can talk to machine 3, does that need to be authenticated?

Comment: Can machine 2 trust machine 1?

Sub Groups:

Is this the right outline?

· Rekeying

· TKIP Cleanup

Tuesday, February 12, 2002

8:00am conference call

Simon Black, Russ Housley, Doug Whiting, Dan Simon, ? intel, Duncan Kitchin

Jesse: Topic – How to do key passing and how to derive the keys.  What are the requirements?  

Tim: The draft assumes that both the RADIUS Server and AP have the MSK.  When the STA roams, how is the key provided to the new AP?

Comment: Is the ? where the proxy gives the key to the new AP?

Tim: Whether the AS or the proxy provides the key, the issue is the same.

Jesse: How is the transfer authenticated?  How can one be ensured it is not some sort of replay?

Comment: Is the question that the MSK is encrypted and authenticated?

Tim: We do that already, but do we need authenticate between the STA & AP after the roam?

Tim: The old AP derives a new MSK before handing it off to the new AP.

Comment: Is the question one of liveness?

Comment: If there is any place there should be authentication, it should be during the key exchange.

Jesse: The mechanism makes a lot of assumptions about the liveness of the message, that I’m not sure are valid.

Comment: Is the MSK ever used to authenticate the STA back to the RADIUS server?

Tim: No

Jesse: In our current approach, all the entropy for the sub-key generation comes from the AP.  I would like entropy to come from both sides.

Tim: For the pre-shared key case where there is not a RADIUS server, the AP and station exchange nonces used to generate the MSK & TSK.  Can those nonces be the same?

Tim: The nonce is used when roaming to ensure the liveness to the new AP.

Comment: I would be much more comfortable if only the New AP and STA had the new MSK.

Comment: A different approach.  Have the old AP send the MSK as-is to the New AP.  When the new AP receives the key, it resets the authentication time to 0 to for an 802.1X re-authentication.

Tim: A rogue STA could flip-flop between two APs and keep itself alive.

Comment: There are 2 discussions here; key distribution and roaming.  We need to separate these issues.

Tim: We have solved the problem for the re-key.  The piece we are missing is the initialization.

Comment: So we could use a nonce for an MSK, and a counter for the TSK?

Comment: Yes

Comment: Is the MSK regenerated after an Association?

Comment: No, after an Authentication.

Tim: I’ve modified the Visio diagram to reflect the nonce and counter used to derive the TSKs.

Tim: This works for pre-shared keys as well.

End of conf call.

Tim: Would all of you like to walk through the new re-key mechanism?

Yes

Walk through Visio diagram drafted Monday night.

Comment: The assumption is that an implementation will have a mechanism to determine when all messages queued with a particular key have been de-queued.

Comment: TGe draft changes 802.11 to remove the success indication on transmission.  Therefore we don’t know if all messages dequeued were transmitted successfully.

Comment: We need to discuss this at the next TGe joint session.

Comment: This will break the EAPOL-Key message.  We rely on Layer 2 ACKs.

Comment: What about wireless bridges?  The L2 ACK doesn’t mean the message got to the Authenticator.

Tim: 802.1X states that EAPOL messages shall not be passed through L2 bridges.  Are wireless bridges a L2 bridge?

Comment: Tes.

Tim: A solution is to have the first hop AP be the Authenticator and generate messages to the RADIUS server.

Comment: We need to ensure that the EAPOL message goes out as the highest priority in QoS systems.

Comment: An implementation note should be added to state that any queued data that is about to be invalidated because of a key change, should be re-encrypted, or removed from the queues.

Discussion on Roaming.

Comment: The TGf draft states that all APs have a relationship with the RADIUS server.  This eliminates rogue APs.

Comment: What if the AP is not authenticated to the RADIUS server?

Comment: A rogue AP could obtain all the information contained in the Re-associate message.

Comment: Could there be a “mobile token” that would allow the new AP to know this is a valid Re-associate, even before the TGf move notification is sent?

Comment: There are concerns about the secret being shared between too many systems.  Also, how do we prove liveness?

Comment: We’re re-inventing Kerberos tickets.

Comment: All this buys you is a faster Re-association, but does it really buy us anything?  We still haven’t completed the move exchange between the APs.

Chair: We should review the agenda for the remainder of the day.

· Tim would like to add text to draft based on the re-keying discussion we had this morning.

· What to talk about on the 1:00pm conf call?

· Tim’s key hierarchy document

· TKIP updates.  Edits performed last night

Roaming: Bob would like to add a feature to the TGf draft that would allow a wrapping key to be sent from the old AP to the new AP.  The key would be sent the first time any station makes a roam from the old to the new AP, and would have a lifetime associated with it.  When a station roams, the old AP encrypts the MSK for the station with the wrapping key, and sends it to the new AP.

[Break into groups to discuss TKIP]

[Break for lunch]

1:00 pm conference call

Participants: Chris Winger, Carlos Rios 

Agenda: Review Tim Moore’s hierarchy document

Review of Tim’s document.

Comment: Should there be a lifetime associated with how many times a MSK is used?

Tim: 802.1X provides an authentication lifetime from the AS.

Comment: Is the default 60 minutes?

Tim: There is not a default value for it.

Comment: All keys derived from the expired MSK must be destroyed.

Comment: Add text to indicate Default Keys will most commonly be used for setting the broadcast keys.

Comment: A trick in section 6 will allow an AP implementation with a fixed space for the number of keys to support twice the number of stations.

Discussion: How keying can be debugged

Suggestion to turn the Visio charts into state diagrams.  Microsoft put debugging into SP1 so the that 802.1X state can be dumped.

Tim: I suggest that instead of sending the Default TSK encrypted to each station and then having the station decrypt it, send the counter instead, and have the station perform the PRF to derive the TSK.  May be less computationally expensive for RC4, definitely for AES.

Presentation on TKIP draft updates: Jesse Walker, document “11-02-xxxr(-0.9)-Proposed-TGi-D1.8-Clause-8-Editoring-Changes.doc “

Presentation: Robert Moskowitz: document “Preauthorized Roaming for 802.11i.ppt”

Comment: Why does the AP need to establish a session with the RADIUS server as a Supplicant?  One already exists as an Authenticator.

Robert: The Authenticator session is long term.  I wanted something more temporary.

Robert: For each AP in the ESS, there is an entry in the database.  Each AP is both a client and a user so it will have two entries.

Comment: If every AP knows the key of every other AP, why have 2n keys?  Why not have just one group key that all APs know?

Comment: Each AP does not need to know the keys of every other AP, only those with which it needs to exchange keys.

Comment: Using one group key would be much easier to manage.

Robert: Agreed.

Comment: A timestamp in the key exchange message may be used to provide liveness.

Chair: Do we want to have a conf call in a week?

Jesse: Yes, we’ll have the updates to the draft available by then.

Agenda items for St. Louis:

· Go to Letter Ballot

· IBSS, key handoff, etc

Comment: We have a 50/50 chance of having text in the draft for Roaming and IBSS.

Chair: Do we want to try to go to Letter Ballot on Wednesday’s plenary?

Comment: Yes, that should be the goal so that we can make progress on other items.

Chair: We would have to make the preparations to go to Letter Ballot on Monday.  Are there any changes outside of Clause 8?

Jesse: Yes

Comment: Are the other clauses updated?

Jesse: No, they haven’t been updated since March.

Comment: People may focus on the inconsistencies if we don’t have updates for the other clauses as well, instead of the content of Clause 8.

Chair: Are there many changes outside of Clause 8?

Comment: There aren’t many.

Chair: The motion would be to replace Clause 8 with this text.  We could take motions to update the remaining Clauses.

Jesse: We are not going to propose the Roaming and IBSS sections in the current draft to be in the Letter Ballot.  If a miracle happens, and we get new text, we could put that in the 1.9 draft.

Jesse: The other item that may be feasible to get in is a proposal on AES. 

Comment: Are you talking about which AES mode?

Comment: Yes.

Comment: The IP questions on OCB have been answered at this point.  The 3 options are:

1) leave as is.  

2) change to CBC MAC. 

3) change to CBC-MAC mandatory and OCB optional.

I have made the IP holders for OCB aware that if they don’t make a decision on licensing soon, everyone will walk away from it.

Chair: Did Russ’s document 02/001 have enough in it to simply do a block copy?

Comment: No, other documents are needed as well.

Comment: If CBC is mandatory, and OCB is optional, we need a way to indicate the cipher suite selection.

Adjourn at 4:06pm
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