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Abstract

Below are the notes from the February 5th, 2002 802.11i ad-hoc conference call.
1 Meeting Notes










 

Issues Raised:

1. A change was made to remove the loop in the key derivation. This simplifies the hierarchy, but also removes the backward secrecy characteristic. 

Can we live without backward secrecy? Was a nice attribute, especially to deal with the case of moving the MSK from AP to AP on roaming? 

2. Clarify requirements on use of default and key-mapping keys.  Solutions are described for both. But in the original standard, 

default keys are mandatory, key-mapping keys are optional.   Do we define an ESN to require use of key-mapping keys? 

Initial view - no. Need additional discussion on impacts of this.

3. Must we require the default broadcast key to be re-derived  after one station has dis-associated? The current draft requires this. 

Discussion: no, to high a burden- stations disassociate frequently due to RF fluctuations. Still need to deal with the re-associating station.

4. Secure roaming with fast hand-off. Consider the option of pre-authenticating to multiple APs. (general)

5. Clarify how QOS is supported by the proposed key hierarchy and the overall 802.1X re-key mechanism.

6. Clarify how broadcast and multi-cast traffic is secured.  Different level of re-keying may be supported.

7. Synchronization of key-rollover

8. Key confirmation handshake after re-association

9. Several questions on implementation, what will be supported by the MSFT OS applications. New EAPOL-key messages will be supported. Initially new 

RC4 descriptor only. Use existing OIDs to deliver key material to the drivers.  Michael, per-packet RC4 and AES done outside of OS.

10. General - Need to address IBSS case completely. Make clear what is and is not supported.  Key hierarchy provides for key derivation in the IBSS case. Concern that there are still issues.

Logistics for February 11-12 ad-hoc face to face meeting in Santa Barbara at CMC (www.cmc.com):

Those who can will begin at 9:00am at the CMC location, identifying and resolving issues, not  necessarily limited to those listed above. 

At 1:00 pm Pacific, we will convene to partition the work and identify/resolve issues.  Expect to ping-pong between editing text and issue identification/proposed resolution.

Conference bridges will be set up during 1-3pm both the 11th and 12th to coordinate/synch up with thise not attending.

We may schedule additional conference calls between the 12th and St Louis.  Suggestion to take the first several days in St Louis to work on issues.

Conference call attendees:

Areg Alimian, Jesse Walker, Clint Chaplin, Richard Clayton,  Donald Eastlake III, Aurelien Farrugia, Butch Anton, Jon Edney, 

David Nelson, Harschal Chhaya, Russ Housley, Marty Lefkowitz,  Thomas Hardjano, Carlos Rios, Kelly Mclelland, Glen Zorn, 

Dave Halasz, Doug Whiting, Tim Moore, Greg Chesson,  Albert Young, Larry Green. 

My apologies to Niels Furgeson and Arnoud Zwemmer and the Netherlands participants for the NL time error in the announcement.

Dorothy Stanley wrote:

> 

> All,

> 

> Below is the conference bridge information for

> Tuesday February 5th,

> 9:00AM Pacific/11:00AM Central/12:00 noon Eastern/ 7pm Netherlands

Was 6pm Netherlands!

> 

> We will review the updated key hierarchy, proposed key derivation

> algorithms, and EAPOL-Key keyid messages. Tim Moore will be sending

> a document out shortly. The goal is to have consensus on the "key" issues, prior to the interim meeting in Santa Barbara, Feb 11-12.
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