January 2002

doc.:IEEE 802.11-02/118r0


IEEE P802.11
Wireless LANs

Frame formats with AES-CTR mode

Date:
January 23, 2002

Authors:

Onno Letanche

Agere Systems

Zadelstede 1 - 10

3431 JZ  Nieuwegein, Netherlands

Phone: +31 30 609 7454

E-mail: oletanche@agere.com



Dorothy Stanley

Agere Systems

2000 North Naperville Rd

Naperville, IL, 60566

Phone: +1 630-979-1572

E-mail: dstanley@agere.com 

and


Niels Ferguson 

MacFergus BV

Bart de Ligtstraat 64 

1097 JE Amsterdam, Netherlands

Phone: +31 20 643 0977

E-mail: Niels@ferguson.net


Abstract

Document 802.11-02/001R1 describes the use of AES-CBC-MAC as authentication method together with the AES-CTR encryption mode. The document doesn’t describe exactly the MPDU formats and what parts of the MPDU are used for IV generation and for MIC generation. This document describes the missing parts and explains some mechanisms.

1 Description

Only Data-type and some Management-type MPDUs can be encrypted. The general format of these MPDUs is given in figure 22 in clause 7.2.2. The main difference between the AES encrypted MPDUs and the MPDUs encrypted with basic WEP and TKIP is that the MPDU’s IV field is changed into the packet number field since that field isn’t used as IV any more. The packet number field contains the packet number, 2 mode bits and the Key ID bits. The key ID bits are the 2 most significant bits of the 4th byte of the packet number field, the mode bits that can be used for future mode selection are place in b4 and b5 of the field as shown in Figure 1. The remaining unique packet number has a length of 24 bits. For QoS MPDUs every traffic class must have it’s own unique packet number.
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Figure 1
The Unique packet numbers as used in the MIC’s IV and the encryption’s counter preload have the same format, with bit4, bit5 (Mode) and the 2 msb’s (Key ID) set to 0.

MIC calculation

As defined in 802.11-02/001R1 the 128 IV used in the MIC calculation consists of the following fields:

	Field
	Description
	Size

	A1
	“Low” bits of receiver address (octets A1[4] and A1[5])
	16 bits

	A2
	Transmitter address (octets A2[0] to A2[5])
	48 bits

	N
	Unique packet number (4 lsb’s are set to 0)
	32 bits

	H
	Number of clear text header octets covered by MIC
	8 bits

	000
	Indicates CBC-MAC, not encryption
	3 bits

	M
	Size (in octets) of MIC “tag”
	5 bits

	L
	Length (in octets) of the input packet
	16 bits


Table 1
The shaded fields are retrieved from the MPDU as shown in Figure 2:
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Figure 2
The MIC is calculated over parts of the MAC header and over the payload data of the MPDU. Both the header part and the data part must be padded with zeroes up to a multiple of the AES block size (i.e., 16 octets). 

The Frame Control, A1, A2, A3, Sequence Control, A4 (if applicable) and QoS Control (if applicable) fields of the MAC header fields must be protected by the MIC calculation. Only the retry bit in the Frame Control word must be masked off, since the bit is set upon transmitting a retried MPDU. The length of  the header part is between 22 and 30 bytes depending on the presence of A4 and/or QoS Control, so the padded header field fits in 2 AES blocks.

The M field is valid after the MIC calculation and inclusion of the MIC in the MPDU as shown in Figure 3:
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Figure 3
Encryption

The data and the MIC are encrypted using the AES-CTR mode. The 128 bits counter is preloaded with the following fields:

	Field
	Description
	Size

	A1
	“Low” bits of receiver address (octets A1[4] to A1[5])
	16 bits

	A2
	Transmitter address (octets A2[0] to A2[5])
	48 bits

	N
	Unique packet number (4 lsb’s are set to 0)
	32 bits

	H
	Number of clear text header octets covered by MIC
	8 bits

	100
	Indicates encryption, not CBC-MAC
	3 bits

	M
	Size (in octets) of MIC “tag”
	5 bits

	C
	Block number “counter” within the packet
	16 bits


Table 2
The shaded fields are retrieved from the MPDU in its encrypted form as shown in Figure 4
The C field is initially set to 0x0000 and is the part that is incremented at every next block that must be encrypted in the counter mode. Depending on the amount of data C ranges from 9 – 148 (1 – 2304 bytes data).
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Figure 4
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Figure 5 gives an overview how a transmit MPDU is authenticated and encrypted. Note that both the header and the data part are padded with zeroes for authentication and that the upper 64 bits of the CBC-MAC calculation is used for the MIC. 
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Figure 5
Figure 7 shows how the decryption and authentication of a received MPDU is performed. The decryption uses the encryption counter scheme, since only the AES generated random string is exclusive-ored with the data to either encrypt or decrypt. The clear text data is authenticated and the calculated MIC is compared with the received, and decrypted, MIC.
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Figure 7
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