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Abstract

As part of an overall solution to the many security problems with WEP, this paper describes a proposal for adding an additional message integrity check (MIC) to prevent MSDU message tampering.

8 Place-holder

8.2 Place-holder

Directons to editor:  Add clause 8.2.5 and all sub-clauses of 8.2.5:

8.2.5 Message Integrity Check (MIC)

Security flaws in the original 802.11 WEP/RC4 have resulted in an additional message integrity check (MIC) being added to prevent tampering with the MSDU.  This section describing the MIC is only applicable to WEP/RC4 encryption.

Some flaws in the original WEP/RC4 allowed for:

· Modification of the MPDU data and adjustment of the ICV

· Redirection by modifying the MPDU DA or SA fields

· Fragmentation attacks – data (payload) truncation or concatenation

Data integrity provided by the MIC covers both the source (SA) and destination (DA) MAC addresses, and  the data.  The MIC reduces the chance that the MSDU can be modified by an attacker without detection by the receiver.  Note, that there is still a statistical chance of a modification going undetected.

At the MPDU level, all of the above attacks remain present.  However, with the addition of the MIC, any of the above attacks against an MPDU will result in a subsequent MSDU MIC verification failure.  MIC verification failure will result in the MSDU being discarded – denial of service attack equivalent.

In addition, if MIC verification does fail, the NIC may invoke countermeasures to slow the progress of an attacker.

8.2.5.1 MIC Theory of Operation

The following diagram shows different peer layers communicating:







By calculating the MIC on the MSDU, any attacks at the MPDU layer are detected, since the MPDU attacks will result in a modified MSDU which would not pass MIC validatoin.

The MIC calculation will take a large number of processing cycles.  One of the objectives is to allow for MIC support on field deployed 802.11 NIC cards.  In many cases, the NIC card may not have sufficient computing power to calculate the MIC and still maintain the same level of throughput.  By calculating the MIC on the MSDU, rather than the MPDU, there is some flexibility in being able to calculate the MIC in either the 802.11 NIC, or on the host system in the 802.11 driver.  In many cases, the host has significantly more computing power than the NIC.

Protocol stack showing implementation of the MIC in the 802.11 driver – i.e. on the host system.








Protocol stack showing implementation of the MIC in the 802.11 NIC.







The MIC will protect the following transmitted fields of the MSDU from modification:

· MSDU destination address (DA)

· MSDU source address (SA)

· MSDU data (payload)

Additional MSDU fields defined in MA-UNITDATA.request are not actually transmitted and therefore do not require protection. << DOES QOS HAVE ANY FIELD REQUIRING PROTECTION?? >>

The MIC is calculated on the unencrypted MSDU, including the source and destination MAC addresses as well as the data.  The MIC is appended to the MSDU data (payload), and the modified MSDU is submitted for transmission.  This reduces the maximum allowed MSDU size by the size of the MIC field.

The MICed MSDU must be encrypted to protect both the MDSU payload and the MIC.  Without encryption, the MIC is subject to attack.  If a packet is not to be encrypted, then it must not have a MIC appended.

It should be noted that a MIC does not provide complete forgery protection.  Even if per-session encryption keys and per-session MIC keys are used, an “insider” (station that is legitimately part of the network) can still forge a multicast/broadcast packet.  Since the “insider” knows the multicast encryption key and multicast MIC key, the “insider” can create a legitimate multicast/broadcast packet.  Further, if the per-session encryption keys and per-session MIC keys are derived from a master shared key, it is possible that an “insider” may masquerade as any other station.

Note, the MIC framework described does not provide any protection against replay attacks.  Replay prevention is to be provided through IV sequencing, ICV validation, and rekeying.

8.2.5.2 MIC MSDU Expansion

The following figure shows the expansion of an MSDU to MSDU+MIC.

MSDU at the LLC layer:

	DA
	SA
	Data


MSDU+MIC: Mic is calculated over the MSDU and then appended to the original MSDU payload.

	DA
	SA
	Data
	MIC


The following figure shows the expansion of the MSDU+MIC to a single unfragmented MPDU:

Data MPDU with MIC:  MICed MSDU is converted to encrypted 802.11 MPDU(s).
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The following figure shows the expansion of the MSDU+MIC to a series of MPDU fragments (in the example to two MPDU fragments):


More Fragments is set.  MIC is not in the packet:
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More Fragments is zero, MIC is at end of MPDU payload:
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Note that the MIC field is present only in the last, or only fragment.

Note that the MIC may also span the end of the second last fragment and the last packet.

The MIC field shall be a four byte field calculated using the algorithm in 

The four byte MIC field has the following format:

	MIC octet1
[8 bits]
	MIC octet2

[8 bits]
	MIC octet3
[8 bits]
	MIC octet4
[8 bits]


The MIC octets are the MIC as calculated over the MSDU  The MIC is calculated over the following fields of the MSDU in the order shown:

· the destination address (DA)

· the source address (SA)

· unencrypted MSDU data (payload)

The MIC algorithm must implicitely include the length of the MSDU (DA+SA+data(payload)), i.e. the length prior to appending the MIC, in the calculation of the MIC value. 

For transmission, the calculated MIC is appended to the MSDU data (payload) and the modified MSDU is then submitted for transmission.

On reception, the MIC field is removed from the MSDU data (payload), and saved for verification.  The MIC is then calculated as above on the MSDU without the MIC.  If the calculated MIC is the same as the received MIC (bit-wise comparison), then the MSDU has passed MIC verification and the MSDU is passed on.

On reception, if the calculated MIC does not pass MIC verification, then the packet shall be discarded, and countermeasures invoked.

8.2.5.3 MIC Algorithm

MIC algorithms are still under discussion in the TGi working group.

The MIC algorithm requires as input the MSDU octets and the MIC key.  The MIC algorithm will output a four octet result which is the MIC calculated over the MSDU,using the MIC key.  The MIC algorithm must implicitely include the length of the MSDU (DA+SA+data(payload)), i.e. the length prior to appending the MIC, in the calculation of the MIC value.

<< FILL DETAILS IN WHEN Tgi AGREES ON A MIC ALGORITHM >> 

8.2.5.4 MIC Key Selection

Similar to the handling for WEP, the following data structure shall be implemented: aMICKeyMappings, aMICDefaultKeys, and MICDefaultKeyID.

Although the MIC is calculated on the MSDU, the RA from the resulting MPDU(s) shall be used to select the appropriate MIC key.

On transmission, if the RA is a unicast address, and a MICKeyMapping exists for that RA, then the MICKeyMapping shall be used to calculate the MIC for the MSDU.  If the RA is a group address, or there is not a MICKeyMapping for the unicast RA, then the MICDefaultKey[MICDefaultKeyID] shall be used as the MIC key for calcuation of the MIC value.

On receive, if a MICKeyMapping is present for the TA, then the MICKeyMapping shall be used to calculate the MIC value .  If a MICKeyMapping is not present for the TA, then the MICDefaultKeys[] shall be used to caclulate the MIC.

8.2.5.5 Countermeasures

The objective of countermeasures is to slow network access down to impede/slow the progress of the attacker.  In the event of a MIC verification failure, the node may stop all transmission and reception for a specified period of time.  A MIB variable shall be created to specify the time period during which the unit shall refrain from transmission and reception following a MIC verification failure.

8.2.5.6 MIC and Dynamic Keying

The MIC key should be periodically changed to protect the integrity of the system.  The more packets generated with the same MIC key the more leverage an attacker has to break the MIC key.

A preferred implementation will include dynamic (re)keying.  This clause addresses some additional requirements imposed by dynamic (re)keying.

8.2.5.6.1 MIC Rekeying Transition

The MIC key must periodically be changed to protect the integrity of the overall system.  The more packets generated with the same MIC gives an attacker moreleverage to breaking the MIC key.

<<The mechanism for this should be specified in a submission on rekeying>>

When an MSDU is submitted for transmission, the current MIC key must always be used. It is however possible to receive an MSDU whose MIC was constructed with a now obsolete key.

Reordering of packets due to QOS may result in a period where packets are received with both the old and current MIC keys.  The old MIC key will be kept to allow for processing of these out-of-order packets.  If the received MSDU fails MIC validation with the current MIC key, then validation shall be repeated with the old MIC key.  If validation succeeds with either the current or the old MIC key, then the MIC is considered to have passed.  

Implementations may deprecate the old MIC key after a sufficient interval of time, or packets has passed.

8.2.5.6.2 MIC and ESS Reassociation

In a dynamically keyed implementation, when an ESS station (re)associates to a new AP, the original MIC keys are no longer valid.  The ESS station must purge all pending MICed MSDU, and then recalculate the MIC, using the new MIC key, and then resubmit the MSDU for transmission.  The ESS station may elect to discard the MSDU rather than resubmitting them.
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