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1 Monday Afternoon

1.1 Call to Order

3:40 PM.

1.2 Agenda Discussion

Proposed agenda:

Monday and Tuesday morning

Chait Status

Normative text presentations and motions

Tuesday afternoon and Wednesday

Other security presentation

Thursday

Prepare for next meeting

Vote on letter ballot

1.3 Agenda Discussion

Q: Discussion of recommended practices.

Chair: Yes. WECA+Recommended practices+TGi: which course do we take. Ultimate goal: bring fixes of WEP into TGi. Do we change TGi draft text, or take this work to WECA. TGi has to decide whether it wants the WEP2 work in 802.11. 3 notions: per-packet key construction, MIC, and rekeying. As far a dealing with WECA, we want to give WECA our status. Letter ballot is a means of doing this. Must decide what next steps with WECA.

Comment from WECA: needs to talk about what to do.

Comment: Upper layer authentication not defined in TGi. What are we going to do about that?

Chair: Talked with David Cohen/Stewart Kerry about this. TGi viewed this as out of scope. WECA can make up its own rules for what ULA to use. If WECA con’t do this, we can create a PAR for this. We don’t have ULA mechanisms in draft, so would have to have motions to change this. Good discussion for Tuesday/Wednesday

Q: Suppose we can’t complete some feature, e.g., the MIC? Can we go to letter ballot?

Chair: Sole criteria to go to letter ballot is for group to vote to do so. 802.1X had 11 letter ballots. It is more important to show progress than it is to have draft complete.

Q: Does WECA think this a good idea?

Chair: David and Stewart receptive to this. What WECA does is up to them.

Agenda adopted without objection

1.4 Chair status

1.5 Monday/Tuesday presentations

Russ Housley/Doug Whiting/Jesse Walker – 550/572

Doug Smith – 594 Message Integrity

Nancy Cam-Winget/Jesse Walker – 556, AES Associated Data

Nancy Cam-Winget/Greg Chesson/Russ Housley/Jesse Walker – 573

Albert Young – 540

Tim Moore – not known

1.6 Tuesday/Wednesday Presentations

John Volbrecht – EAP and access control

Bob Moskowitz – 592

Carlos Rios – not known

William McIntish – not known 

1.7 Discussion

Chair: Will entertain motions for 572, 594, and 556. We will hold off on motions on rekeying until we have heard all three.

1.8 Presentation of Document 572, Jesse Walker

Question: Is there a document number for WEP enhancements document? Answer: 572

Comment: Jesse had a list of participants of Akron interim meeting.

Question: What does consensus mean? Answer: Authors trying to represent agreement heard on conference calls. It seemed like that the people participating in the calls agreed that the proposal was as good as it was going to get for existing hw.

Comment: Consensus among the crypotographers is all 4 components of the proposal are always required to achieve security. If you want to fix what’s there and you want to retain a RC4 cipher on a per pkt basis, this is the solution.

Question: Since I am not a cryptographer, I did not particpate in the calls. I thought that this meeting was to come up with a consensus. Not on the calls. Answer: Not recorded

Question: Can we look at the proposals in terms of their longevity and use that to drive the consensus? Answer: wonderful idea

Comment: It is not clear that this works on legacy hardware. Answer: Agreed it will only work on legacy hardware we took into consideration.

Question: It there actual text for the motions? Answer: Yes and no. This is an outline. It has to look something like the text on slide 18. We don’t what the rekeying or MIC looks like yet.

Question: How does the hardwware differenctiate between new & old hardware? Answer: if you are running rekeying protocol, you will know a priori.

Chair: Packet will tell you if it is encrypted, through the process of associating, you woul know

Consensus Intent was not to exclude anyone. Complete solution requires all four components

Question: Should this be a supplement?

Chair: our PAR covers MAC enhancements.  Splitting the document takes time

Editor: Concern over political feasibility for documents

Question: All four fixes being done now will have to be done in the future for the long-term fix? Answer: Only mixing will not be needed

Question: This is not a short term solution – it a solution for the hardware that exists at November 2001? Answer: Agreed.

1.9 Recess

2 Monday Evening, November 12, 2001

2.1 Call to order

6:40 PM

2.2 Doug Smith Presentation on MIC Framework Text 

Paper includes major contributions from Russ Housley, Doug Whiting, Jesse Walker.

Noted that we must encrypt the MIC, as the MIC being used is too weak to defend against attack on its own. Consensus on using a 4 byte MIC otherwise the performance hit will be too high

Noted countermeasures needed to slow the attacker.

Need noted to periodically change the MIC key. Use old and new MIC keys to 

Noted need to accommodate packets out of order.

Discussion:

Question:  Is there a way to tell whether a MIC has been applied to the packet? Answer: MIC usage will be negotiated in associate/probe messages as for AES/enhanced WEP.

2.3 Motion by Jesse Walker: Replace Clause 8.2 with the outline on slide 18 of document 572r0

8.1 Overview and Theory of Operaion

8.2 Placement Cryptographic Processing

8.3 IV Sequencing and Replay

8.4 WEP2 Mixing Function

8.5 WEP2 MIC and Counter-measures

8.6 WEP2 MPDU Expansion

8.7 WEP2 Interaction with Re-Keying

Second: Dorothy Stanley

Comment: Speak against the motion. Appreciate the work. Now need to vote. Need Time to read, study it. Premature to vote now. Chair: Has been on the server 4 hours, per rules.

Comment: All agree that if want a secure solution, need the 3 elements (key mixing not needed with RC4). Start with parts for strong .11a solution

Question: Is “Outline” to be understood literally? Where is the text? Answer: Yes, Additional motions will provide content. Changes will be made to Draft 1.5.

Comment: First 4 clause numbers exist in the standard. Aren’t these already in the standard. Probably a numbering problem. Answer: Clarify: first 4 already in the existing standard. Existing 8.2 in the standard was re-numbered to be 8.1. Original was written assuming only WEP existed. Took that down a level – editorial judgement. Intent is to keep all text in the existing standard. Renumber to include new material.

Question: What is the relationship between this motion and the previous presentation? Answer: Motion’s objective is to determine if TGi wants to adopt the direction that the study group has identified. Follow with subsequent motions to provide content.

Question: Is 8.2.7 in draft version 8.7?  Answer: no This is the new outline, if the motion is adopted.

Question: Numbering – Will there be a motion to add “WEP3” – AES?, or should we adjust the numbering now? 

2.4 Motion: Motion to amend by Jesse Walker: Change the original motion to replace “8” with “8.2”

Second: Onno Letanche

Discussion? None
Motion to amend passes: 11-0-5

2.5 Motion on the Floor: Replace Clause 8.2.2 with the outline on slide 18 of document 572r0

8.2.1 Overview and Theory of Operaion

8.2.2 Placement Cryptographic Processing

8.2.3 IV Sequencing and Replay

8.2.4 WEP2 Mixing Function

8.2.5 WEP2 MIC and Counter-measures

8.2.6 WEP2 MPDU Expansion

8.2.7 WEP2 Interaction with Re-Keying

Discussion on Main Motion:

Question: Goal is to get a statement on direction from TGi. What are we going to do with this work? Answer: Insert into normative WEP2 text.

Question: Is this an outline with no text? Answer: Yes. If this is adopted, further motions will provide text.

Comment: When draft 1.5 was generated, there was a desire to improve WEP. Inferred desire to improve WEP. Answer: Yes, do we want to follow the direction of the ad-hoc subgroup.

Question: In section 7.?? – will we have to replace WEP2? Answer: Will need a selector. Don’t have a preference at this time

No additional Discussion.

Motion is normative.

Vote: 13-6-1, Main Motion Fails

Chair: Open for discussion. Possible to bring another motion. 

Comment: We need 2 motions. First one to delete WEP2, then another to adopt a replacement.

Comment: Tried before to delete, failed, since people wanted to know the replacement prior to voting.

Discussion: Can we ask the people who voted “no” to say what would enable them to change their vote.

Comment: Need more time to look at the proposal.

Comment: Perhaps discuss proposals now, and then discuss motions tomorrow. Answer: On behalf of the group, welcome additional participants, and suggestions.

Comment: Where are the documents? Chair: Continue with discussion, make motions tomorrow.

Comment: This could drag on forever. What is the selection process? Put in proposals, with a deadline, and then perhaps proceed without a WEP2. Answer: People just need more time to understand the proposal.

Chair: Goal to bring a next draft Friday. Need to vote out of the subgroup on Thursday. Needs to be on the server 24 hours ahead of time. Draft need not be complete to go on.

Comment: There was a vote in the past to throw out WEP2. People said – no, let’s see what the proposals are. Need to set a deadline.

2.6 Straw poll – after reviewing the proposals, would you consider changing your vote?

Would change to 15-4-1. Would pass.

Comment: Would you consider putting this material in an annex, for legacy products. May get more votes. Don’t have a PAR to do an annex.

Chair: Are there any other proposals that chair knows of? Answer: Perhaps have portions of what has been proposed.

Comment: Procedurally a question, annex path would address his concerns.

Comment: There is an immediate problem with pushing WEP through WECA. WECA agrees that technical discussion needs to happen in TGi. Annex, in draft, recommended practice is the proper vehicle for dissemination. Work on content first. 

Comment: Not convinced this is the best way to get there. Prefer annex.

Comment: Purpose of a draft is to collect material which will go into the standard. If get 75%, rules change. Draft could pass.

Response: Yes, but pragmatically not. Need to fix WEP2, which is known to be flawed. Press will ask “Why wasn’t this fixed?”

Chair: We added new material to the draft, can go to letter ballot. View as an iterative process. Can debate this. Use 802.1X experience as a learning exercise. First draft didn’t pass, and we learned much from it.

Comment: Would like to work on another framework for tomorrow. Answer: Yes, come together tomorrow with motions.

Comment: Can’t keep coming back with the same proposal. Answer: Correct.

Comment: What if half are opposed to WEP2, and half must have it. Need a formal selection process.

Chair: Any more discussion? No:

2.7 Next Presentation: Jesse Walker 556 AES Associated Data Optimization

Nancy and Jesse have been discussing changes with Phil Rogaway

Question: Does the BSSID need to be protected? Comment: We can discuss this. In the analysis thus far, didn’t need to be protected. If there is a reason why, let us know. Care about the source address, not the BSSID.

Question: Looks fragile. If need one more bit needing protection, have to re-do. Answer: Correct. There is an extension to protect arbitrary data, but it is based on a cryptographic MAC that is XOR-universal.

Question: Which paper from Rogaway are you referring to? Answer: New one from Rogaway, on his website. 

Comment: Should adopt what NIST adopts. What is being proposed here isn’t covered by the Rogaway NIST submission. Is he planning to add it? Answer: don’t know.

Comment: BSSID – Don’t need to protect, since association between the AP and station Is known  – protect DA from STA to AP, source from AP to STA. 

2.8 Motion by Jesse Walker : Adopt use of nonce-stealing for protecting associated data with the suggested optimisations, as defined in text from document 556 for appropriate clauses.

Second: Nancy Cam-Winget

Discussion: Where did key-id bits end up? Answer: All existing used bits preserved. 4 high order unused bits not preserved

Discussion: What assumption was made on encrypt early/last. Answer: The draft current uses the encrypt early model.

Discussion: What is the IP status for OCB? Answer: Rogaway filed a patent. Gligor has filed a patent and believes OCB  infringes on his claims. IBM has filed a patent.

Motion: 15-0-7 Passes

2.9 Motion by Jesse Walker: Specify AES to use Bi-directional Keys and use directional replay counter where order STA addresses lexicographically and the traffic in the direction from larger address to smaller uses even sequence number and the direction from smaller to larger uses odd sequence numbers.

Second: Nancy Cam-Winget

Discussion: In An ESS, what is the context of an address – BSSID? Which address? Answer: Address of the peers communicating on the secure channel. BSSID and the Station MAC addresses. TA and RA.

Comment: Does this mean that the replay window is reduced to 27 bits? Answer: Yes

Question: How do you do key management, key derivation? Answer: Simplifies, since only have to synchronize a single key. Question: What if a RADIUS server gives you 2 keys? Have to decide which one to use. This raises a fundamental concern. Answer: Yes. TGi is addressing all like issues through out its entire piecemeal.

Question: Is this futureproof? Works for 11Mbps, what about Gbps? Answer: Haven’t worried about it. MAC will break down first at OC3 speeds. Next generation will have to re-do this work. In future, may have more processing available. Comment: desire for additional encapsulations.

Question: Send and receive keys for WEP, could we use the same structure? Should this be done in WEP? Answer: Not needed.

Motion: 20-0-2 Motion Passes.

2.10 Doc 11-01-610 by Tim Moore Key Interactions

Question: Who is the user? Answer: The admin of the AP. Question: Does the station authenticate the AP? Answer: Could have a UI appear to ask the station user if they want to authenticate to the AP. No easy ways.  Many configuration options exist. Challenge to make it easy to use.

Question: Why bother with self-signed certificates? Could use hash on random data. Answer: Yes. Would require a new EAP method. This example uses EAP-TLS, an existing EAP method.

Question: Is a unique identifier really needed? Answer: Send a per broadcast key to each VLAN. Question: Would this trigger counter measures? Answer: This would lead toCRC errors, not MIC errors

Question: Could you use TLS session resumption instead of self-signed certificates? Answer: Provides mutual authentication and avoids public key operations. Need to provide a master secret. Perhaps manually provisioned. On the AP, implement session resume. No need for GUI to ask for valid user. Station would have to obtain the secret (manually).

Question: Should some of these be normative, and some recommended practices? Answer: Yes, quite a few of these recommended implementations.

Question: Why are 802.1X frames to be unencrypted? Answer: Issue is on roaming. Messages are encrypted and won’t be understood by the new AP.

Chair: Any objection to recessing until tomorrow AM? None.

2.11 Recess

3 Tuesday AM

Call to order 9:06

Chair: Confusion. This time is set aside for proposals for normative text. Is presentation 573 this?

Authors: yes.

3.1 Doc 11-01-573 by Nancy Cam-Winget, Greg Chesson, Russ Housley, and Jesse Walker

3.2 Recess

4 Tuesday Evening

4.1 Call to Order

Not recorded.

4.2 Doc 11-01-573 by Nancy Cam-Winget, Greg Chesson, Russ Housley, and Jesse Walker (continued)

4.3 Paper 540, Albert Chang

Question: Are you assuming encrypt last model? Answer: This is an implementation issue, not a protocol issue.

Question: But there is a hard point in time where key id is redefined? Answer: Yes.

Question: How accurate do you have to synchronize to make this work? Answer: The transition request/response is just like in doc 11-01-508. There are no packets encrypted under the old key.

4.4 Discussion

Chair: We won’t get to letter ballot this time. We have been pre-occupied on WEP problems. Open to make motions. Does anyone have any motions to make?

Point of Information: Please comment on current status of TGi with respect to current pressues.

Chair: There is great external pressures. PAR says to make MAC enhancements to security. There is a risk that external forces will take over if we do nothing here. Chair’s view we have to do something.

Point of information: When do you think external forces will take over this work?

Chair: It is possible some organization like WECA will intervene. WECA wants technical discussions here.

Comment: Precent for WECA to do things here. We have to be concerned about press attention and that we do the right things here. Concerned that IEEE does right thing.

Comment: Different perspective. There is a huge problem due to WEP, and no question that it has to be solved by industry. Original goal was to create MAC enhancement with long-lasting progress. This rapid progress led to splitting of PAR because we would have a solution. But the group has slowed down by trying to solve WEP issue. If we continue to try WEP2 and long term, it will take too long and won’t achieve rapid solution for security, and companies want to start now. We can’t because long term is delayed. People have been making extraordinary process toward making process. This has been done outside of TGi. This is an industry problem and effects only the incumbant vendors. Think that work shoud continue, but not subsidized by TGi. Want work to continue, but WEP2 not part of TGi deliverable. Want to remove WEP2 from TGi.

Comment: Agree to some extent, but some fallacies in this. Same people fixing WEP are also working on TGi long term, so won’t speed anything. Think the statement that WEP problems only affect installed base, because everyone being tarred with the same brush. We have to fix it.

Comment: IEEE set WEP and screwed it up, so it needs to fix the problem. New standard won’t be credible if we don’t.

Comment: Notion of security here is time-to-live. Technology is going faster, cracks getting better. Standards provide a time-to-live. Need a “socket” to plug security into and standard designed to die. If we had prepared another level we would be prepared.

Comment: Is there a motion on the floor?

Chair: No

Comment: then can we have a debate?

Comment: The pragmatic interest is the standard will be assessed by most prying eyes, and we will get crucified we do not take half-way solutions out.

Comment: We get one chance. Industry is not going to distinguish between WEP and TGi. Public opinion will focus on the next standard.

Comment: First comment. Plugging security in has performance consequences. Second point is the problem is not cryptographic algorithm, it is the protocol. If you want to solve the problem, hire 5 cryptographer and give them 2 years.

Comment: We don’t have an algorithm problem. We need a protocol that uses cryptography correctly. We have to take the time to design a protocol that works.

Comment: The comment that group was making headway before is that the progress was illusionary. Tremendous progress has been made this fall. The draft calls out three environments, WEP, WEP fix, and the long term solution. What are you going to put in the next draft?

Comment: Will accept the cryptographers that progress has been illusory, but will agree with how world will view this work. Companies are already announcing their own fixes. This group is going to be bypassed by individual companies.

Comment: No matter how secure individual algorithm, you still have to take end-to-end context and also have to focus on the key management.

Comment: Very important that this group gets focused. WECA is a marketing arm. We are the technical body. It is important for you to choose a path and stick to it. If it requires two efforts, split the PAR. It is important to get the work done.

Comment: Think we are doomed, because the nature of the IEEE is to get a whole lot of people without expertise who want to change things. There is no chance that 5 cryptographers will get sufficient time to fix the problem.

Comment: I hear you. Everyone is concerned. People keep asking for simplicity and complaining about complexity. But everything is there for a reason. If we simplify too much we get WEP2.

Comment: The group that has been working outside has made tremendous progress. It has done this because it is small and focused and not subject to all the constraints the meeting. Seems that solving WEP2 is even harder than solving the long term. Fear energy is being put on wrong problem for short term gain instead of long term.

Comment: Question of focus. There seem to be two tasks: short term and next generation. The most important problem is the current implementation. We are hamstrung by hardware on the street, but this is a blessing. Think the WEP2 solution is very close. Focus on short term solution and publish it however and then move on.

Comment: Agree with idea that we have to fix WEP, but return to “time-to-live” point. The WEP fix doesn’t have to live forever. It has to live until we get next generation done and ready to deploy. Mixing up fix with next generation is not a good idea. More in favor of using something simple for rekeying and solves simple problem and then doing something else for future generation products. There is a tendency to want to reuse, but we won’t have these for another year. Don’t worry about reusing anything for next generation.

Comment: Don’t think we have been illusionary about developing protocol. It wasn’t protocol but it is a good protocol. We do need to focus on AES as fast as possible.

Comment: Isn’t the fix for WEP the new AES-based protocol? We are trying to fix something in WEP that is already broken and sometimes the best we can do is to start over.

Comment: WEP being broken is not our problem, it is the people who bought our gear. Doing something new doesn’t solve their problem; it solves the vendor’s problem. Second, there is no prize for almost right. Look at IPsec. Don’t agree with lots of complexity disappearing by moving directly to AES. The extra complexity WEP introduces is actually very small. Once you have the code, you don’t reduce the complexity by running it less often.

Comment: Thought slapping AES would fix this, but we have found out this would not work. It seems like things like the session management is very important, and the WEP2 work has been very educational. It is responsibility of IEEE to fix the 15 million systems in the field.

Comment: Have to reiterate that if we get something out that meet market expectation, then we will not have a next generation.

Comment: If you move forward without fixing already deployed equipment, then worried about law suites by consumers of already deployed equipment. You have to address these. Need to start a motion to get WEP fixes in.

Comment: Reiterate comments on interoperability. We are getting bad comments on WEP because we were successful. This is because we had interoperable solution. If we don’t do something that address problems with WEP, the industry may fragment. That will be fatal. We have to keep this as a multi-vendor standard. Also discussion of allowing WECA take over WEP fix. WECA doesn’t have these resources. The same people in this room would work on that activity.

Chair: we still start tomorrow with motions on this topic.

4.5 Recess

5 Wednesday PM

5.1 Call to Order

3:33 PM

5.2 Discussion

Chair reviewed the status. We have completed presentations related to normative text. Last night left off with discussion.

5.3 Motion by Dorothy Stanley: Adopt the following agenda for Wednesday pm and Thursday AM timeslots

5.4 Point of order: Jon Edney has submitted prior motions.

Chair agrees, but notes that Jesse has submitted motions previously.

5.5 Point of order: Jon Edney asks whether Jesse can withdraw them from the queue

Jesse does so.

5.6 Motion by Jon Edney: I move that TGi should focus its effort by specifying one and only one encryption cipher suite.

Second: Aaron Friedman

Discussion: 5 reasons. Important to speed up process and focusing on a single on does this. Two proposals results in a conflict of priorities, dividing precious meeting time. The problem is process: balloting much lengthier if we have to cover both in the draft. Draft has to be circuated and balloted before either is accepted.

Comment: Speak against. Agree with objective, but think there are other ways to accomplish this. Need solution for existing hardware and a future solution, and we can accomplish both.

Comment: Working not what point is about. Number of algorithms is not the point. We can do a security protocol that we can plug in any algorithm. Baffled by motion.

Glen Zorn assumes chair to allow Dave Halasz to comment.

Comment: Point of motion to point group on what to work on: AES or fixes for WEP. If you were voting for this motion you have to pick which to work on.

Comment: Next motion will address this.

Dave returns to chair.

Comment: Speak in favor of motion. Purpose is to focus TGi on a single problem. Need a scheme into the market place, not two.

Comment: Speack against. For long term need algorithm independent protocol with AES as first mandatory suite. Short term we owe it to 802.11

Comment: Don’t think intention to concentrate on encryption algorithm, it is to work on protocols

5.7 Motion to amend: Aaron Friedman: to change the words “cipher-suite” to “protocol”.

Point of information: what does motion mean.?

Mover: Focus on one protocol

Comment but we only have one?

Comment: no.

No second, back to main motion.

Comment: Speak against motion, because group will not be able to choose just one.

Comment: Would author comment which one to focus on, and secondly what we are talking about, security architecture?

Mover: Not presenting self as cryptographer. Intent simple: choose AES or WEP2 protocol and build protocol around selected cipher suite. Thing to focus one and move.

Comment: Feel comfortable which one is favor?

Mover: If this passes, will move to use AES as basis.

Comment: Speak against, since it speaks to take WEP fix out of this body, which will lead to market fragmentation, which is bad for interoperability. Vendors are already shipping proprietary solutions undercutting WECA. If group feels necessary to focus on AES in the near-term, then that may make sense.

Comment: Call the question – caller not identified

Second: Nancy Cam-Winget

Chair: This motion is technical

Vote: Motion fails 23-28-2

Jon Edney withdraws his second motion.

5.8 Motion: Dorothy Stanley moves to adopt the following agenda

3:30-5:30 pm Modifications to WEP 2 text: 

Goal: Include new WEP2 Solution Elements

1. Motion to add Key Mixing (Doc 550) 

2. Motion to add MIC Framework (Doc 594)

3. Motion to add IV Sequencing on transmit side (Section 5, Doc 550) add text to capture issue on receive side.

4. Motion to enable editor to eliminate any WEP2 Overlap with motions 1,2,3

5. Discussion – Re-key Solution Summary Comparison (Docs Albert, 573, 610)

6. Possible Motion – Include a re-key mechanism

7. Identify remaining protocol issues, work items



MIC Definition



Default key MIC coverage



Replacement name for “WEP2”



Proper positioning of WEP2 solution


8.  Discussion - Positioning of WEP2 .11i solution



Primary goal of solution is to provide improved solution for existing hw



Solution intended to be “competent”, not “final/target/” solution



Normative or non-normative (informational)?



Explanatory text in normative, WECA positioning



Others

8:00-10:00 AES based Solution

Goal: Identify, Discuss and Resolve remaining issues on AES based solution

Presentation – doc 11-01-634: AES Counter Mode & CBC MAC option

Straw Poll (Proceed with development of text for AES CM/CBC-MAC) or motion to develop text, include in the draft as replacement for AES-OCB

Identify Remaining protocol issues, work items re: AES

Extensibility of frame format definition


Positioning of the AES solution

Thursday: 3:30-5:30

Identify Other work areas in the working draft,  people to work on text:

MIB

Pro Forma

Security Summary – Problems/Solved/Not solved by each solution

WEP2 – Continued

AES - Continued
Second: Bob Beach

Discussion: Duncan

5.9 Motion to amend: Duncan Kitchin moves to insert discussion of future direction as first item, and to use times as guidance instead of rigid schedule

Second: Dave Richkas

Discussion: Speak against motion, since we voted on first direction. Just don’t agree with abandoning current customers. We voted against that already.

Response: Clear from previous motion, there is a significant level of disagreement.

Comment: Speak against. Wasting time discussing what we are doing instead of discussing what to focus on.

Comment: So still open for proposals.

Call question.

Vote: 20-21-1, motion fails, back to main motion

5.10 Motion to amend: Tim Moore moves to add a time slot to agenda tomorrow afternoon at 3:30 to discuss rekey proposals

Second: Greg Chesson

Point of Information: Does this speak to AES rekeying?

Mover: none of the proposals are specific to either WEP2 or the AES protocol. Rekeying is not a WEP2 discussion.

5.11 Motion to amend amendment: Glen Zorn moves to say instead of “add a time slot…” to change existing agenda item to remove reference to WEP2

Second: None

Back to motion to amend

Call the question

Vote: 36-0-2, motion passes

5.12 Main motion on floor:

3:30-5:30 pm Modifications to WEP 2 text: 

Goal: Include new WEP2 Solution Elements

1. Motion to add Key Mixing (Doc 550) 

2. Motion to add MIC Framework (Doc 594)

3. Motion to add IV Sequencing on transmit side (Section 5, Doc 550) add text to capture issue on receive side.

4. Motion to enable editor to eliminate any WEP2 Overlap with motions 1,2,3

5. Discussion – Re-key Solution Summary Comparison (Docs Albert, 573, 610)

6. Possible Motion – Include a re-key mechanism

7. Identify remaining protocol issues, work items



MIC Definition



Default key MIC coverage



Replacement name for “WEP2”



Proper positioning of WEP2 solution


8.  Discussion - Positioning of WEP2 .11i solution



Primary goal of solution is to provide improved solution for existing hw



Solution intended to be “competent”, not “final/target/” solution



Normative or non-normative (informational)?



Explanatory text in normative, WECA positioning



Others

8:00-10:00 AES based Solution

Goal: Identify, Discuss and Resolve remaining issues on AES based solution

Presentation – doc 11-01-634: AES Counter Mode & CBC MAC option

Straw Poll (Proceed with development of text for AES CM/CBC-MAC) or motion to develop text, include in the draft as replacement for AES-OCB

Identify Remaining protocol issues, work items re: AES


Extensibility of frame format definition


Positioning of the AES solution

Thursday: 3:30-5:30

Rekey discussion (non-protocol specific)

Identify Other work areas in the working draft,  people to work on text:


MIB


Pro Forma


Security Summary – Problems/Solved/Not solved by each solution

WEP2 – Continued

AES – Continued

Question called

Vote: 28-3-6, motion passes

5.13 Motion by Dorothy Stanley: to add Key Mixing (Doc 550)

Second: Ron Brockman

Point of information: Text to appear in normative or informative section?

Mover: Would appear in normative, in clause 8.2.2. We saw presentation saying there are 4 pillars to fix WEP. There will be a second discussion of whether or not WEP2 will be normative.

Question: Whether IV is included in key. Which version of text is this?

Answer: There has never been a proposal where the IV is not included in key

Vote: 22-10-5, motion fails (technical)

Obersvation: This motion might have passed if we had had the normative/informative discussion first.

Point of information: Isn’t necessary to change agenda to be modified to continue on motions?

Chair rules we could

Point of information: Could make same motion to make it informative instead of normative.

5.14 Motion by Dorothy Stanley: to add Key Mixing (Doc 550) but add as informative instead of normative

Point of information: Is this permitted? 8.2.2 would be labeled information

Answer: The key mixing only would be informative.

Comment: So 8.2.2 contains some normative and some informative content?

Chair: It would be better not to rule. We would have to go through this over again if this is ruled in order, and if chair is wrong then all would be out of order and have to do this over.

Mover: Leave it to editor to put it in appropriate spot.

Second: Albert

No discussion

Vote: 42-1-1, motion passes

5.15 Motion by Dorothy Stanley: to add MIC Framework (Doc 594) in appropriate normative location

Second: Glen Zorn

Discussion: Possible for some implementations with key mixing optional

Comment: have to resolve encrypt early/encrypt last before knowing whether this is ok

Comment: incomplete

Vote: 15-17-8, motion fails

5.16 Motion by Dorothy Stanley: to add MIC Framework (Doc 594) in appropriate informative location

Second: Glen Zorn

Editor: This document is still WEP specific. Would support it if it were made more specific. More work is needed for it to be suitable as a general framework.

5.17 Motion  by Duncan Kitchin: to add to end “with additional qualification specific to WEP2”

Second: Albert Young

Discussion: Speak against. We have been told there should only be one framework. Also heard opinion this is not ready.

Glen assumes chair

Comment: WECA and others looking for direction. Speak for motion.

Dave reassumes chair

Comment: Can’t see why need same framework for different things. Speak for motion.

Comment: Agree. Introduce commonality for different solutions unnecessary distraction.

Comment: Worried about design for reuse. If we need one for future, no problem. If this one works in future, no problem. We can add it to normative text in future.

Vote:21-3-12, motion passes

5.18 Motion on the floor: to add MIC Framework (Doc 594) in appropriate informative location, with additional qualification specific to WEP2

Comment: Speak against motion. Wording indicates this is a framework, with algorithm to be discussed later. Standard in normative tells what to do, and informative section say how.

Comment: rule out of order?

Chair: No, in order.

Comment: Seems full of contradictions due to word framework.

Comment: There is no MIC algorithm specified in WEP. This allows choice of MIC algorithm when it is specified

Question: Then why specify framework now?

Point of information: What in normative text would cause this informative text to be used?

Comment: If not normative, so not in PIX, so this is a way to make non-interoperable systems.

Chair: There is precedent in the annexes already, e.g., channel hopper.

Comment: But how can a frame format be informative; it can only be normative. This has no normative hooks.

Comment: But WEP 2 is still normative.

Question: Are both text and state machine normative?

Answer: Yes

Call the question.

Vote: 28-7-4, motion passes.

5.19 Motion by Dorothy Stanley: Motion to add IV Sequencing on transmit side (Section 5, Doc 550), and instruct editor to add editorial comments to capture issues on receive side.

Point of information: Refer to WEP2? Answer: Yes

Question: Normative? Answer: it applies to something that is informational, so is informational.

Question: does it need to be more specific?

Chair: This applies to informative text, so is informative as well.

Mover: 1st motion adopted doc 550, but we still need to instruct editor to add comments.

Second: Alber Young.

Discussion: Need description of replay protection

Question: Editor lots of discretion? Answer: This instructs editor to document the issues, so the problems get documented

Comment: Editor is already impowered to do this, because it is editorial. Don’t need motion.

Comment: Agree.

Vote: 35-0-5, motion passes

5.20 Motion by Dorothy Stanley: Motion to enable editor to eliminate any WEP2 Overlap with motions 1,2,3

Withdrawn after it was noted that the editor already has this authority.

5.21 Motion by Dorothy Stanley: Move to change text added by previous motions 5.14, 5.18, 5.19 to normative and optional to implement

Point of order: This is out-of-order because it is same question.

Chair: Rules motion in order.

Point of order: Needs clarification

Second: Onno Letanche
Discussion: Speak against motion, because it is still normative. It is still a weak protocol

Comment: Speak in favor for sake of interoperability

Comment: agree

Comment: Speak against. Doesn’t need to be elevated to get interoperability.

Comment: Speak against. Disrupts political balance that allows progress.

Comment: Speak in favor because we want to avoid procedural problems.

Comment: Speak against. Already had motions to incorporate text as normative and they failed. If we passed this, there is a large enough minority that dislike that we couldn’t pass letter ballot.

Call question

Objection

Second

Vote on calling question: 34-4-3, question is called

Vote on question: 21-16-2, motion fails

5.22 Discussion – Re-key Solution Summary Comparison (Docs Albert, 573, 610)

This agenda item has been moved to 3:30 Thursday.

5.23 Possible Motion – Include a re-key mechanism

This agenda item has been moved to 3:30 Thursday.

Point of information: How can we identify remaining protocol issues

Comment: we can.

5.24 Motion by Glen Zorn: Move to recess

Second: Aaron Friedman

Recess without objection.

6 Thursday AM

6.1 Call to Order

8:19 AM

6.2 doc 11-01-634, Russ Housley: AES Counter Mode & CBC MAC option

Question: Are counter mode and CBC-MAC firmly in public domain? A: Yes. CBC-MAC used since the 70s. Counter mode since 1982. Question: Anything on broad implementation?

Point of Order: Not allowed to give opinions regarding patents

Question: do the hardware estimates include external memories? Answer: no.

Code Size? Answer: not very big.

Question: With OCB you can protect more data. Answer: Yes, but cheapness of nonce-stealing goes away, and cost increases to that of AES-counter+AES-CBC-MAC proposal.

Question: Is your key derivation technique for CBC-MAC ok? Answer: If that is not adequate, then counter mode is broken

Question: Could you summarise counter mode attack? Answer: Same as OCB mode: can’t reuse IV, nonce.

Question: Won’t initial implementations be in software? OCB has performance advantage for early implementation. Answer: Yes

Comment: Counter mode design uses 1 key instead of two. Is that a behavior employed before? Answer: It’s ok. This is a fairly canonical construction.

Comment: Positively agree with preference for unencumbered IP. But those claims in the air. There is risk, but better plan is to ask your legal representation to resolve the risk. If the IP issues can be resolved, that takes away the biggest boogie man. If they can’t be, maybe we should switch. Answer: Asked NIST. At this point not on roadmap, because has been unable to resolve IP issues. Comment: They told us that they would if the IP issues could be resolved. Answer: Several people have asked them not to put anything in that is royalty-free.

Comment: Need to make decision quickly, because we need to design silicon.

Comment: If we made this change we would need normative text.

Comment: There is one other differences. A small group of group of cryptographers have said there is a proof, but a large number of cryptographers have not established that they are comfortable with that proof.

Comment: How would you compare cryptographic strength of OCB v. WEP2? Answer: One is what can you do with the past, versus what can you do in the future

Comment: Make OCB informative.

Comment: OCB has not been analyzed a lot. David Wagner won’t analyze it because it is patented. He is just an example.

Comment: Phil Rogaway came and presented an overview of it. Wonder to get his review on this proposal. Answer: yes.

Chair: Rogaway expressed interest to stay out of argument.

Comment: The CBC-MAC proof was by Rogaway as well.

6.3 Straw Poll (Proceed with development of text for AES CTR/CBC-MAC) or motion to develop text, include in the draft as replacement for AES-OCB

Comment: We want a straw poll.

Comment: The intent is to capture a straw poll to capture sense of the group to have the authors develop their proposal, so we know better what they plan to do.

Comment: start with a straw poll.

Question: what do presenters want to put forward, the agenda suggests one of two possible actions. Which one do presenters want to put before. Answer: None of presenters have voting rights. Dorothy proposed adopted agenda.

Comment: Straw poll is to settle question whether this is a waste of the presenters’ time or whether it is a good idea.

Question: Is it possible not to replace AES-OCB but to support both? Can we separate the first and second options.

Comment: Want presentations comparing the two. Hard to claim we should replace text.

Comment: Think it is responsible to throw out OCB at this time. But if we are never going to get this to happen, don’t want to waste.

Straw poll: Proceed with development of text for AES CTR/CBC-MAC. Straw Poll Vote: 42-11-10

Straw poll: Based on the presentation for AES CTR/CBC-MAC, would you vote for replacement of AES-OCB with AES CTR/CBC-MAC: Straw Poll Vote: 35-21-7

Comment: This included non-voting members, too.

Question: Can we have another straw poll on resolution of IP issues?

Straw Poll; If the IP issues were resolved, would you support AES-OCB? Vote: 30-16-17.

Comment: We advised not to use OCB, because it is so new. Advise not to use for 5 years.

Comment: One difference to consider by people here. Is the different size of implementation a consideration? 

Comment: Reiterate the point the point is that OCB can be implemented more efficiently in software.

Comment: AES-OCB has been an island of stability in the draft. We shouldn’t kick it out.

Comment: Hope OCB is secure. But 802.11 just got burned really bad, why do it again? No one just doesn’t know yet, because

Comment: Straw poll says we are deadlocked, so more work needed.

Comment: Crypto community is traumatized by patents. People use patents in cryptography to block implementations, use particular software etc. NIST banned patentable algorithms because this. Don’t use OCB until patent issues are resolved.

Comment: People saying this is interesting in software, IP concerns, wondering whether OCB option, counter mode mandatory. Long term everyone migrates to CTR/CBC-MAC

Comment: Rogaway did proof of CBC-MAC. If you trust that proof, why not OCB proof. Answer: Trust 20 years of analysis, not the proof.

Comment: Comment to newness of algorithm. Temper it, because we are proposing other new things like rekey protocols. Have to view newness in that light.

Comment: Newness argument has some merit. But we are using AES which is not fully analysed. There are protocols that are old and have been broken only after many years. The reality is you have to look at the merit.

Comment: Understanding there is an IP statement from Phil Rogaway. Chair needs to get similar letters from other claimants.

Comment: People need to get past pro forma IP statements. Each vendor can ask terms. Which is going to be broken first? AES or OCB?

Comment: Not sure what drives this group to pick latest cryptographic ideas. We should pick safest, proven technology.

Comment: If we get some kind of letter, ask . Early on Gligor claimed to have a proof, but it was broken. Possibility that it can be broken, because the model may be wrong. OCB is only a year old. AES is 3 years old. Every cryptographer has tried to break AES.

Editor: a year ago there was not the political will to put in MIC, so it was politically impossible to satisfy the PAR. OCB forced the acceptance of a MIC until this understanding grew broad enough to stand on its own. If you do not support OCB mode, you are committing to either fight for a MIC or to rescind the TGi PAR.

Comment: there was an understanding that WEP was broken.

Comment: Speak in favor of doing work on CTR/CBC-MAC, even though voted against replacing OCB.

Comment: What is metric for success? 3 smart people breaking with 108 hours of effort? Answer: Goal is measured in MIP years. It must not be possible to break using techniques known and existing resources. Attacker has to break every key, not break the whole system. It’s not that much more expensive to make it infinitely hard to break, if you design properly up front.

6.4 Identify Remaining protocol issues, work items re: AES

· Extensibility of frame format definition

· Positioning of the AES solution

Editor: Encrypt early/Encrypt Late decision missing from list. We cannot complete replay, rekey designs without resolving this.

Comment: Encrypt early/late has implications for rekey too

Comment: This is an important issue. Any way to resolve it this week? It involves people outside of TGi.

Comment: One possibility for moving forward is to change approach in current draft from classify-encrypt-queue to classify-queue-encrypt.

Comment: TGe is out of session 1-3 as well.

Comment: Time period sounds good, TGe preference will be for classify-encrypt-queue.

Editor: unavailable, but group must go ahead anyway.

Russ Housley volunteers to lead this discussion. To contact Duncan Kitchin, Michael Fischer, Simon Black.

Point of information: How long will work for CTR/CBC-MAC will take. Answer: When do you need it? Comment: Need know which bits will be protected, frame format. Need it yesterday, so as soon as possible.

Jesse assumes chair for Dave

6.5 Motion by Dave Halasz: Move to change all references in draft from “WEP2” to “Temporal Key Packet Protocol (TKPP)”

Second: Nancy Cam-Winget

Disucssion. Doug Whiting has offered WSP.

Comment: This is backward looking to WEP 2. Suggest name for both

Groans of disapproval…

Comment: Recommend against WSP, since there is an .11a similar name.

Comment: should be called PMP

Comment: Step in the right direction, but too specific. Solution includes a temporal key, but also working on a MIC definition. We have time to work on a better name.

Mover: People are going ask what 802.11 has done about the issue. If we do nothing, WEP2 is going to be in the press. Not married to name.

Comment: Replacing WEP2 good, but this is not a good name yet. We are working on a protocol that will work for both. Suggest “Austin” and no relation to comments.

Mover: What we have now is a temporal key. If we were to change it, we can change the name.

Comment: Word “Packet” doesn’t do anything.

6.6 Motion to Amend by Greg Chesson: Change “Packet” to “Integrity”

Second: Richard Paine.

Comment: need two names, for old and new stuff. Austin, Dallas.

Call Question

Vote: 15-5-7, motion passes

New Main Motion:

6.7 Motion by Dave Halasz: Move to change all references in draft from “WEP2” to “Temporal Key Integrity Protocol (TKIP)”

Vote: Passes 21-9-6

Recess

6.8 Recess

7 TGi/TGe ad hoc, Thursday Afternoon

Chaired by Russ Housley from TGi.

Agenda: discuss interaction between QoS and Security; close on placement of respective components in the 802.11 architecture, as this affects interoperability.

Chair: TGi wants short replay window. This appears to imply encrypt is close to RF

Comment: does this mean a MIC per traffic class? Answer: Not necessarily.

Comment: Assume sender is creating IV and applying MIC to this. Some implementations encrypt close to PHY, and others farther upstream. We need to define where this function logically resides.

Chair: where the sequence number is assigned is important, regardless of encryption point. WEP uses sequence numbers as IVs, and we need to control the ordering effects of the MAC on this. It is critical that if an IV is used with one traffic class, it is not reused with any other traffic class.

Comment: If traffic class is protected by the MIC, then IV can be reused. Answer: No.

Comment: Could use separate IV space per traffic class, or different keys per traffic class; no way to bound the amount of reordering between traffic classes.

Chair: unused sequence space is no problem, but sequence collision is completely fatal.

Comment: could say that the sequence space within a traffic class must increase monotonically.

Chair: So the only problem is retransmission?

Comment: retransmission destroys the time inference in sequence numbers.

Chair: We don’t need time inference, other than when it is exhausted the bad guy can’t use unused sequence numbers since he can’t construct the MIC. Replay protection doesn’t care about time, only that sequence numbers are never reused.

Comment: Then just make sure that within a traffic class each received sequence number is larger than the last one.

Question: No reordering possible within a traffic class? Answer: TGe allows large asymmetry in number of packets in each class.

Comment: Delayed packets also cause problems. Send it assuming it will be discarded or repair it (re-MIC it) before sending. It doesn’t hurt to freeze the queue to re-encrypt and MIC if the queue is already stalled.

Comment. Can send when you have the wrong key. What happens if at rekey time you have a frame ready to retry?

Chair: There are proposals that handle this correctly. Don’t have to go into it here.

Comment: Then this is not a reorder problem, but a rekey.

Chair: We know ways to solve it. If we re-encrypt, we must use a different sequence number; we don’t want to help the attacker with two views of same cleartext, but it’s OK if same ciphertext goes out twice.

Comment: So if rekey with key overlap, the new packets use new IV from new sequence space? Answer: Yes.

Chair: 3 proposals: a) change key now, and too bad for traffic encrypted under old key, b) clean handshake to tell when old key no longer available, c) two key ids, and ping-pong between them

Question: Replays observe window size. How are these related? Answer: New key always starts a fresh sequence space.

Comment: frame header sequence number has small sequence space, and used only for retries. Response: TGi doesn’t use this; it uses the WEP IV for sequence space.

Comment: IV for replay protect is independent of order of retries.

Chair: Think the consensus is:

· Ensure value of IV is greater than that of any other previous packet in same message class, then it’s not considered a replay.

Comment: This works because QoS guarantees in-order delivery

Chair: just has to say 16-bits. We do have to make sure the traffic class is covered by the MIC.

Comment: Also consider how to do STA-STA in a BSS, for instance, with more than one hops. How to encrypt? Answer: Each station pair needs its own set of keys.

Question: What to do about STA-STA side-band traffic? Comment: Must also consider when this is multicast. Comment: This needs master key in more than one space. Chair: This means you either have distinct key spaces or mix Tx MAC with IV or synch the IV space across stations.

Comment: Possibl for multiple stations to rekey simultaneously.

Chair: This works for key-mapping keys but not default keys.

Comment: Could pool IV space in some way among stations

Chair: this can be separated into two problems? Perhaps WEP2 doesn’t run with QoS and AES is required. RC4 is sensitive to IV collisions but not AES (sic)

Comment: Maybe sidechannel won’t use broadcast? Answer: Right now only AP can broadcast.

Comment: Before receiving on side-channel, STA informs AP it will do so.

Comment: ad hoc is more generatl problem than side-channel problem.

Comment: in an ad hoc, each station judges for itself whether to receive.

Comment: the assumption is that if you say you’ll accept STA-STA traffic, you take it from and STA the AP says is authentic. Observation: This model is not ratified.

Comment: could have STA-STA participants treated like APs for key distribution.

Chair: TGi will have a description of rekey soon. Hope TGe will too.

Comment: Suggest a motion in TGe for external/new business to request 802.11 to set up one joint meeting.

Comment: Concerned with Associate before authenticate—it’s too slow.

Comment: Agree. Want to make motion for a STA to associate with more than one at a time.

Comment: may be no active PAR for that motion; possibly TGe.

Comment: TGe affected by changing it in TGi

8 Thursday Afternoon

8.1 Call to Order

At 3:32 PM.

Chair: would someone want to make a motion to recess to TGg vote at 4:15? (No)

8.2 Rekey discussion (non-protocol specific)

8.2.1 Presentation of doc 11-01-650r1

Comment: IV associated with a particular key. Can’t assume that packets arrive in order (except within traffic class).

Question: Can’t transmitter assume drained when exceeds high water mark? Answer: But the receiver can’t.

Question: 1X messages in the clear because no “secure IAPP”? A: IAPP is not mandatory, so don’t know, and have to cover this case.

Question: Mean change key in plaintext? Answer: No. 1X message is in the clear, but the key gets wrapped by a key.

Question: Since there is no link between master key from 1X and what we use here, how to detect weak key? Answer: we don’t. We assume service delivers a good key. We assume 256 bits. If we get less, we generate it from the key we are given. 1X makes the same assumption.

Comment: There is hardly a block cipher where the weak keys are an issue.

Question: if 1X does rekey protocol, it is done where 1X resides? Answer: yes.

Comment: implementor views development complexity of AKE as much greater, not the same.

Comment: It is always harder to do a protocol in the MAC layer.

Question: Driving factor for choice of cipher algorithm for the MIC? Answer: need full-fledged MAC.

Comment: MD5 has been deprecated. Should use SHA-1

Comment: Saying that you are using a common algorithm is not saying much. Answer: trying to allow people to use same core. AES cheaper than MD5 or SHA-1.

Comment: Thanks for comparison.

Question: On 2 key ids / key-mapping key. This is not what the spec says. Answer: Right. This requires a change to how spec uses default keys. Some may require hardware changes. If they do make change, AKE is better. Comment: AKE will work without change. Comment: This is not an issue for 11b vendors.

Question: You mean must rekey at half the lifetime, not twice? Answer: Yes.

Question: What is risk of dangling authentication? Answer: the client can’t transmit.

8.2.2 Motion by Glen Zorn: Move that we pick one

Second: Tim Moore

Discussion: Speak against until we have implementations. If we make wrong choice now, it will cause significant problems.

Comment: Want white paper from Tim explaining details.

Comment: Everything is implemented

Comment: This binds us until we choose one

Mover: Don’t understand the first one. We already have an implementation of 1X, close to shipping.

Vote: 5-6-7, motion fails.

Question: Where do we go from here?

Comment: We have stopped progress. Is there a plan to restart? Take two more months to study more?

Chair: Do we want to impose a time limit

Comment: We need to specify criteria for making decision.

Comment: Lack actual models. Have to try it and see what works.

Comment: Want to see prototyping on AP side.

Comment: How long for cryptanalysis of either protocol? Comment: No, need protocol analysis.

Comment: If we take request of working code, we need to know how long to implement AKE? Answer: This can be done, but we are not prepared to make estimates today.

Question: Ask people why they voted against this.

8.3 Motion by Kevin Hayes: Move that 802.1X rekey be accepted

Second: Glen Zorn

Discussion: Speak in favor of this motion because will be deployed soon. We can influence this process.

Speak in favor of this motion because it is easier to implement on access point, and it avoids lots of issues

Comment: What does “accepted” mean? Add to informative text?

8.4 Motion to amend by Albert Young: Move to change to “accepted as normative text”

Second: Glen Zorn

Comment: This is the glue.

Question: Can you address as power save?

Point of order: discussing amendment, not main motion.

Call the question

Vote: 17-0-2, motion passes

8.5 Motion on the floor: Move that 802.1X rekey be accepted as normative text

Discussion: Can you address the power save question? Answer: There is no problem. Response: Yes there is. Chair: Fffssppsssp. Comment: the default key is an issue.

Comment: Could some explain how the default key case work for 1X? Answer: When the client wakes up it will receive the messages. Answer: now client is required to receive broadcast messages. Answer: When it wakes up it will receive the right message with the right key. Broadcast keys are unicast.

Question: Difference for ad hoc? Answer: Every station is an authenticator. The STA sending the beacons has to send the broadcast keys. Comment: So entire ad hoc database has to have content of back-end database. Comment: you can have a web-of-trust model instead.

Comment: If base on 1X, are we assuming 1X always? Don’t have to do authentication in ad hoc. Are we saying that you have to run 1X on top of shared key authentication?

Comment: Issue. 1X is not sitting on top of MAC, but beside; it has carnal knowledge of MAC and must know internals. These are special messages unlike any other, and that is different from what happens instead of others. Need SAP interface. Second point is the ACK (confirm). That needs to be exposed. Question: Can we do this?

Question: was that an amendment? Answer: No

Question: which ACK are you talking about?

Vote: 18-2-2, Motion passes

8.6 Motion by Kevin Hayes: Move that appropriate SAP interfaces be added to provide better separation.

Second: None, motion fails.

Point of information: Was prior motion seconded? Answer: by Glen Zorn.

Question: 802.1X is defined and not being changed, and have 802.11 has SAP interfaces. What connects to SAP interfaces. Answer: if no mechanism for control message to go up a layer, it won’t go. Just want indication. No expected ack, and if provided won’t be used. Answer: We send ack. If station doesn’t do what we told it, don’t care; it gets kicked out. Question: Implemented on NDIS? Answer: No implemented on the AP.

8.7 Identify Other work areas in the working draft, people to work on text

8.7.1 Review of ad hoc meeting with TGe

Russ presented. He closed presentation by noting that the TGe side channel breaks the security of all the rekey proposals.

Recording secretary note: The TGe side channel also breaks all proposed encapsulations. We cannot solve this problem without requiring a block cipher in CBC mode, because it is impossible to specify an appropriate IV management algorithm.

Comment: side channels not a main stream application and don’t need as much support. Answer: TGe hasn’t got this feature into spec. 

8.8 Motion by Russ Housley: Move to ask 802.11 WG to allocate a joint TGe/TGi at next 802.11 meeting

First: Jesse Walker, Second: Kevin Hayes

Discussion:

Comment: This is a good idea, but what is scope? Need some idea of time. Answer: asking for one block of time.

Comment: To be effective someone needs to lead this, organize agenda, present material, etc.

Chair: we would ask for presentations.

Vote: 16-0-0.

Chair: At closing plenary there will be call for motions, will make motion to ask TGi for this.

8.9 List of other issues

MIB

Pro Forma – PICS = list of all mandatory, optional, etc. features

Security Summary – Problems/Solved/Not solved by each solution

Side channel – direct communication between two stations

Direct AP-AP communication

Encryption of source and destination address, as opposed to transmit and receive address

Security of AP-AP (wireless distribution service) traffic

Comment: need protected storage in AP. Plus you need something to provide computation without leaking key.

Comment: wanted to list outstanding work, so people could bring proposals addressing outstanding work items.

Chair: Not sure side channel is in TGe, so it doesn’t make sense to solve it.

Comment: Would it be appropriate to set date/time for teleconference, to start work.

Chair: We will discuss that this evening.

Interaction with power save. Comment: This makes it no worse. May want to expose MIB variables to help timeouts.

Comment: This means interaction with 1X and power save? Chair: people need to bring up their concerns.

Comment: Ad hoc and its implications for rekey. Need to verify it operates as stated.

8.10 WEP2 – Continued

8.10.1 Identify remaining WEP2 protocol issues, work items

Chair: There is no MIC algorithm yet.

Replay – need text

8.11 Recessed until 6:30

9 Thursday Evening

9.1 Call to Order

At time unknown

9.2 Straw Poll people for physical meeting between now and Dallas meeting

Straw Poll Vote: 0-5-0

9.3 Straw Poll against physical meeting (no date specified) between now and Dallas meeting

Straw Poll Vote: 10-1-0

Chair reviews prior actions for recording secretary, who arrived late.

9.4 Straw Poll for a conference call for December 4 and January 11, 12-1:30 EST

Comment: there is one scheduled for November 30

Chair: This has no standing. It is ad hoc.

Straw Poll Vote:  13-1-7

9.5 Motion by Jesse Walker: Move to authorize a TGi conference call for December 4 2001 and January 11 2002 at 12-1:30 EST

Second: Albert Young

Discussion: None

Vote: 7-1-5, motion passes

Point of Information: who will set up the conference call?

Chair: Dave Halasz volunteers.

9.6 Other business

Chair: are there any of the other presenters present? (None ready)

Chair: Any more motions for normative text?

Chair: Are we ready for letter ballot? Don’t expect to go. Does anyone want to make such a motion? (no)

Question: Speak to what we will see in draft 1.6

Editor: will incorporate the AES algorithms and TKIP, but have no text to describe the normative rekey.

Tim Moore volunteers to provide editor with text by November 29, 2001. 

9.7 Motion by Jesse Walker: Move to have chair to update TGi web site status page to call for proposals at Dallas meeting

Second: Tim Moore

Discussion: None

Vote: 13-0-1, motion passes

9.8 Motion to Adjourn by Jon Edney

Second: Frank Ciotti

Vote: 14-0-0, motion passes
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