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Abstract

There has been much discussion about the packet type and layer 2 and layer 3 addressing of the MOVE-Notify and ADD-Notify packets proposed as part of the TGf draft text.

This submission collects the outcome of those discussions to concisely document the issues and the best alternatives for inclusion in the next revision of the draft text.

Credit for these efforts also belongs to Bob O’Hara and Bernard Aboba, who made substantial contributions to this document.

Two packets will be considered: MOVE-Notify and ADD-Notify.

A MOVE-Notify packet is sent by a new AP when a mobile unit (MU) STA roams to that AP by sending a reassociation request MAC management frame to the AP.

An ADD-Notify packet is sent by an AP when a mobile STA [initially] associates with that AP by sending an association request MAC management frame to the AP.

These two cases are handled separately within the draft text because the new AP has more information available in the move case than in the add case.

For each case, the packet type and the layer 2 (L2) and layer 3 (L3) addressing is considered.  L2 and L3 addressing is detailed wrt both the destination address (DA) and source address (SA).

Move Notify Packet - Sent upon reassociation

Upon a move.request event, two packets are sent.  The IP packet notifies the old AP of the MU's new location.  The XID packet updates any L2 bridging equipment wrt the current location of the MU in the infrastructure network.

                        L2 DA          L2 SA          L3 DA         L3 SA

                        -----------------------------------------------------

Move Notify IP Packet   Old AP MAC
    New AP MAC     Old AP IP     New AP IP

XID (bridge update)     BCST           MU MAC         -             -

ADD-Notify - Sent upon association

There are two alternatives presented for the ADD-Notify packet, the first alternative uses two packets, the second alternative uses a single packet.

Alternative #1 (two packets, one IP and one XID, just like the Move case):

                        L2 DA          L2 SA          L3 DA         L3 SA

                        -----------------------------------------------------

Add Notify IP Packet    BCST           New AP MAC     SNL BCST      New AP IP

XID (bridge update)     BCST           MU MAC         -             -

The IP packet preserves the L3 relationship with L2.  But, sending the IP packet alone doesn't fix L2 forwarding, so there is a need to send the XID packet too, just like in the Move case.

Alternative #2 (all-in-one IP packet):

                        L2 DA          L2 SA          L3 DA          L3 SA

                        ----------------------------------------------------

Add Notify IP Packet    BCST           MU MAC         SNL BCST       0.0.0.0

This all-in-one packet may break the L2/ L3 relationship for the MU as maintained by infrastructure network components (i.e. the 0.0.0.0 ( “all-balls”) IP address may confuse some equipment wrt the MU's IP address).

While two alternatives were considered for the ADD-Notify packet, Alternative #1 is preferred over Alternative #2 because it more closely parallels the packets sent for the Move case and clearly separates the functions achieved by each of the two packets, rather than coupling both functions into a single packet.

Abbreviations used in this document:

BCST = L2 broadcast address (i.e. the L2 BCST address is FF-FF-FF-FF-FF-FF).

SNL BCST = subnet local broadcast L3 address (i.e. if the subnet address is 192.168.168.x and the subnet mask is 255.255.255.0, then the SNL BCST address is 192.168.168.255).

Summary:

The recommendation is to use two packets for both the MOVE-Notify and the ADD-Notify cases.  The two packets consist of one L3 (IP) packet for accomplishing the core notification function and one L2 (XID) packet for updating any L2 bridging equipment in the network.

It is important to note that the Move-Notify sequence provides more information and is delivered directly rather than via a BCST destination address as is the case for the Add-Notify sequence.  This is because more information (derived from the reassociation frame) is available when doing a Move sequence.  Hence, reassociation is recommended over a fresh association for MU's that are roaming to a new AP.

The XID frame can be referred to (within the TGf draft text) as the "XID Update Frame", and is intended to update address mapping tables in L2 bridges, switches, legacy AP's and so on.

-end-

� For the Move case, the new AP can determine the old AP's MAC address using the following procedure:  The new AP looks up the old AP in the registration service based on the old AP's BSSID (i.e. wireless medium MAC address).  As a result of that operation, the new AP learns the old AP's IP address.  Armed with the old AP's IP address the new AP can use ARP/ RARP to determine the old AP's MAC address.  This process is required because the old AP's BSSID may NOT be equal to its infrastructure (DS) MAC address (i.e. it's wired-side MAC address).
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