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Abstract

The original requirements for Enhanced Security Task Group (now Tgi) were adopted as part of Document IEEE802.11-00/245r1. One year later there has been substantial technical discussion and proposals have been adopted. However, new technical proposals are being presented and it is the opinion of the authors that the existing requirements of Doc245r1 are too general to provide a basis for selecting a mandatory security method.

Therefore this submission provides a set of requirements, additional to those of Doc245r1. It is proposed that the requirements of this documented are adopted as a supplementary set to be used in assessing security solutions to be adopted by Tgi.

According to the current status of Tgi, one “enhanced security method” will be specified as “mandatory to implement” for equipment conforming to 802.11i. However, subject to certain constraints, other methods are allowed and can be negotiated according to the draft standard proposal. The supplementary requirements are therefore presented in two sections:

1) Those requirements pertaining to all methods

2) Those requirements pertaining to the mandatory method

In addition, a section of “desirable attributes” is provided listing issues which are not required but may be considered in making a selection.

Requirements for all Methods

1. All methods must provide one or more session master key(s) from which other session keys required by packet security methods can be derived.

2. Fast handoff (<?? ms
) must be supported, either inherently by the method or via context transfer to be specified in TGf.

3. All methods should conform to current RFC2284 (EAP) & 802.1X 

4. All methods must support mutual authentication between supplicant and network authentication server/s (for example upon association and re-association). For re-association context transfer method may be use to inherit previous mutual authentication.

Requirements for any Method called out as "Mandatory" for ESS

1. The mandatory method must be resistant to all active and passive attacks, including dictionary attacks, man-in-the-middle attacks, replay attacks, and interleaving attacks.

2. The mandatory method shall not require a certificate on the client side

3. The mandatory method must conform to IEEE intellectual property policy

4. The mandatory method should allow deployment using a common authentication database for wireless LAN, wireline LAN and remote network access.
5. The mandatory method must be suitable for a range of deployment scenarios such as:

· Mobile device to network in corporate environment

· Mobile device to internet gateway in home environment

· Mobile device to public infrastructure network

6. The mandatory method must be suitable for implementation in access points and client which have low or moderate computational resources. “Low or moderate” computational resources means a class of device for which the following example is indicative:

On initial association, a 40MIPS access point or mobile terminal with limited RAM must be able to execute the method in 5 seconds or less.

7. The Security capabilities of the mandatory method shall meet or exceed that the  required to maintain integrity against both active and passive attacks of 280 work factor and probability of successful bogus authentication (in the absence of 280 work) of at most 2-32 
8. The mandatory method must allow the client to roam among access points without advance knowledge of all potential access points available.

9. The protocol used by the mandatory method must be capable of implementation in conjunction with legacy network access databases.
Desirable Attributes for all Methods

1. A method should be specified for use in IBSS (ad hoc) networks but this method need not necessarily be the same as the mandatory method for ESS networks

2. In the event that two candidates for the mandatory method offer similar security capabilities, the method with lowest computational resources should be chosen.

3. If it is necessary to reference technical specifications or standards which are outside the scope of control of the IEEE802 exec, such references should not include draft versions or "work in progress"

4. The method should provide simple disaster recovery in face of various possible compromises including:

· compromise of a client's "credentials"

· compromise of any access point's credentials

· compromise of any authentication server

5. The method should provide anonymity from standpoint of an attacker. In other words the identity of the supplicant should not be available to a third party wireless observer.
�  Subject to further technical discussion.
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