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2 Call to Order

Tuesday, June 19, 2001, 8:20 PM.

3 Agenda Discussion

Chair: Purpose of meeting is to prepare motions to address comments to be presented at July meeting. We were not really ready at last meeting. Need to look at text to proceed while discussing motions.

Comment: two issues: how to educate people on how to vote on motions. Contributions still coming in. Need time for these.

Comment: Need time to discuss critical motions.

Chair agrees. This is a working meeting. Wait to present papers for larger meeting.

Comment: Want sense of group as to what happens. Don’t know where group is. Wants summary of what needs to be done.

Chair surprised at last meeting too. We had horse-traded to reach a baseline, but this was first time to discuss differences after baseline adopted. We did get a sense of the feeling of group at last meeting. There may be some fundamental changes, but there was none yet.

Comment: RADIUS seems to be the way group wants to go for authentication.

Chair: Need to decide what we are going to achieve.

Point of order: we need to decide on agenda. What do we want to work on? Big issues, or craft motions, or a mixture? If all we do is talk about big issues, we will never arrive at a draft. No one wants to work on motions.

Comment: need to set philosophy. We had a letter ballot that failed. Are we going to have a major reset, or is the basic approach is OK?

Chair: the draft has a number of pillars: authentication transport, authentication mechanism, encapsulation. To serious discussion to change this basic architecture. Some comments about AES, but this is not very wide-spread. No one seems to oppose this framework.

Comment: Want discussion of WEP2, to decide what to do with this.

Chair: Agree. Need a MIC, to at least give customers with existing equipment some option. Need to decide where we are going on AES as soon as possible.

Comment: this meeting was authorized to address comments. We can insert the motions and text they refer into the minutes.

Question: Has the draft changed? Editor: due to deadline, no work until July 1.

Comment: it does not make sense to make changes until we resolve some of the larger issues. We have not heard the last of WEP2.

Question: Is it worth fixing WEP2? Chair: we need to do something for customers who have bought equipment. Comment: don’t believe this is feasible.

Proposed agenda:


AM: Big Issue Discussion



WEP2



AES



Authentication


PM: resolution of comments, drafting of motion

Comment: Doubt we have a large enough group to discuss authentication. Sense of the group is to leave it in.

Agenda adopted without discussion.

4 WEP2 Discussion

Chair: There are lots of attacks that WEP2 do not really address. We know we need to do something. The difficult question for someone shipping product is to do something that allows them to improve the situation.

Comment: This is the right goal, but the issue is whether the WEP2 meets its design goals. The issue is how to protect against arbitrary packet modification, injection of packets into network.

Question: how good does it have to be?

Chair: the press will eat it alive if it is not sufficiently fixed.

Comment: But WEP2 allows situation to be better.

Comment: Question whether it is better. Difference between WEP and WEP2 is almost negligible. Better to jump to something that actually works.

Comment: WECA wants to downplay security enhancements to public.

Comment: Data authentication is needed on packet level. The problems derive from fact that RC4 is a stream cipher.

Comment: User perspective needed. Don’t know any major corporation implementing less than 128-bit WEP. Point is corporations are using mechanisms outside the standard. This doesn’t get around fact that WEP has other problems.

Comment: difference between 128-bit and 40-bit WEP is insignificant; both can be broken in 2 hours now. It is feasible to deploy WLAN securely, but requires mechanisms and policies beyond which 802.11 can standardize.

Comment: What enterprises are doing are what is required to meet the minimum requirement.

Chair: There are limits what the standard can mandate. If we knew what would make a WLAN reasonably secure, then we would do it. What can you do with today’s equipment?

Comment: Don’t need to divorce cryptography from other aspects. If you could do per-session keys and rotate keys rapidly. Do a minimal effort with respect to WEP to make it a viable solution in the short term.

Comment: Disagree. Rapid key changes will not solve the problem. For example, differential cryptanalysis against DES needs chosen plaintext pairs, but this does not depend on the key. Rapid key changes will increase probability of a compromise in this case. Needs analysis to see when this is a good idea. A big problem is 802.11 is using encryption for authenication, and in the worst possible mechanism for this function: stream cipher. For entity authentication prefer something that doesn’t rely on encrypting the challenge.

Comment: New paper of Shamir and Fluhrer exists that shows there is a correlation between RC4 key schedule and psuedo-random stream. They show how to recover encryption key from a probabilistic number of messages. This attack can recover key in 5 minutes for weak keys, average about 2 hours for other keys. When you use RC4 with a prepended or appended IV, you can predict the RC4 S-box. If you combine the Maryland attack with this, get a viable attack. Paper suggests means of improving, e.g., hashing IV; use an odd length key.

Comment: If you rely on a hash in this way, you are assuming it is a pseudo-random function, while a hash is only collision-resistant.

Qustion: Add a hash? Answer: Philisophy: interim fix with caveats, or just focus completely on the AES solution. At this point, given problems RC4 is showing, it is questionable whether spending time on WEP2 is worth the effort.

Comment: This may work, but why rely on something questionable?

Comment: Customers that have product want this.

Answer: If you can do this upgrade, why not add AES instead?

Comment: There is a software upgrade versus a hardware upgrade.

Comment: doing AES in software is cheaper than doing a hash in software. If you can upgrade software to do hash, you’re better off moving to AES directly.

Comment: There has to be a different approach.

Comment: There is no other approach. You need the MIC.

Comment: If there is only one way, people aren’t looking.

Comment: In cryptography there aren’t many ways known. Can use keyed hash, can use a block cipher. Nothing else works.

Comment: Some markets don’t care about a MIC. Can deal with this in other ways.

Comment: Yes, can say we put all security in an upper layer

Comment: Might be possible to use a “keyed CRC”. The solution might be something that can be done in firmware, but don’t know it can work. Will still be able to do bit flipping attacks with this approach, but shuts off a priori creation of traffic. If you do a WEP2, then needs to be caveated, so everyone knows they need to do something beyond it. There does not seem to be an interim fix that everyone will be happy about.

Comment: Active attacks and passive both exist. Sense is that passive attacks are easy to mount and virtually undetectable. Eliminating these would raise the bar and make it more difficult for attacker.

Chair: Agree. There are the smart kids, who can do active attacks.

Comment: Problem of thinking that way is that more sophisticated attackers publish code, enabling high schooler to launch same attack. And can’t rely on fact that something is hard today. This does not appear to be right height at which to place the bar today.

Comment: If we use AES and it is broken, then we won’t look like idiots, because the world cryptographic communities believe it is secure for the next 50 to 100 years. If we rely on already broken algorithms, then the onus will come down entirely upon us. Look at fixes in software deployable as firmware.

Comment: Need comparison matrix of potential fixes to make a decision.

Question: What machines are you going to do measurements on?

Answer: Offloading lots to host CPU may not help much. Bus bandwidth becomes the bottleneck.

Comment: Like this matrix idea. Need to agree on measurement assumptions.

Comment: Per-packet functionality should reside on card itself. The card can be plugged into any box and used; need to avoid depending on CPU.

Question: How do we decide how to build comparison? Answer: specify instruction and count them.

Comment: Memory requirement need to be included.

Question: can we do something theoretical? Answer: yes

Comment: Then we need to specify which algorithms to compare.

Comment: Goal behind WEP2 is to have something that can be implemented on existing hardware. Remove that goal and the sky is the limit, but that is not the problem we want to solve with WEP2.

Comment: Sounds like we want a performance comparison of algorithms. Need algorithms.

Chair: will need AES on current hardware, WEP2 today, and another with WEP2 with one or more MICs.

Comment: Want to add replay protection to WEP2 requirements.

Comment: You may or may not get replay protection depending on how MIC is added

Comment: Comment 590 has a suggestion for WEP2 replay protection.

Comment: Want to comparison on replay, data integrity. Metrics should include which parts of problems each solves, and how much each costs. Then we can answer whether cost is prohibitive.

Chair: This should be in form of a paper.

Comment: We are trying to add message authentication and reply protection, and maybe RC4 weakness.

Comment: RC4 may not be fixable. If there is a flaw in the cipher itself, it can’t be fixed.

Comment: Fluhrere and Shamir only propose how to fix attack RC4 to defend against their attack. But when one weakness is found in a cipher, you don’t know what will happen next. What will happen in six months? Will there be more attacks.

Comment: This can be fixed by changing RC4, but it won’t be RC4 any more.

Comment: We want to keep RC4 as it is. We want to see whether we can do something that makes it not as bad as it is.

Comment: Would not even look at WEP2 the way it is defined. It is already completely broken.

Categories for comparison: performance, instruction count, memory, security characteristics.

Comment: Not including WEP2 in current design would not hurt situation.

Comment: If we decriminalized bank robbery, bank robbery would not be a crime. We need to determine what we need for a meaningful comparison. Instructions for algorithm, memory for instruction and operation, security capabilities that it offers.

Comment: If an easy change to WEP2 will give a MIC then OK. But don’t want to throw away WEP2, because we need it.

Comment: On the condition that it is noticeably less breakable. If we add WEP2 and it is not a significant improvement, then this will be a problem and publicity around this will hurt 802.11.

Comment: WEP2 is just a temporary patch until AES gets out. Problem goes away in 2 years when everyone ships new hardware.

Chair: consensus that if there is a WEP2, it has to be caveated, and you may have to take care with other points of design.

Question: do you need to change IV every packet?

Comment: Not always a smooth translation between engineering and marketing, and it will be hard to caveat WEP2 successfully.

Comment: If one marketing organization gets carried away, another will attempt to correct them.

Chair: We are at end of this. We need follow up.

Comment: We need proposals to analyze

Chair: Bio-break

5 AES Discussion

Chair: What do people want to talk about here? Any further discussion?

Comment: Want summary of issues.

Chair: MIC, overhead, IP issues. Phil Rogaway will attend July meeting to discuss OCB. We need convergence between 802.11 community and security community. He already has IP statement and we need to get this in line.

Comment: IBM will provide a statement (OCB is based on Jutla’s IAPM algorithm). Wild card is Gligor, and XCBC, but he will provide IP statement.

Comment: We need to get this in line, because IP is dominant issue raised aroud OCB mode.

Comment: People want to make plans to build silicon, so we need to get this done.

Comment: Can find out too late there are IP issues.

Comment: Issue not with AES per-se, but rather the mode.

Question: Are there still concerns about the newness of AES?

Comment: If 802.11 standardizes on OCB, 802.11 has most to lose, because no one else uses it yet.

Comment: OCB proposal has proof based on assumption that AES is a pseudo-random permutation.

Comment: Biggest concern is that proof says you achieve something, but not always clear whether it solves the problem we need solved. The formal work does not affect the use of the mode.

Comment: So far the proof looks good.

Comment: A block cipher is harder to mis-use than a stream cipher

Comment: Concern that we can’t get hardware support in time.

Comment: Newness and IP rights. It will be harder to know if patents apply against this.

Comment: What is right procedure to get Phil’s IP statement?

Chair: Need to check where to put this.

Comment: RSA made royalty schedule available prior to acceptance of RC4 in WEP. So we would want to see this before approving it.

Chair: Agreed.

Comment: We know there are people with patent claims, but there could be submarine patents.

Comment: AES itself is free. The modes is questionable, but the worst case is to use other free modes, such as counter mode for privacy and CBC-MAC for MIC. We have to have alternatives, because we need to evaluate the cost of implementation and royalties. If performance is not sufficient to justify royalty, then we might as well use an older algrothim.

Comment: This is new work.

Comment: Yes, but we have to be careful in case.

Comment: But now we are making a comparison part of the process.

Chair: Getting the necessary IP statements is the number 1 priority, and we need to know what we are doing if the IP statements are not satisfactory. The IP statements will probably drive the decisions.

Question: Are we entertaining alternatives to OCB? Have we called for proposals?

Comment: We have already done some of this analysis, presented in document 223.

Nancy Cam-Winget presents relevant slides from document 223.

Comment: Have you measured the 3G algorithm? Answer: No

Comment: SMAC also could be used. Question: Propose it in a submission? Is there an IP statement? Answer: Yes, we would give it.

Comment: Not every vendor uses hardware acceleration for RC4.

Comment: UMAC cost is about 3 cycles/byte

Comment: SMAC deals with the small packet problem better than UMAC.

Question: Exportability? Answer: You can obtain a license for 128-bit AES.

Comment: There are also the questions about differences between draft and the OCB document. Can we publish the OCB definition we will use? Answer: Yes; we should upgrade to the April 1 definition of AES.

Action: Jesse Walker to post URL to the April 1 version of OCB to the 802.11 reflector.

Comment: We passed a motion in Orlando to do this. Chair displays 34.2 from Orlando minutes to show we adopted this

Question: Do we have a liason appointed? Chair: Stuart does this. Comment: We want to submit a requirement to NIST on behalf of 802.

Comment: Nancy was going to prepare contribution of changes to OCB mode. Answer: Shorten MIC to 8 bytes. This gives 2–64 security. Also shorten sequence number to 64-bits. Comment: Want to discuss MAC size off-line. 64 bits may still be a problem. Comment: the proposal was to reduce overhead without unduly compromising security. Comment: the argument can go both ways. More bits can make compromise easier, or less bits can do.

Action: Nance, Jesse, Simon, Uri to work this off-line.

Comment: Do we have guidelines? Answer: People want minimum size possible.

Comment: Proposal to shorten IV was to put replay counter as IV. We also want to protect one or more address in this manner as well. Address 3 needs protection, but others have suggested address 4 as well. Comment: protection is per-link only, so protections applied on STA-to-AP different than AP-to-STA for same message. Comment wanted to know which traffic this applies to.

6 Authentication Discussion

Chair: There was a motion to remove Kerberos, but there was also a call for proposals for alternative authentication mechanisms. Two approaches: how to alter Kerberos to make it meets the needs, or to replace it with one or more new authentication mechanisms.

Comment: We should review requirements for mandatory methods and for other methods. We may want to change requirements. This is the most important first step.

Chair: Agreed. We need to discuss requirements of mandatory authentication type. Is it something that meets majority of people’s needs? Or does it have to do everything? What should requirements be? Should there be?

Comment: How to interoperate if you don’t have a mandatory to implement mechanisms

Comment: It would be desirable to do something compatible with 3GPP, for hand-off

Comment: Not relevant for hand-off. This only has something to do with keying.

Question: Where are we? Answer: The question is whether we have to do 3GPP mechanisms to do authentication. These are not addressed by our requirements.

Comment: They may adopt what we are doing.

Comment: They seem to be at a different stage, with APIs we can use today.

Chair: The discussion was we would not consider this.

Comment: 802.11 has been successful because we have not connected it to 3G. Coupling will kill it.

Comment: There are a lot of questions about network-to-network roaming.

Comment: SeaMOBY isn’t accomplishing anything. We don’t want to hook to 3G.

Comment: We have a structure where people can define new EAP types, GSM, for example. People keep asking how different networks will interoperate.

Comment: We don’t want to link 802.11 completion to 3GPP.

Comment: 3G is not happening yet.

Comment: There are lots of things we can be compatible with.

Comment: There are not lots of things we will be interested in being compatible. We want to be compatible with wireless technologies, though.

Comment: There are lots of other issues beside security when talking with these.

Comment: If you throw lots of hard problems together you get an insoluable problem. We don’t want that.

Comment: But what if some of the solutions exist.

Chair: Call for straw poll on 3GPP. Reasonable?

Comment: Make it other wireless technologies. Comments: We need a presentation to be educated on this issue. Comment: Need to be exposed to all. Comment: No one has a problem with the EAP approach, it is over the mandatory algorithm. We can assume it is handled by EAP.

Chair: We are done on 3GPP for this meeting. This takes us back to Kerberos. Issues around dictionary attack have been raised (Thomas Wu paper).

Question: Didn’t we want to review original requirements?

Chair: Yes

Jesse Walker read requirements document adopted in La Jolla.

Comment: There are a number of documents different from this with different document numbers.

Comment: The requirements needs to be revised.

Chair: We need to find out what the real requirements document is.

Comment: Bring in proposals for requirements in July.

Comment: Yes. We need to decide which parts of original requirements to keep and which to replace.

Chair: Agreed. TGi should have our own requirements document, not a TGe requirements. Update agenda to have a requirements discussion in July. Comment: But aren’t we going to discuss requirements in this meeting? Can’t we do this in this meeting?

Comment: Opening requirements will open a black hole. Chair: we won’t get closure if we don’t. Comment: but we won’t get people to agree. Comment: only need 75%. Comment: need to manage very carefully how TGe requirements have evolved into TGi requirements. People believe requirements are already established. Urge caution on how this is presented, and show continuity with requirements. Don’t want to seem to start from nothing.

Chair: We take TGe requirements as starting point. Discussion here as to whether Kerberos meets needs, so needed to review requirements. Talk about modifying? Add? Delete? Anyone can introduce motion to change direction at any time. But we will get more concensus if we know what we agree upon. We can’t discuss proposals without knowing what we’re trying to achieve. What do we want to do?

Comment: Take lunch break, and then spend hour discuss requirements as a starting point.

Chair: This means modifying agenda: this avoids the hard work of sorting out comments.

Comment: One of the motions may be to alter requirements. The issue is what level you want to address. The only issues that can be addressed today that fall outside one of the three major areas.

Comment: There will be a proposal on how to use Kerberos for IBSS?

Straw poll: continue on this discussion or go on to comment resolution: Close to 50-50, but majority is to move ahead.

Comment: But do we know what we are trying to accomplish? Answer: We are not as clueless as we look.

7 Comment Resolution

Chair: How do we get to draft 2? Can we get to draft 2 by end of next meeting, i.e., prior to September? We need 40 days prior to letter ballot before voting starts, and then 40 days to close. Don’t want a vote to end during a meeting. Hence we need to get started as soon as possible.

Question: How many comments are there? Answer: about 900 at r0 and 1100 at r1. So there are 200 we haven’t looked at yet.

Chair: In the meeting we were trying to draft motions. Wanted to know how it correlates with text. Between now and July meeting can prepare, use the conference calls to get ready. Most of the group leaders are here. Go through comments, make next revision of documents. We could display side by side.

Comment: Sounds like we need to word the actual motions, with comment embedded and draft resolution embedded. Otherwise emulate other groups and go through each comment individually.

Richard Paine volunteers to bring a second projector to July meeting, so we can display motion, comments side-by-side.

Chair: how to follow up on the work we’ve already done?

Comment: Chairs of respective groups should collect comments. Comment: but this didn’t work, because no one knew what was being addressed. Need way to easily communicate point of motion. Dual projector will certainly help. Comment: Most of comments in section 8.1 need solutions before we can get to motions. Chair: what are requirements for moving to second draft. Comment: Object, because it causes people to do duplicate work. Chair: we need a compromise. Maybe we don’t answer e.g., authentication type before draft 2. Comment: we need to be careful to do it right the first time. We need to take care of a significant number of base issues prior to going to rev 2. Chair: what would be holding us up? Comment: there are three or four issues that have to be fixed before sending section 8.1 out again. We should have another go at alternative authentication algorithms. Chair: This will be like today, where we will have discussion of larger issues and then discussion of comments itself.

Comment: Most comments are not controversial. Find a way to agree on these. Comment: creating text in motion is a good idea.

Chair: How do people want to proceed?

Comment: If we go through non-controversial motions, we can get rid of these. Start with Bob Beach’s.

Comment: Make ad hoc chairs publish what they intend to bring forward at least 4 days prior to meeting.

7.1 Discussion of Clause 5 Comments

Bob Beach lead discussion. Breakdown of comments by category.

Biggest concern was state diagram, that it was incomplete, had formatting errors, didn’t make sense, etc. There was also a formatting problem in text that went out. Action: Bob to formulate a motion to fix state diagram.

Replay protection. Action: Bob to formulate a motion to address this.

Authentication in IBSS. Action: Bob to make a submission on how to do this, and to create a motion to adopt this.

Kerberos applicability: Topic reserved for larger discussion.

AS/AP Trust issues: implicit trust relation in the model? Can APs trust ASs? Action: Bob to move to reject comment. This model is implicit in 802.1X.

Legacy compatibility: Bob believes this is already addressed. Action: To create motion to reject comment.

Question: Do we need to put text in draft explaining why we reject a comment? Answer: yes, or we will get same comment again.

What is ESN compliance: working model is you have to implement AES and mandatory authentication. There was disagreement here, since some vendors didn’t believe they should have to implement Kerberos. Could define categories of compliance. We need further discussion. Action: Bob to make a motion to define 3 levels of compliance.

Comment: It might make sense to define 2: consumer and everything else. Comment: Replay protection implies authenticated key agreement. Comment: It makes sense for levels to be inclusive. Comment: Keep it simple. It is hard enough to understand as it is. Danger is customers won’t understand differences between levels of security. Question: Is there any other way to have different capabilities and still be compliant? You can define minimal set and everything else is optional, or define different levels. Answer: there is different functionality for different levels. Other than authentication scheme, consensus has been all or nothing, and kill off partial solutions as non-compliant. Comment: There are three additions: (a) ability to negotiate, (b) do I have an encryption mechanism significantly better than WEP, and (c) do I support an authentication mechanism meeting the criterion, I should be considered compliant. Question: what does mandatory-to-implement mean if you don’t implement it? Answer: Mandatory-to-implement put in for interoperability, but not for security. Comment: Goal behind mandatory-to-implement is to give what customers can count on being there. Standards are to reduce vendor-added-value. Comment: Look at TLS. DSA is mandatory-to-implement, but everyone uses RSA.

Comment: Two issues: (a) should there be a mandatory-to-implement algorithm? (b) if so, which one or ones? Comment: no mandatory-to-implement option favors big vendor, who can force smaller vendors to implement their algorithms.

Comment: Every site has a (set) of algorithms they would use at their site.

Comment: But what do I have to use to claim ESN? Current position is have to implement mandatory-to-implement algorithm, even if customers don’t use it. Saying: if you don’t implement this one, then not an ESN, even if you have another one that is just as good. Answer: Yes, this is the only thing customers can use to force interoperability. Comment: So ESN is also equivalent with interoperability. Comment: Yes, what’s the point of standard otherwise? If standard doesn’t assure it, then it is not useful. ESN compliance is minimum needed for compliance. If you have a better one as well, fine. But at least your equipment will interoperate with other equipment. Since there seems to be agreement for an authentication scheme, there should be a way to negotiate. If something better comes up, standard can be amended.

Comment: EAP allows endless creativity by vendors with standard way of selecting authentication algorithms.

Comment: Requirement for mandatory, it should be simplest and least processing and memory. Comment: standard ones should not be very good, so vendors can define better ones.

Question: Did we resolve what we are going to do with requirements? Answer: They are TGe requirements, but they still need some clarification to be useful as TGi requirements.

Action: Bob Beach to craft a motion for July meeting.

Security impact on IP voice on roaming: Action: Bob Beach to craft a motion for July meeting.

Mixed encrypted/non-encrypted streams: Response: not allowed. Action: Bob Beach to craft a motion.

Dissociation timeouts: How long to wait for authentication sequence to complete? Question: Isn’t this already in .1X? Answer: No, associate first and then authenticate. Comment: Why was this flipped? Original sequence seems to make more sense? Why clog the air with traffic? Answer: need to be able to send 802.1X packets. It runs on top of 802.11 MAC in order to send 802.1X packets. Comment: The model arose out of Ethernet. Need a channel in place to send these packets. Comment: It doesn’t matter from AP standpoint; it will discard actual data until authentication completes. There is no longer any authentication at MAC. Action: Bob Beach to craft motion to add a MIB variable.

Deauthentication Frame Usage: Bob Beach to craft motions.

End of list.

Question: 20 milliseconds for roaming, is this shared or dedicated to authentication? Answer: shared, but association typically very fast.

Impression: There does not seem to be general consensus on many of these.

Chair: Text of motions are not yet there, so this has to be done. Another thing is Jesse is keeping minutes, and cannot insert text into minutes in real time. Question: Does every motion need a document number? Answer: No.

Question: How to form a motion? Answer: “Move that following text be added/removed/replace in reference to comment(s) XXX”.

Action: Dorothy to find someone to form motions for Leo’s ad hoc groups.

Action: Jesse to Contact Mitch to see if he will formulate motions on clauses 8.2 – 8.2.2

7.2 Discussion on Clause 8.1

Dorothy Stanley leads discussion.

Applicability for Home Solution: No closure until we decide about mandatory to implement. Comment: whether one mandatory-to-implement algorithm will work in all environments remains to be seen. Comment: How we move from passwords to keys is probably the more important discussion. Will object if an algorithm mainly uses a password for entity authentication. Comment: We need proposals in order to answer questions like this. Comment: Paper showing how to use Kerberos in home was presented in Monterey. It is just plain wrong to say the current draft doesn’t address this case. Comment: We need something strong for home and SoHo.

IBSS (Comment 321): Bob Beach plans to give a presentation showing how to use Kerberos in this environment and make motion on this. Comment: 802.1X doesn’t work well here. Comment: we will have to change IBSS to make this work, because have to negotiate key; can’t just start talking as in current model and also have security. Question: why can’t people just agree on a key and then start talking? Answer: replay protection and hence data authenticity fails. Comment: Usability issues, too. People won’t type keys. Question: Can we define a reasonable algorithm to generate a key from a string? Comment: The comment was to show how we can use Kerberos in this environment. Comment: We could use a PGP-style key signing algorithm for certificates instead of a PKI approach. You don’t need security to transfer certificates; only need some out-of-band check that the certificate you received is valid before you use it. Comment: Biggest issue is how to make 802.1X work in IBSS. 

Station-to-station traffic: Comment: This is hard. We don’t have anything to rely on but the broadcast/multicast key. Anything else requires direct station-to-station negotiation of a key. Comment: some BSS’s will want to disable this, because the APs can no longer enforce policy. Need to do work to figure out if any thing can be done. Comment: we need to check on this. It seems the feature is still in TGe.

Comment 327: Dorothy Stanley to formulate motion to clarify ESN AP may also communicate with non-ESN stations.

Comment 330: Multiple ciphers and multicast support: possible AP to need to support more than one multicast algorithm? Comment: if you want to sell more APs then doing it in AP makes more sense to support multiple keys in the AP than in client, in order to support migration. Comment: If there is a WEP-X, could do this in client. Comment: We need someone to propose a solution.

Comment 336: Add requirement to use one of the authentication selectors. Duplicate of section 7? Action: Dorothy to make motion to reclassify as editorial, including recommended change.

Comment 337: Kerberos shouldn’t be mandatory. To be discussed.

Comment 342: How do you defend against denial of service attacks for association? Reassociation? Disassociation? Action: Dorothy to see if we have enough information to protect. Comment: Protection of these requires MIC.

Comment 356: Split descriptive and normative text. Action: Dorothy to clean this up and make a motion.

Comment 360: Include mechanism for fast option. See presentation 252. Comment: Only one that works is IAPP. Comment: How do they address n2 key problem? Need more discussion.

7.3 Discussion of 8.2.2 and8.2.3.3

Nancy Cam-Winget leads discussion. Mostly IP issues and comments related to old OCB algorithm.

Chair: are their other motions to make? Answer: Yes: will make these. Also need to coordinate with Bob on ESN definition. 

Comment: What about WEP key id bits? Comment: Editor doesn’t care; group needs to decide. Comment: The pseudo-code describes how to extract this. 

7.4 Discussion 8.2.3.3.1-8.5

Jesse led discussion: this can be cleaned up by replacing octobler OCB definition with April. This work already covered by motion already accepted.

7.5 Discussion of Clause 11

Alan Chickinsky explained what portions require rewrite.

8 Conference Call Game Plan

June 25. Alan to set one up. What time? TGi 8 AM PDT. 1 hour. This is a status meeting, to find out how motion definitions is going.

Richard Paine to set up NetMeeting site.

9 How to use of remaining time

Comment: Discuss Requirements.

Recess for Bio-break.

10 Adjorn

After return from bio-break.
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