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Abstract

This contribution contains text for insertion into 802.11eD0, page 26 as per presentation IEEE802.11-01/306a.

TEXT:

Page
Line
Changes proposed to add option for specific EAP advertising in Authentication Suite Selector

26
20-23
Modify figure as shown:



26
26-29
Modify text and Figure 3 as follows:

“Each item in the Authentication Suite List consists of a field, comprised of a 3-octet OUI, followed by a 1 octet “suite specifier” field followed by 0 to 4 octets as required by the suite selector and specified in Table 1.  Note that the OUI field is transmitted most significant byte first.”



26
31
Table 1 is split into three tables indicating OUI values, Suite Specifier values and Suite parameter for 802.1X case. Shown below:







































Table 1a Value of OUI in Authentication Suite Selectors


OUI�
Meaning�
�
00:00:00�
Suites as defined in Table 1b�
�
Other�
Vendor specific�
�
Table 1b Values of Suite Specifier for OUI of 00:00:00


Value�
Meaning�
Octets in�Suite Parameter�
�
0�
Open Authentication – default in a non-ESN�
0�
�
1�
Shared Key Authentication�
0�
�
2�
Kerberos over 802.1X�
0�
�
3�
Unspecified authentication over 802.1X (802.1X to select authentication algorithm) – Enhanced Security Default�
0�
�
4�
802.1X using EAP�
2�
�
5 – 255�
Reserved�
0�
�
Table 1c Suite Parameter for Suite Specifier of 2 (802.1X using EAP)


Value�
Meaning�
�
1 – 65535�
Value of EAP authentication protocol number as enumerated by IETF for each EAP method defined�
�






OUI�(3 Octets)�
Suite Specifier�(1 Octet)�
Suite Parameter�(0 – 4 Octets)�
�






Element ID�(TBD)�
Length�
Authentication Suite List�
�
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