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1 Tuesday AM

1.1 Appointment of Secretary

Jesse Walker volunteers to take minutes.

1.2 Motion to accept minutes from January

Moved: Butch Anton, Seconded: Bob O’Hara. No discussion. Minutes approved without objection.

1.3 Goals:

Review comments from 2001-102

Consider submission to fill holes

Adopt resulting merged text as official 1st draft recommended practice

1.4 Schedule Review

1st internal .11 ballot in March

Schedule fork issue – May 2001: hold for .11e or start external ballot?

1.5 Agenda

Status

Old Business – review existing work

New Business – merge text into the document

Draft for letter ballot has to be done at end of session on Wednesday by 10.

Motion to Adopt agenda: Jon Roshdahl, Second: Gary Spiess. No discussion. Motion adopted: 7-0-0.

1.6 Call for 11f Papers

doc: IEEE 802.11/01-102-r1

No other papers submitted

1.7 Discussion of 01-102-r1

Bob O’Hara led a discussion of the paper. Revision of the document produced at the January meeting. Cover just the changes:

1. Runs over UDP, not directly over IP.

2. Alternative Figure 1. This differs slightly from prior diagram. Current document still has both. Discussion

a. ESS Manager is not part of document

b. Bridging not necessarily used. Original document included 802.2. Need to relabel block as “internal 802 routing”. We don’t have to specify this routing function.

c. Diagram is half stack diagram and half block diagram, not one or the other.

d. How many IP addresses are there? If one, there is one stack; if two, at least two stacks.

e. General rule of thumb: 1 IP address per box.

f. Something has to decide which medium to put a packet on.

g. IP keeps track of its interfaces, and can output packet on correct interface.

h. Changed “802.1” to “DS Services”.

i. The APME/SME box needs to be beside DSM as well as 802.11 box. Suppose you change “802.11” to “Wireless Medium”. Does this save ourselves trouble later?

j. This picture is trying to shoe-horn integration service into this diagram. This is a mixture of concerns. The diagram should concern itself only with the IAPP functions.

k. Not comfortable with the diagram.

l. DMS is not correct, either. The DSM is really the interconnect lines between the ESS Manager and the AP. “DSM” changed to “DSM interface.

m. Still need to clean up ESS manager to become registration service. It may not even belong in this diagram. Split it into two figures.

3. New references to Service Location Protocol. This is now specified as the means for finding Registration service.

4. List of abbreviations that need to be filled out.

5. Definition of IAPP-INITIATE.request added. Provides a mapping of registration service’s MAC address (BSSID), the ESS (SSID) the AP is registering with, and its DSM IP address.

a. Q: How does an AP select among more than one Registration protocol, if there is more than one? A: We will discuss that later.

b. This primitive is inside an AP.

c. Jesse volunteers to do a security analysis of protocol, so we can decide if and how it may be secured. Jesse does not believe IPsec is an appropriate medium to secure this, as IPsec presupposes a large amount of configured policy, and the IAPP exists to bootstrap policy. He believes this primitive should support an optional authorization token that can be used to show that the registration is authorized.

d. The IAPP needs to be media independent (this is why UDP/IP is the transport). Being media aware causes problems.

e. Q: Provision for proprietary parameters in this request? A: No. Vendors can create their own interfaces for that function.

f. Q: Is URL flexible enough to specify the protocol? User name/password? Etc? A: Want to limit flexibility to service:service-name. Use DNS to resolve service name.

6. Definition of IAPP-INITIATE.confirm added. Indicates the status of the request.

a. Q: How does first AP join ESS? A: The registration service has to be deployed first. It is the first ESS element.

7. Definition of IAPP-INITIATE.indication added. Don’t know how it gets used. Leaning toward eliminating this.

a. Talked about IAPP maintaining its registration status with registration service. If some “heartbeat” did not arrive, an AP would be taken out of the ESS.

b. Note we have a question about this, defer decision

8. Definition of IAPP-TERMINATE.request added, to deregister.

9. Definition of IAPP-TERMINATE.confirm added, to confirm deregistration

10. Definition of IAPP-ADD.request added. Used by an AP to announce that it has associated with a STA. This updates the bridging in the network. Parameters include STA’s MAC address and sequence number.

a. More than one AP may think it is associated with a STA, since the Associate Response from one may get lost, and the STA may associate with another AP.

b. Relying on sequence number will get tricky.

c. MLME provide a “path identifier”

11. IAPP-ADD.confirm added. An automatic response to a confirm. There is no handshake, so it always succeeds.

12. IAPP-ADD.indication added, to tell other APs that another AP has associated with the STA.

a. It may be needed for the algorithm to operate correctly.

13. IASP-REMOVE.request, to report a Disassociate from a STA.

14. IAPP-REMOVE.confirm added.

15. IAPP-REMOVE.indication NOT added, so other APs can learn that a STA has disassociated.

a. It might be needed for the algorithm to operate efficiently

16. IAPP-MOVE.request, to report a STA has reassociated. Reports MAC, address, Sequence Number, old AP MAC (i.e., its BSSID).

17. IAPP-MOVE.confirm, to tell when the MOVE request completes.

Recess until 3:30; meet in Ball Room C.

2 Afternoon session

(Minutes recorded by Jon Rosdahl in Jesse Walker’s absence at TGe S)

2.1 Call to order

3:30pm Called to order:

2.2 Discussion of 01-102-r1(continued from AM session)

1. 4.13.2 Need to determine the format of the Context_Blob

2. 4.13.3 Mr. Spiess’ Comment needs to be considered, and we need to determine what is really needed there.  

a. Do we need to fully describe the context Blob?

b. Does the Blob need to be Phy specific or MAC version specific?

c. Concern over having to be overly specific, and make this field become tied to a specific "n-Squared Lock Step problem.”

d. His comment was removed from the normative text, but the issue is open to letter ballot resolution.

3. 4.13.4 There may or may not be a context_blob from the old AP

4. 4.14 Move.Indication 

5. 4.15 Move.response. Identified Flow of information for both functions.

6. 4.16 IAPP-Config-READ.request

a. Need to identify the semantics still.  It may be that this is a hang over and needs to be removed.  No comments were made pro or con.

7. 4.18 IAPP-INQUIRY.request

a. This may also be a hang-over.  We need to determine what the real need of this is.

b. No comment pro or con was made.

c. Discussion of the fact that we have no official DRAFT text.  DOC is 102r1 is the current submission that we are discussing.  We can remove the items that were deemed unnecessary as a simple means of creating a rev 2 for submitting to the working group .

d. Jon asked that IAPP Config-READ and IAPP-INQUIRY and associated indication, confirm, and request may be removed until their need is identified.

e. Discussion of why it was there, and it was stated that they were added by someone, and that the person that added it may not be here to defend their inclusion.

f. A restatement of the motion had no comment,

g. A discussion of how to remove the text followed.

h. Only the IAPP-INQUIRY was removed, and the IAPP-Config-READ were left in.

8. Section 5:

a. Discussion of how section 5 intro came to be, and the ideas of the use of SLP and the registration service.

b. Discussion of some sections that may cause more questions than answers.

c. The Deletion of all the paragraphs was deemed not necessary, but rather that the information  in these  paragraphs may need to be re-worded to discribe  how the ESS is put together.   (NAT rfc 1631)

d. Re-order the paragraphs to align with the flow of ideas.

e. Removed the redundant  line items, and some comments they are listed below to ensure we allow further comment if needed:

“

When an AP initially comes up, it makes a request for the “IAPP Service”.

Then the AP uses the “IAPP Service” to register with the ESS

The AP registers with the ESS the specified configuration parameters.

If the AP fails to locate the “IAPP Service”, then the AP 

(Possible Comment/Change To Locate the Registration Service, Check into using CORBA. (Jens-Peter, NEC))

ESS vs. DNS domain boundaries:  the ESS domain must be a subset of a DNS domain.                   
    (Check to see if we care).

“””

f. Discussion of whether the ESS vs DNS boundaries can place a restriction of the other.

g. Can a service cover a number of DNS domain boundaries?  The discussion was that some said that it can, but others disagreed.

h. A Letter ballot commenter request was added to the text to answer the last question indicated in the deleted text above: 

i. Letter Ballot commenters are requested to comment on the interaction between the ESS and DNS Boundaries.  I.e. does an ESS have to be completely contained inside a single DNS boundary?

9. 5.1.1

a. Changes to the original text included proper editing for word usage to imply a recommend practice rather than a good reading paragraph.

b. A discussion for what the correct name may be was suggested as service:ess-registrar.1.0.en:register:

c. explanation of how the SLP and the registration URL may be used was given.

d. Details of the actual usage was omitted on purpose, but the text that is there is sufficient for a starting point.

e. Concern for a group that may not wish to have the AP start the registration if there is not an infrastructure in place or if registration is not there and we are requiring to have the AP register the Service.

f. IN the simple case, a set of APs that cannot reach a DNS service will not be able to provide IAPP service of move, but would be able to provide the IAPP add service, and this would cause the broadcast packet to be sent to update any bridge or router in the system.

g. AS the STA moves from AP to AP, the  broadcast packets on the LAN will indicate where the STA is to keep the routing of data for the STA to the correct location 

h. The Protocol is not pro-active to look more than once for the registration service.  An external entity may wish to fix this up by restarting the IAPP, but the Protocol is not necessarily the place to be.

i. Products may be able to correct the problem, but for now, the Protocol will not be.

j. Question of how much is really required to add this functionality: A: we don’t want to tackle that specific issue on the fly, but during Letter ballot the specifics will assuredly come out.

k. What is the difference between an ESS and Subnet in the Ethernet? The ESS is much less rigidly defined, but a Subnet lives off one port of a switch.

l. Explanation of why the Registration service info was moved to 5.1.3, and updated.

m. Changing  information in the AP may cause problems in the WLAN due to the dis-associate commands that would have to be generated as the paragraph is written.

n. The discussion lead to suggest that there should be a different way to facilitate the change of information in the AP that is being told to the ESS.  It was decided to leave as a minimalistic and allow letter ballot comments to expand.

o. A section of how to Deregister from the Registration Service was added. 5.1.3

10. The Change info section includes the URL for the change, and more text will need to be added to this section is the future.

11. 4.4.4 was expanded to be consistent with the other primitives. And mirrors the Initiate.

12. 5.1.4 Registration Service

a. This section is currently vague and doesn’t say what Registration Service to use.

b. Concern that even though it is similar to what the 802.11 said about the DS we could

c. Find ourselves coming back to revisit this in the future.

d. We may get some comments, but this is probably a good place to start with text.

e. Discussion of how the Registration Service is used and how long it keeps entries.

2.3 Recess and will start at 5.2 Authentication  when we re-adjourn.

3 Evening session

3.1 Discussion of 01-102-r1(continued from AM session)

Bob O’Hara continued to lead the discussion of the document

1. Support of 802.11 authentication and pre-authentication was blank in Monterey. The new text says that if something is transported, it may be transported in the Context Blob. Not evident this is useful, unless enhanced security implements an authentication algorithm that does not provide the client with an authorization token.

a. No one seems to have implemented pre-authentication today.

b. And the .11 authentication messages disappear, so why do anything?

c. Dave would like to state we will not do anything for this because 802.11 security is removing the use of the 802.11 authentication and pre-authentication.

d. Text amended to “There are not requirements from the existing authentication mechanisms of IEEE 802.11-1999 or from the work of 802.11 Task Group e Security Subgroup that require the communication of authentication information between Aps. Thus, the IAPP makes no provision to carry such authentication information.”

2. No changes to “5.3 Secure IAPP”. IAPP protection needs to be no stronger with the router message protection.

a. Authentication needed for registration service. Can we use 802.1X to authenticate the device to the network at attachment time?

b. Clean up terminology to refer to 802.11 Task Group e, since that is what it is called in Clause 5.2.

3. 5.4. AP Specific MIB: Text says to delete this.

a. Preference to use same language as in other sections: if letter ballot comment can provide suitable MIB definitions for this section, then MIB attributes may be added

4. “5.5 Single Station Association”. Considerable text added, to add text describing how the IPAA helps enforce a single association by a STA.

a. Stations are tied 1-1 with MAC addresses. So a single device can have multiple stations.

b. Discussion of last paragraph, to explain what it is trying to specify. It says what to say at layer 2 but not 3. Needs to say subnet broadcast.

c. Needs some work, since source and dest address can’t be same.

d. Needs text for when the lookup on the first registration fails.

5. Clause 6 is packet formats

6. Changed names of packet types to correspond more closely with the primitives. Can delete packet types that don’t correspond to primitives. Remove INQUIRY-request and INQUIRY-response from Table 1.

7. “6.2. ADD-notify” packet

a. The station may need to send this message, because the AP won’t know the IP address of the STA.

b. Have the STA send an XID frame? Text updated to specify this.

c. Figure 2 is updated to show an XID frame.

d. And we don’t need an ADD-notify packet type any longer, because 802.2 now provides this function.

e. This is used for loopback. Not clear it is a good idea. Resolution will be deferred.

f. New hack: use subnet broadcast from address 0.0.0.0, which is legal?

8. MOVE-notify and MOVE-response: directed communication between entities known to be on the network.

a. Packet consists of address length, pad, MAC address, sequence number from the (Re)associate request

b. MOVE-notify from new AP to old AP

c. MOVE-response goes in other direction

3.2 Recess until Wednesday AM

(Minutes recorded by Jon Rosdahl in Jesse Walker’s absence at the TGg vote)

3.3 Called to order

3.4 Review agenda

Plan to finish this morning, and submit Thursday

3.5 Discussion of document  01-102-r1 (continued from Tuesday)

1. Clause 6.3  Move-notify Discussion

a. Question: why call it Move-notify instead of Move-Request?

b. Answer: We had chosen notify because the “request” was used for the primitive, and the notify was used for the packet to help prevent an ambiguity.

c. Resolution: leave it till letter ballot if it should change.

2. Clause 6.4 Move- response

a. This is the response to Move-notify packet

b. The old AP does not care if it receives or not for the most part.  It will continue as it should whether it gets the ack or not.  The main point of this packet is to  carry the context Blob.

3.6 Motion: Moved to adopt document 2001/102r2 as the initial draft of 802.11f

Moved: Jesse Walker

Second: Jon Rosdahl

Discusion: Postpone vote since the revised document has not been on the server for 4 meeting hours. We want the vote to stand so we can report progress at the WG Plenary.

3.7 Motion: Moved to postpone to Thursday at 8:00 AM

Moved: Bob O’Hara

Second: Jesse Walker

8-0-1

4 Thursday

4.1 Call to Order

4.2 Vote on motion deferred from Wednesday

Vote: 9-0-2, motion passes.

4.3 Motion: to conduct a working group letter ballot to forward the 802.11f draft to sponsor ballot

Moved: Bob O’Hara

Second: Gary Spiess

No discussion

Vote: 12-0-1, motion passes

Remark: be prepared to work, because there could be two letter ballots

4.4 Call for new business

No new business

4.5 Move to Adjourn

Moved: Gary Spies

Second: Sri Kandala

No Discussion

Vote: 8-0-0, Motion passes

4.6 Adjourn
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