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1 Monday PM

Minutes taken by Dave H., 03/12/2001, 6:30

1.1 Agenda approved

· Discussion of splitting the PAR

· Pros

· - Timeline

· Cons

· - QoS not enforced to oversee

1.2 Motion Moved by Bob Beach

· TGe security subgroup formally request that the TGe PAR be separated into security and the remainder of TGe.

· Second by Albert Yong

1.2.1 Discussion

· - Jon

· - - Timing is important. If fails then will be more difficult later.

· - Carlos

· - - Time to ask is when we are ready

· - Garry

· - - Splitting will allow meetings to be held at different times.

· - Bob

· - - Evidence of schedules will be seen with approval of text

· - - As soon as task is split the work can be done parallel

· - - As soon as work is split, the joint TGe meeting will be more productive

· - Dave

· - - Current text is at a state that could be taken to letter ballot

· - - Splitting the group will make for more efficient planning

· Merwin

· - - Q: Is motion independent of “Are we ready with text?” A: Yes

· Vote on motion 10 – 0 – 0, motion passes

· Motion by Dave H.

· - Recess until tomorrow at 10:30 AM.

· - Seconded by Bob Beach

· - Vote 10 – 0 – 0

2 Tuesday AM

New PAR 166, 167, 168 in Monday directory

2.1 Review of new PAR

The intent is to split the existing TGe PAR. These are just red-lines of existing PAR. There are three documents instead of two, as one represents a cover letter.

2.2 Papers

2.2.1 Carlos Rios – Optional MAX Level Security for Home WLANs, 01/165

· Summary: good solution for enterprise, but not very good for home, because have to manually generate and distribute WEP keys.

· Proposal: keep everything at MAC layer in the home, to provide mutual authentication, session key, support for WEP2, add on top of existing WEP.

· Based on 00/200 “Plug and Play security”. use as a new authentication scheme

· Details: Stations have factory assigned public/private key pairs, stations learn each other’s MAC address and public key. This is used to authenticate the Diffie-Hellman exchange.

· Not proposed as an alternative for enterprise, but only for the home.

Question about rekey: what to do if key is compromised? A: change keys using Diffie-Hellman.

Q: Use EAP? Answer: No don’t need additional server. Q: But EAP doesn’t assume an additional server. And it can be used for multiple authentication.

Q: How does equipment “learn”; How does it knows it is talking to the “right” peer? A: Not addressing this. There is an external registration event. A: There has to be a way to deregister a device, too.

Q: Are the Diffie-Hellmans signed? A: Unknown. It seems to be subject to man-in-the-middle attack.

Comment: Desire to re-cast this in the existing terminology.

Comment: Seems this has some strengths and some known weaknesses. The weaknesses become discovered and the press gives us a bad name.

Comment: Want a secure mechanism for using a public key. The basic idea is good, but need the implementation needs some work.

Comment: This is only for device authentication, not user authentication. The idea is user invisibility; anyone can use the device.

Comment: Guard against pointless security.

2.2.2 Bob Beach – TGe Security @home

Not a proposal, rather an investigation of how to apply baseline to small environments

· Show how a product would use TGe baseline in the home or SOHO; requires no new protocols (except on exception)

· Environment: 1-2 APs, 1-4 STAs, little or no expertise, some STAs taken into enterprise, no dedicated service; other systems may be in range.

· Problems to Solve: ESS definition, discovery, KDC location, KDC configuration, KDC discovery, username/password defs, multiple APs

· ESS definition: by default AP use MAC address as ESS, send beacons with ESN bit set by default, channel selected at random

· ESS discovery: collect ESS by listening to beacons, save in stable storage, may collect many ESSes which aren’t used

· KDC location: each AP has a mini-KDC as well as IAKerb; 32-64K enough, a few KD for tickets, a few K for username password storage.

· KDC configuration: realm = ESS = MAC address by default; contains one pre-defined user by default, password unique for each access point with stick on label

· KDC discovery: use TGe defined means of probes/responses

· User/password definition: need another new protocol. Basic approach is to use the 1st session key of new user for future access; NIC comes with an app to collect list of local ESS’s; prompts for user name and AP unique string; application associates ESS and uses the password to get the right ESS. Assumption: typical user knows how to get onto Internet, so can define username password. If rejected by AP, mark its ESS as uninteresting. If rejected by all APs then complain to user. Otherwise accepted by some AP and are in; save initial session key as a password. This can be repeated with other ESSs

· Multiple APs: Assume all APs controlled by same user, on same subnet, etc. Options: let each AP be a separate realm. Inconvenient, and requires STA to roam between ESSes. The other is make one AP the KDC and the others use it; require a new AP-AP protocol. User selects one AP as the master, and its string gets used as the registration string. One AP informs the other it is the KDC; other APs use MAC level packets to authenticate users.

Comment: unless more UI, can’t join network later that becomes interesting. Response: You can always keep trying.

Question: Where does mini-KDC code come from? A: Wrote his own, using MIT code as a model.

Question: There is a vulnerability with the use of the string.

Question: Can you configure 2nd to use 1st to register users, so user doesn’t have to register twice. A: yes. A: Can you transfer KDC databases between APs? A: Yes.

Comment: String used to identify KDC and confidentiality. This is an abuse of the same string. Second, needs to be some way to introduce state into process, so registration is a separate thing from subsequent log-in.

Recess for Lunch

3 Tuesday Afternoon

3.1 Startup

Dave explains the process for the next two days:

· Need comments by today, so jesse can get them folded into 01/018-r4 and this document onto the server by noon on Wednesday.

· Need motions prepared for tomorrow: splitting PAR, bringing doc 01/018-r4 to letter ballot

3.2 Papers (Continued)

3.2.1 Status of TGe Security Enhancements Document

· Question about race condition. A: We do not specify he filtering of unencrypted packets, so this needs to be done.

· Q: Any replay protection in WEP2? A: Currently, no. A proposal is welcome. We are addressing the small IV space, it would be good to address replay protection also.

· Q: How can we make plans to address this? A: Make a proposal.

· - - Bob

· Question about race condition. A: The race condition is AP allows traffic, but key is not delivered yet. Also, it needs to be defined better how filtering gets done. Also, it should be specified that 802.1x runs in the clear.

· Comment .1x has a mechanism to deliver a key, once one key is established. This can be described for 8.1.3.2

· Comment: Comments about setkey may be sufficient

3.3 Discussion of 01/018-r3

8.2.3.3.2: 11270, not 10127 Also clear up “On each use of OCB mode” to indicate a new IV is chosen for each frame. Insert “to A” in front of  “…the bit 1” in the last sentence of this clause.

8.2.3.3.3: 1st sentence below the figure “…, then encrypting…” should be “…, then decrypting…”. Also later, “…un-pre-whitening the encrypted…” should say “decrypted”

8.2.3.5.2: People don’t want to store a per-association IV. Either provide a different algorithm or give implementations more latitude to choose IV.

Default Modes: don’t have to include ENS elements. This creates interoperability problem. Doesn’t understand how punting this to ULA this helps. Also seems to be duplicating functions already in MAC. Not clear there was consensus for this change.

· Need this type of functionality if you are not using Kerberos. Otherwise, the fields have to be NULL. There is always the case where the AP cannot tell the STA what to do, because it won’t know; only the authentication server will.

· We’ve gone to the trouble of defining a way to negotiate authenticate, and now we are not using it. Want model to know which to use when it approaches a client. Even the response for explicit information is the AP doesn’t have to tell anything.

Long discussion about how 802.1X works.

Straw Poll: How many people are happy with R3 language? Happy: 10 Unhappy: 2? Abstain: 3.

7.3.2.20: The wording is funny. The messages are fodder consumed by key derivation.

Making the information elements one opaque block? Wasn’t this discussed in Seattle? 

Generalize the Realm and Principal name elements? A: I thought I did. Please help with substitute text. Comment: None of the non-Kerberos schemes require these elements. “It maps to specific names in other authentication mechanisms…”

List of authentication suite selectors: Can you use Kerberos with option 3? Answer: yes. Clean this up.

7.3.2.18: No Unicast cipher suite if no ESN asserted.

Same Clause: no way for Upper Layer Authentication to negotiate cipher (a la TSL/IKE/SSL/etc). Answer: Right. Let’s save this for balloting process; differs too much from adopted baseline. It’s a good idea. Editor supports it. Don’t do it now; we have to add new service primitives in Clause 10.

8.2.2.1: Don’t talk about WEP2’s data integrity problems. Just say that it is not recommended. Comment: NO consensus to make this change. Editor to prepare better wording. “Rudimentary” “basic” ….

Delete sentence “…Basic WEP promises but does not provide.”

8.1.3.2 (a) change “must” to “shall”. Change this section to talk about a conformance statement. Objection to “must be as fast as possible” Run wording past John. “Must support fast roaming”. Comment: Why should all algorithms have to support fast roaming? Response: Fair, but it is difficult to see how you can get any security without (a) and (b). Will reword this section to say conformant authentication algorithms have to implement (a) and (b), but (c) is desirable.

3.4 Paper by Ron Brockmann – IV Selection & Replay Attacks in WEP2

Problem: active attacks against WEP2. Easy to change specific bits in replayed packet.

Can detect this only if IVs get recycled.

Sequence: IV is an initial value + sequence number. Peer selects the initial value number. Then increment sequence number.

Question: How to prevent initial value from being recycled? A: Peer selects it.

Only makes the attacker’s life a bit harder; doesn’t offer total protection.

Concern: This requires the implementation saves state. This might be difficult to support in existing hardware.

Need a way for the peer to specify the IV.

Ron will submit proposal for text changes when they are available.

3.5 Other discussion

Call for Straw Poll: Does the MAX level security scheme Carlos fall within spirit of Baseline 00/419? 

Discussion on straw poll:

· Not enough detail to know if it does

· If it is done in the ULAP it falls within 419; if it is a MAC level authentication scheme, then it doesn’t

· Motion (clause 8 from Monterey minutes) says we can’t consider MAC level authentication as part of baseline; this must wait for ballot. This motion passed 3-1-3.

No straw poll.

3.6 Todo

Need Jesse to rev doc.

Recess until 10:30 Wednesday

4 Wednesday AM

4.1 Meeting called to order

4.2 Review of schedule

Dave Halasz reviewed the plan of record:

· We voted to split the PAR in doc 01/166-168

· We will review 01/18-r4

· We will need a motion to take 01/18-r4 to letter ballot

· We will need a motion to progress docs 01/166-168

Discussion: we have to take motions up in TGe; can’t go directly to WG.

Interaction of QoS and Security. We’ve done our best to address this in Security and need to make QoS aware of this.

Have discussion with Michael Fisher on how to take Security to letter ballot prior to QoS

4.3 Review of 01/18-r4

4.4 Discussion of Motions

Chair suggests a recess until 10:30 to consider motions to forward 01/18-r4 as draft 0 for letter ballot

Suggestion to make a motion to accept this motion, and then move to postpone the vote until tomorrow. This allows TGe S to be able to show progress during the TGe plenary

4.5 Recess until 4 today

5 Wednesday PM

5.1 Call to order

5.2 Review of work

· Approve draft text for letter ballot

· Approve PAR documents

5.3 Motion: Move to forward document 01/18-r4 to letter ballot

Moved: Bob Beach

Second: Tim Moore

Discussion:

· Point of order: Move to TGe or to letter ballot

· Answer: leave it vague

Vote: 6-0-0, Motion passes

5.4 Motion: Move document 166, 167, 168 to Standards Board for approval

Moved: Don Berry

Second: Kevin Barry

Discussion:

· Does PAR cover topic of crypto regulatory?

· Answer: No. Question need to modify the PAR. It would be easier to neither expand or contract the PAR.

· If we put this in a PAR, opening up a can of worms; it is a bit parochial as well, because this is really about discussions with the U.S. Government.

· We should have a best effort attempt to address this even if we don’t address the PAR.

Vote: 5-0-0, motion passes

5.5 Motion: Move to request Subgroup to request the U.S. Department Bureau of Export Administration to Review the Security Draft 01/18-r4

Moved: Jesse Walker

Second: Kevin Barry

Discussion:

Vote: 5-0-1 motion passes

5.6 Other Discussion

Alan Chickinsky is writing a paper on attacks “Security Degrees” (no document number yet). He requested reviewers.

Do we need an ad hoc to discuss open issues?

5.7 Recess until 10:30 Thursday

6 Thursday AM

6.1 Call to order

6.2 Review of Status

Bringing four motions to TGe at 1 PM:

1. TGe Security subgroup formally requests that the TGe PAR be separated into security and the remainder of TGe (procedural)

2. Move document 01/166, 01/167, 01/168 to Standards Board for approval (procedural)

3. Move to adopt document 01/018r4 as the TGe Security draft (technical)

4. Move to conduct a WG letter ballot to forward document 01/018r4 to Sponsor Ballot (Procedural)

Discussion: We have not adopted 01/018r4 as the draft of the TGe Security Subgroup, so need to do this.

6.3 Motion: Move that document 01/018r4 be adopted as the TGe Security draft

Moved: Bob O’Hara

Second: Don Berry

Discussion: None

Vote: 7-0-0, motion passes

6.4 Assigning Responsibility for Getting U.S. Export Regulatory Review of the Security Draft 

Call for volunteers. Jesse Walker and Dave Halasz volunteer. At next meeting will give a report on the status.

6.5 Other new business

Question: Has there been any contact with WECA about the draft and WEP2?

Answer: No.

Tim Moore and Albert Yong volunteer to discuss this with WECA.

Question: Need for an interim meeting?

Answer: Letter ballot will require 30 days, and there will be only about two weeks remaining prior to the Orlando meeting.

It would make sense to begin comment resolution if we go to letter ballot, otherwise a conference call would be sufficient. The purpose of the conference call would be to discuss how to get the document to letter ballot if we do not get it to letter ballot.

Dave to announce there will be a conference call if we don’t get to letter ballot, and an ad hoc meeting if we do.

Offers to host ad hoc meeting in Akron, Washington, D.C., Chicago, and Toronto.

Concern of some people who can’t justify travel to ad hoc meeting.

We could make it an interim meeting.

IF we have an interim meeting, group agrees to have it in Chicago. Probably the week of April 30, perhaps April 30.

When is the next WG meeting? May 14.

6.6 Motion to adjourn

Vote 7-0-0
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