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Abstract

This document reports on the resolution of all comments on Document 01/018-r3 received at the Hilton Head TGe Meeting in March, 2001.

Introduction

This document reports on the resolution of all comments on Document 01/018-r3 received at the Hilton Head TGe Meeting in March, 2001.

1 Comment Resolution

1.1 Comment

Clause 7.2.3.4: “encluding” should be spelled “including”

Resolution: Changed as noted.

1.2 Comment

Clause 7.2.3.5: The text describing the Multicast Cipher Suite Element uses the language “includes an Cipher Suite Element”. This should be “includes a Unicast Cipher Suite Element”.

Resolution: Changed 
as noted. Clause 7.2.3.9 suffered from the same problem, and received the same fix.

1.3 Comment

Clause 7.2.3.9: The text describing the Authentication Suite Element includes the text “Not including this Element when the Enhanced Security Subfield is set indicates the requesting station has delegated the choice to the responding STA.” This appears to be a cut and paste error.

Resolution: This problem also afflicts clause 7.2.3.7. Both have been changed to the language used in clause 7.2.3.5. Similarly the tables in both clauses have the request language for Unicast Cipher Suites, and have been modified to use the correct response language.

1.4 Comment

Clause 7.3.2.17: What is the difference between “Selector 2 – Kerberos over 802.1X” and “Selector 3 – Unspecified Authentication over 802.1X (802.1X to select authentication algorithm) – Enhanced Security Default”?

Resolution: Selector 2 restricts 802.1X to use Kerberos over 802.1X, while Selector 3 can, but can also utilize other protocols over 802.1X. Language has been added to clarify this.

1.5 Comment

Clause 7.3.2.17: Does the list of authentication suite selectors permit Kerberos to be used with option 3?

Resolution: Yes. See prior item and its resolution. Please review to see if this language is adequate.
1.6 Comment

Clause 7.3.2.17. Is there better word than “Other” to specify the vendor specific selectors?

Resolution: The Value column is changed to Any.

1.7 Comment

Clause 7.3.2.18: No Unicast Cipher Suite if no ESN asserted.

Resolution: The text has been changed to indicated the concept of a Unicast cipher suite does not apply when ESN is not asserted.

1.8 Comment

Clause 7.3.2.18: There is no way for Upper Layer Authentication to negotiate a cipher suite, a la TLS, IKE, SSL, etc.

Resoltuion: This is both a major change and a major step away from the baseline that was adopted in Tampa with 75% ballot of the full TGe. It requires new service primitives in Clause 10, and perhaps other changes as well. While not a bad idea, we will defer the question for letter ballot.

1.9 Comment

Clause 7.3.2.19: Title should be “MCSE”, not “UCSE”. And later the language is used “The MCSE uses the same Cipher Suite Selector values as described in `7.3.2.18 Cipher Suite Element (CSE)’” where Unicast is omitted and UCSE is intended.

Resolution: changed as noted.

1.10 Comment

Clause 7.3.2.20: The wording is funny.

Resolution: The (Re)associate messages are fodder consumed by the key derivation algorithms. The text has been modified to say they are included for key derivation.

1.11 Comment

Clause 7.3.2.20: “pseudo” is mis-spelled “psuedo”.

Resolution: changed as noted.

1.12 Comment

Clauses 7.3.2.21 and 7.3.2.22: In Seattle, didn’t we agree to make these information elements opaque?

Resolution: No action. Please suggest text. The editor doesn’t understand what people believe we agreed to. 

1.13 Comment

Clauses 7.3.2.21 and 7.3.2.22: Generalize the Realm and Principal name elements?

Resolution: Limited action. The editor thought this had been done, but apparently the changes were not sufficient. 7.3.2.22 now has generalized Principal Name to its standard meaning in the cryptographic literature. Please help with substitute text.

1.14 Comment

Clauses 7.3.2.21 and 7.3.2.22: None of the non-Kerberos schemes require the Realm and Principal elements. “It maps to specific names in other authentication mechanisms…”

Resolution: No action. Please suggest substitute text.
1.15 Comment

Clause 7.3.2.22: “Principal” mis-spelled in title

Resolution: Changed as noted.

1.16 Comment

Clause 8.1: Does 802.1X actually do the authentication, or does an encapsulated authentication scheme within 802.1X do it?

Resolution: The latter is correct. Language is added to acknowledge this.
1.17 Comment

Clause 8.1.3.1: Networks mis-spelled.

Resolution: Changed as noted.

1.18 Comment

Clause 8.1.3.2: In item (a), change “must” to “shall”. Change this section to talk about a conformance statement. There is an objection to “must be as fast as possible.”

Resolution: Changed as noted.

1.19 Comment

Clause 8.1.3.2: Why should all algorithms have to support fast roaming?

Resolution: This is a fair observation, but it is difficult to see how security is feasible in this environment without (a) and (b). The section has been reworded to say that conformant authentication algorithms have to implement (a) and (b), but (c) is only desirable.

1.20 Comment

Clause 8.2.2.1: It is impolitic to talk so candidly about WEP2’s data integrity problems. Just say that it is not recommended.

Resolution: There was no consensus about what to change this to. Therefore, the Editor has revised the wording.

1.21 Comment

Clause 8.2.4: The list numbering should begin with 1, not 3.

Resolution: Changed as noted.

1.22 Comment

Clause 8.2.3.3.2: The OCB spec says 11270, not 10127.

Resolution: Changed as noted.

1.23 Comment

Clause 8.2.3.3.2: says “On each use of OCB mode…” The meaning of this language is unclear.

Resolution: This text remains, but a sentence has been added to state that 802.11’s usage of OCB mode is an 802.11 implementation shall choose a new IV for each frame.

1.24 Comment

Clause 8.2.3.3.2: In the last sentence of the clause, insert “to A” in front of  “…the bit 1” in the last sentence of this clause.

Resolution: Changed as noted.

1.25 Comment

Clause 8.2.3.3.3: 1st sentence below the figure says “…, then encrypting…”, and this should be “…, then decrypting…”. Also later, “…un-pre-whitening the encrypted…” should say “decrypted”.

Resolution: Changed as noted.

1.26 Comment

Clause 8.2.3.5.2: People don’t want to store a per-association IV. Either provide a different algorithm or give implementations more latitude to choose IV.

Resolution: The text did and does not require that an implementation use this algorithm for IV generation; it is only one suggested implementation. A second suggested implementation has been added to provide an alternative for the first: (1) generate a random IV for every frame. Note that the suggestion from the TGe S discussion was not included: this is to generate the first IV, and then produce each subsequent IV by increment the previous value. The reason is such an algorithm also requires per-association IV state be maintained across frames, and if this is onerous for the original text, then it is still onerous if it were to be included.
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