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1 Appointment of Secretary

Jesse Walker volunteers to take minutes

2 Motion to accept minutes from September

Moved and seconded. Approved without objection

3 Motion to approve November Minutes

Moved and seconded. Approved without objection

4 Adoption of Agenda

Since little progress at November, ad hoc meeting held in December.

Originally approved target was ballot this month, but this cannot happen. Instead write first draft in January, first internal ballot in March, schedule fork issue decision by May 

Proposed agenda:

1. Start, admin, review ad hoc work, adoption decision. Monday 1-5:30

2. Text drafting Tuesday: 3:30-5:30, 6:30-9:30, Wed 8-10

3. Review and draft adoption. Thursday 8-12, review and discuss, acoption of 1st draft

Moved and second to approve agenda. No discussion. Approved 9-0-0

5 Ad-hoc Meeting Review

Ad hoc meeting rehashed the problem of transferring data from one AP to another. To meet the 802.11 requirements, IAPP had to become a routing protocol. OK for unicast traffic, but not for multicast/broadcast. When STA moves to another segment, directing subnet directed broadcast becomes too expensive for APs. 

Ad hoc group concluded that IAPP does not need to deal with this problem. IAPP exists only to build and maintain the ESS. Requirement: STA must have a valid layer 3 address. STA can use MobileIP, or can use a media change event. Once Mobile station has a valid network address, normal routing protocols will handle the traffic correctly.

Further decided that IAPP needs to determine set of APs that comprise the ESS, so the issue becomes one of registration of the APs. Want to use existing protocols for this. First idea was to use SLP. (No general agreement whether this is the right thing to do).

The only thing needed to communicate among APs are reassociation events. This is needed to enforce a single point of attachment of a STA to the ESS.

Discussion of “reasonably secure” at ad hoc meeting. Broad range of opinions. Decided we don’t need anything for the IAPP to meet this requirement; security is a network policy decision.

Q: Any desire to use IAPP for key distribution? A: No conclusion at ad hoc meeting.

Q: What is the minimal recommended practice? This doesn’t seem like it addresses this. A: We are trying to specify a minimum practice for 802.11 networks, not in other regards. Q: But if not all APs implement this, then we haven’t solved the problem, because different APs will still support different security functionality. A: Do we want to put every details for all protocols? Q: But if all we are is telling an AP that a STA has moved? How does the client know it is authenticated? A: In the existing TGe proposal, the client uses a ticket that the AP can use to authenticate itself.

Other part of protocol is support for a configuration database and automatic updates of configuration.

Solution requires significant infrastructure support. This will happen in a large business, but not likely in home or small office.  More work needed to address small environments.

Do not know how to account for QoS work, because it is not well-defined yet, so its impact on IAPP is a TBD.

Discussion about whether AP should deliver IP topology information, so OS will not tear down connections if changing AP does not change subnets. Suggestion: we should provide a service to OS to allow them to solve the problem; we should not attempt to solve it in 802.11. A: Whenever you sit at a boundary, usually a gain if you provide a hint to the layers using your service. Chair is not opposed, but thinks it is not primary issue addressing TGf.

There is no sentiment that this is not a valid way to proceed.

6 Discussion

Q: Are we sweeping things under the rug?

Q: What state has to move from AP to AP? A: STA has moved from one AP to another; we might want to move security context as well; unknown for QoS. From client’s viewpoint, no state moves from old AP to new one.

Q: What is the benefit of the IAPP? A: The world does not understand how to build networks with equipment from multiple vendors.

Q: Is there a problem with VoIP? A: crossing subnets will cause a hiccup, if not a dropped connection. Name of protocol indicates the application was not designed for this environment. The application has to change to accommodate itself to mobility. VoIP is designed for Ethernet to a fixed desktop. Out of scope to fix old applications.

Statement: the question of what is IAPP good for is legitimate. A: It allows APs to find one another and to enforce a single point of association. Without the latter function, traffic may not really get routed to the client. Q: Why do we need to do anything? It is feasible to roam between implementations at WECA without an IPAA. We need to generate reason why we are doing this. A: If we do nothing more, then establish stand way to do STA hand-over event notification.

Statement: As long as there is uncertainty as to what we are trying to achieve, it will be difficult to recruit people to work on this topic.

Statement: we need to get to a place where there are not proprietary subnet roaming implementations.

7 Motion to adopt December Ad-Hoc recommendation per the minutes

Moved and seconded.

Discussion:

Q: Why isn’t whether or not to require client to resolve its own IP address out-of-scope?

Statement: IAPP is for moving data between APs. The less the better. Second, need to indicate how STA moves, so APs can clean up their state. Third, how to bootstrap an ESS.

Statement: 802.11 doesn’t have a concept of subnet roaming. Only trying to define what happens in the back-end to make the distribution system work.

Functional requires for TGf: document 160

Vote: 6-0-3, Motion passes.

8 Call for additional proposals

No new proposals submitted.

9 Discusion: How to create draft text as per the agenda

Suggestion: Ad journ to ad hoc. Go through outline, and see who wants to contribute to each piece.

10 Recess for cookie break

11 TGf resumes after cookie break

Question: What granularity can we break the group into? Best we can do is break into a number of pieces that we can make progress with.

12 Suggested outline

Suggested document:

1. service interface definition. (Initiate, Add, Remove, Move)

2. operation of IAPP (foundations, support for 802.11 authentication and pre-authentication, secure operation, AP specific, MIB, single station association)

Question: Any of the management entities in the current .11 standard use these? A: yes

Question: These operations only affect local state? A: true, except for Initiate. Initiate may cause an AP to issue Disassociates.

Question: do we have enough information to break up, or do we have to get to a more granular level of understanding?

AP has to make a decision as to whether packet should be forwarded to the wired space or to the wireless space. Thus if a STA migrates to a new STA, we need a way to tell the initial AP to forward packets over wired space instead of wireless.

When an AP boots, it needs to join an ESS. Could do this with SLP or some director service.

When a STA roams, it needs to send a reassociate frame, with address of old AP, so new AP can send message to old AP. IAPP.Move would address this function. IAPP.Add for Associate, IAPP.Remove for Disassociate.

Problem: If you have n-thousand APs, sending update information on every Associate/Disassociate will cause continuous packet storms. Reassociate is the only operation that seems to scale.

Q: Is the following all: add, remove, nothing happens; move sends a frame from one AP to another? A: No. we also have to define registration service, to allow an AP to join an ESS.

Recess.

Initiate: initialize an AP to run. This might allow mgmt to assign the ESS for it to run in.

13 Motion to recess to have creation of ad-hoc text for next scheduled session for review

Vote 7-0-0, motion passes.

14 Recess (end of TGf Monday)

15 Resumption (Wednesday)

Ad hoc session has been filling in text. Document is on Venus. This session will continue the editing.

16 Recess until Thursday

17 Resumption (Thursday)

Spent most of the week creating text to give official status. We will not get there this morning. The right thing is to continue working on this until finish the text. Give the document official status at next meeting, since it will not get sufficient review at this meeting, even if it gets finished today.

Discussion of whether to include PHY type in IAPP packet. Why would the old AP care about this?

Discuassion of whether an IAPP message should send both the old and new BSSID. The Re-associate message provides both.

Decision: take out 802 type and PHY type.  The only thing that needs to be is the STA’s MAC address. STAs need two MACs if it wants to run two PHYs at same time. Each will do separate associates and reassociates.

Goals for next meeting:

· Review comments from January output

· Consider submissions to fill holes in January output

· Adopt resulting merged text as official first draft Recommended Practice.
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