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1 Agenda Discussion

Proposed agenda: organize a series of ad hoc breakout meetings to discuss and work on text. Based on discussion, editor incorporates proposed text into document. Goal is to approve draft and to initiate a working group letter ballot.

We also have a submission, and so we will have that first.

Q: Where is the parallelism?

Suggestion: we could divide text, as in the past.

Agenda approved without objection

2 Status

At November meeting in Tampa we agreed to use 419 as the baseline.

Many improvements have been suggested, but they are not part of the baseline, so we need to finish text.

3 Use of GSM SIM Authentication in IEEE 802.11 (Document 01/39)

Proposal: use of GSM for public access systems

Explanation of GSM SIM card: Use A3 to authenticate, A8 to produce a session key, A5 to encrypt data. A3 and A8 are implemented in the smart card., but A5 is implemented in the phone itself. Challenge is used to generate the session key. A3 and A8 are secret algorithms.

GSM Architecture uses an offload authentication gateway, so AP doesn’t have to participate in the authentication.. Nokia uses open authentication and then the “real” authentication runs at layer 3.

They would use an GSM EAP mechanism. They will present this as one of the EAP methods

Key generation: Equivalent to EAP/TLS (RFC 2716), use several GSM challenges to generate long keys.

GSM authentication is used primarily for billing, the key is not intended for corporate use.

4 Discussion of doc 01/18

Text on section 8 WEP formats sent late to Jesse. This also has the IV as contiguous. So, it is inconsistent with section 7 text.

Q: Will we be specifying text beyond the scope of baseline? A: We should refer to the baseline to avoid contentious issues.

Discussion on authentication.

Two scenarios. First scenario is that 802.11 has upper layer authentication. Second scenario is that probe request/response informs that doing upper layer authentication and then going directly to association phase.

The .11 authentication is frivolous when we are doing upper layer authentication, but it already exists.

Q: Are we eliminating forward functionality by removing 802.11 authentication?

Q: Do we want extensibility at the MAC layer?

Comment1 – We should review the baseline, doc 419. Comment 2 – Upper layer in the .11 layer would fit in better with the current .11 layer. 

.11 layer authentication failures will still be valid.

Q: Would .11 do away with auth. Packet exchange when doing Upper Layer authentication? A: Yes.

Agreement, already know that upper layer is being done. So, it could e done away with. This should be documented in section 8.

Q: Is upper level a MUST NOT do 802.11 authentication? Why can’t the two ignore each other.

Q: If I pass shared key authentication and I fail upper layer, can I send packets?

Problem: Timer to do upper layer authentication before getting expelled? Not evident we need these.

Statement: There are Ethernet/.11 bridge devices. These may require both .11 and .1X authentication.

Conclusion? AP must be able to accept all algorithms it advertises. This means that AP is not required to support Open/Shared if it is not configured to support these. 

The ambiguity arises because, if we discard the .11 authentication, we don’t have a way to force the client to choose just one authentication algorithm.

5 Motion: Require exchange of authentication frames with authentication algorithm 2.

Seconded

Discussion: Dave, Bob B, Bob O, Jon, 

Text does not have enough content.

Authentication redundant with algorithm 2. To use this to define a higher level mechanism a misuse of original.

The agreements that got us to baseline merged 3COM’s extensible security and Symbol/Microsoft/Cisco upper layer proposal. Enhancements were to establish wayt to negotiate authentication mechanism. Algorithm 2 represented negotiating security.  Use of algorithm 2 would allow what we’ve talked about in EAP exchanges. In case of future authentication mechanism, the authentication exchane would continue to represent upper level authentication. Eliminating authentication exchange means we will have to get a PAR to add future MAC level authentication mechanisms.

Vote: 2-1-1 Motion fails.

6 Recess until Tuesday morning

7 Reconvene Tuesday morning

Summation of previous evening’s debate.

Using EAP allows extensibility to other authentication mechanisms.

Problems eliminating MAC authentication: difficult to convince rest of 802.11 that just because frames are not in doc 419, they are not part of the exchange; PAR calls for enhanced security and authentication mechanisms, does not call for higher layer or restricting to higher layers. Kerberos over EAP fine for businesses, but it is a stretch for home and small business.

Q: What is the problem in home/small business? This can be reduced to user name and passwords. A: Administration of this information is part of the problem.

Extensibility takes place on top of EAP in this architecture.

That is outside of .11. It eliminates the possibility of MAC layer extensibility.

But we aren’t removing the extensibility that already exists in the standard.

The PAR says we have to find a way to extend the standard in such a way that we don’t have to return to the standards process to add new authentication mechanisms.

We are saying there is already a registration scheme in the IETF, and we are using that for extensibility. If you want something else, you come back to IEEE with a new PAR.

So far we are defining only one upper layer mechanism.

IEEE has a mechanism for registering algorithm numbers. All we need is a procedure for them to take a vendor’s money registering.

We have a mechanism; it is the upper layer. The goal is to get authentication out of the MAC.

If you eliminate the authentication messages at the MAC when using “higher layer authentication”, then we lose the ability to use some other higher layer authentication mechanism; EAP is all we can do with such an approach.

So far we have said that .1x is the authentication solution. If we are right that this is extensible, we will never have to return to IEEE to do new work. If we are wrong we have to return to get a PAR for new work

8 Motion: The TGe Security Enhancements shall not support MAC level authentication

Moved and seconded.

8.1 Discussion

Q: Can we make this without authorization from the full TGe? A: This is a technical motion with as much validity as anything we are doing in the QoS sub-group.

We have plenty of flexibility with this.

8.2 Vote

3-1-3, motion passes

9 Discussion

What about the authentication messages? We haven’t said they are banned.

If we are doing 1.x, we should not be using MAC level authentication at all. If STA uses MAC level authentication, STA cannot use Enhanced security services (authentication). AP can allow different STAs to use different authentication schemes.

As a result of Motion 8, Upper Layer authentication is the same thing as Enhanced Security.

Q: Can a STA change its mind? A: Yes; it has to start the authentication process over.

Q: We have constrained ourselves to do nothing at the MAC layer, and we are adopting a standard of another IEEE group. Is this a problem? A: This was adopted by TGe and 802.11 when they adopted the security baseline. We have the authority to adopt any recommendation to TGe and 802.11.

Q: Is .1X over .11 our standard or .1X’s standard?

We have not defined procedure for registering new values for the probe response, association request/response, reassociation request/response.

Q: If EAP is the only enhanced security scheme, why are its values different in the probe response? The numbers will have to match. It may be easier to define two NULL EAP algorithms for open and shared authentication, so we don’t have to set up our own numbering scheme.

Review of open issues

Bob Beach agrees to put together a strawman of how the system works in small/home environment.

419 does not discuss IBSS case. We need a group to talk about this problem: Volunteers: Tim Moore, Bob Beech, Dan Wiley.

10 Next Steps

Need text assembled by 4 Wednesday.

Section 5.10 was not written, because don’t know what goes into Section 8.

Dave/Glen: work on text for 8. Bob Beech on 5, Jesse 5.10. 802.11d has a request information element for the probe. Jesse to draft text on 11.3.

11 Recess until 4 Wednesday

Resumed. In Dave Halasz’ absence, Bob Beech presided as temporary chairman.

Business: either we can give document to TGe as our official output, or we can schedule interim meetings and conference calls to continue to improve the document before the Hilton Head meeting.

Proposal, go over document for comments, then reserve last half hour to make decision.

At this point Dave arrived and Bob yielded the chair to him.

5.2.2.3: There are really lots of things we have enhanced, not just the three items mentioned here.

Text refers to authorization agent, but this is never shown in Figure 1.

“Authorization server” should be called “authentication server”

5.2.6: “In most cases…” we are not altering the upper level protocol at all.

Authentication and authorization mixed up again.

5.4: first paragraph: need to add sentence saying what the new services are used for.

5.4.2.2. It would be useful to call out that association is used to form 802.1X port. Same comment for 5.4.2.3

Q: Does disassociation terminate authentication? You have to do an upper level authentication to get re-connected. Where do you go in the state diagram? A: This should be the same as plugging a cable, or unplugging it, so yes. Should add text in 5.4.2.4 to talk about this effect when upper layer authentication is in use. We are talking about 2 kinds of authentication: this is the roaming case. Initial connect is different.

5.4.3. This needs to be cleaned up, since establishing their identity to an authentication server, not the AP directly.

5.4.3.1. last paragraph: “specific upper layer”. What is this?? It should be removed. There are 3 in the standard, but it is feasible to get back other ones. Upper layer as a generic term meaning authentication carried in data frames…. Go solve it editor.

“A mobile unit may…” be careful about “may”. Also a STA may decide not to authenticate for many reasons among them being….

“One protocol mandated…” to “Support for one protocol is mandated…”

5.4.3.2. “mandatory” indicates normative statement, and clause 5 is descriptive only

5.4.3.3. Controversy: We haven’t agreed to remove Deauthentication, only authentication. See 5.7.7 as well.

5.4.3.4. We need to say whether the Kerberos (Key Management) lifetime is used by 802.11 in derived keys. Yes. Note: We don’t have a way for Key management to specify lifetime. Q: Do we need to do anything? It should be deriving new keys at the appropriate time. Note: we have no mechanism for deleting keys.

5.4. This is a good place to reiterate that MAC layer authentication is forbidden when using upper level authentication.

Do we need the 4th state? We can go directly from State 1 to State 3. If not, we need a way for 802.1X to signal .11 that it is now authenticated. We need to discuss this.

Last paragraph in 5.7.6 is redundant

5.7.7 and elsewhere: Use “MAC authentication” to refer to “open and shared key authentication”

5.9.2. “802.1X signals…” not true. This just means key management has set a key. 802.11 does not care that 802.1X has completed authentication.

5.10. second half of 1st sentence incorrect. 802.1X does have authentication algorithms, but they are not suitable for .11 authentication.

“The client does this by…” We need to know the server we are talking about. The client does not necessarily authenticate itself to the KDC unless it is using pre-authentication. Need to clarify the exchanges this is talking about. 

Q: What does it mean to mandate support for Kerberos?

12 Thursday evening Jan 18th Dave H.

7.1.2 up to 7.1.3 It belongs in section 8.

Discussions on Table 7, Table 7 should be the same as table 9.

Table 8, Realm and Principal. There should be a note that these only apply to Kerberos.

Table 12, Delete since this is not sent in every probe response.

Table 13 and 14. Delete since we are no longer using “2”.

 7.3.2.17 This is a list of authentications type, not cipher suites. So, it should be revised. Also, there should be an entry for, “Don’t know” since the AP may (probably) not know the types of authentication available. The value will be the EAP type value. If the “Don’t know” is missing then no others are allowed.

7.3.2.18 This is a list of cipher suites, not authentication types. This list is a list of EAP types. We would then seek identifiers for open and shared key.

7.3.2.21 & 7.3.2.22 & 7.3.2.23 Delete since already listed.

8.1 Please review original submitted. The authentication type is not listed on all authentication types.

8.1.3 Second sentence. It needs to be reviewed to note that authentication is removed in the .11 MAC layer. Also the second paragraph.

8.1.3.2 Second sentence can be removed. The WEP key will not always get set.

8.1.3 through 8.1.3.2 Re-organize to be 

· .11 negotiation

· General .1X/EAP

· EAP-GSS/IAKERB/Kerberos

· Then continue OK with the initial packet exchange and roam packet exchange.

· Topologies are missing

8.2 This should be deleted if it’s the same.

8.2.2 The note about exportability should be reviewed for which sections it applies. Delete everything up to the word “due” and capitilize the D.

Please search for all instances of WEP. WEP is a generic term. A more specific term should be used for each instance.

8.3.1 5th paragraph mentions 17 but should be 16. Also, there should be a image for encipherment. Also, the IV should change randomly. Also, note where the padding is applied to remove ambiguity. Also, call out specific key lengths(40, 104 and 128). The total length remains the same (16 octets)

8.4.1 196 should be 192.

Stopped at AES.
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