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Abstract

This document presents headings for construction of the 802.11E baseline MAC protocol specification, based on the headings of IEEE Std 802.11-1999. Editorial notes appear in bold italic Times New Roman font.  Headings are color coded to indicate editorial "ownership" for the purposes of generating the initial draft of 802.11E:

Headings in blue are owned by the QoS sub-group,

Headings in red are owned by the Security sub-group,

Headings in green are owned by TGE because their provisions apply to both sub-groups,

Headings in pink are owned by TGE in order to coordinate concurrent updates from both sub-groups, and

Headings in black are owned by TGE, but are not anticipated to require updates.

Marked revisions are the result of the preliminary decisions of the QoS baseline ad-hoc group.

1. Overview

Editorial comment: no trees were harmed in the creation of this document

1.1 Scope

1.2 Purpose

2. Normative References

To be added after baseline functionality is better defined.

3. Definitions

To be added after baseline functionality is better defined.

3.1 distribution system (DS)  <<Correction to existing definition>>
3.2 extended service set (ESS)  <<Correction to existing definition>>
3.3 quality of service (QoS)

4. Abbreviations and Acronyms

Add new abbreviations & acronyms provided by each sub-group

5. General Description

CLAUSE 5, OTHER THAN 5.8, HAS NOT YET BEEN REVIEWED BY THE BASELINE AD-HOC GROUP.

5.1 Architecture General Description

Update the reference to "802.11-1997" which still appears in the 1999 version of this clause.

5.1.1 How Wireless LAN Systems are Different

5.1.1.1 Destination Address Does Not Equal Destination Location

5.1.1.2 The Media Impact the Design

Add a new item to the end of the list:

g) May experience interference from logically disjoint 802.11 networks operating in adjacent or overlapping areas.

5.1.1.3 Impact of Handling Mobile Stations

5.1.1.4 Interaction with Other 802 Layers

There may be QoS-specific and security-specific items to be added here

The Enhanced Security Network (ESN) depends upon IEEE 802.1x for its authentication services. All stations and access points in an ESN contain an 802.1x port entity that handles many authentication services. This document defines how an ESN utilitizes 802.1x.

5.1.1.5 Interaction with Non 802 Protocols

The ESN utilitizes non 802 protocols for its authentication services. These protocols are defined by other standards organizations, such as the IETF. This document defines how an ESN utilizes these protocols.

5.2 Architecture Components

5.2.1 The Independent BSS as an Ad hoc Network

5.2.1.1 STA to BSS Association is Dynamic

5.2.2 Distribution System Concepts

5.2.2.1 ESS: The Large Coverage Network

5.2.2.2 The Quality of Service Network

5.2.2.3 The Enhanced Security Network

An Enhanced Security Network (ESN) provides a number of additional security features not present in the basic 802.11 architecture. These features include:

enhanced authentication mechanisms for both APs and STAs

per association encryption keys

Key management algorithms

An ESN makes extensive use of protocols above the 802.11 MAC layer in order to provide these additional services. This allows 802.11 to both  take advantage of work already done in other standards groups as well as not duplicating functions at the MAC layer that are more properly perfomed at higher layers. The description of the ESN will make frequent references to protocol standards outside of the scope of 802.11 and will define how such protocols are to be used in 802.11 networks.

In an ESN several new components in the 802.11 architecture  are defined. These components are not present in non ESN systems. The first new component is an 802.1x Port. These ports are present on all STAs in an ESN. They reside above the MAC layer and all data traffic that flows through the MAC passes through the 802.1x port. The internal structure of the 802.1x port is described in the 802.1x specification. 

The second new component is the Authorization Agent(AA). This component resides on top of the 802.1x port on each STA and is used for authorization and key management. The Authorization Agent utilizes protocols above both the 802.1x and 802.11 layers. An ESN may utilization a number of different protocols for the authorization agent, but this standard defines one such protocol as mandatory.

The third new component is the Authorization Server (AS). The AS is a entity that resides in the DS that authenticates all STA (both AP and Mobile Units) in the ESS. The AS communicates with the AA on each STA so that the STA might be authenticated to the ESS and the ESS to the STA. Mutual authentication of both the ESS and the STA is an important goal of the ESN. 

The relationship of these components are shown in figure xx
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 basic picture with the three additional elements

5.2.3 Area Concepts

5.2.4 Integration with Wired LANs

5.2.5 Integration with Entities that Provide End-to-End Quality of Service

5.2.6 Integration with Entities that Provide Network Security & Authentication Services

The ESN utilties protocols above the MAC layer in order to provide the desired services. The means by which these protocols are used by an 802.11 network are described in the specification. In most cases, the protocols are not fundamentally altered to operate in an 802.11 network although some rules as to how they operate together will be specified.

As noted above, there are three basic protocol layers in an ESN STA: 802.11 MAC, 802.1X, and one or more Upper Layer Authentication Protocols (ULAP). In an ESN, the 802.11 MAC does not perform any form of packet filtering or authorization but rather depends on the 802.1X and ULAP, respectively, to perform these functions. All data traffic for the 802.11 MAC passes through either the controlled or uncontrolled port in the 802.1X entity. On an Access Point, there will be an 802.1x port for each associated STA.  On a mobile unit, there will be one 802.1x port.  The 802.1x port on each STA permits ULAP authentication exchanges between the AA and AS on the uncontrolled port.. The 802.1x port will enable the controlled port if the authentication process is successful. The exact mechanism by which the 802.1X controlled port is enabled depends on the ULAP. There is an interface between the ULAP and the 802.1X port that allows the ULAP to enable the controlled port.

5.3 Logical Service Interfaces

The IEEE 802.11 architecture allows for the possibility that the DS may not be identical to an existing wired 
LAN. A DS may be created from many different technologies including current IEEE 802 wired LANs. 
IEEE 802.11 does not constrain the DS to be either data link or network layer based. Nor does IEEE 802.11 
constrain a DS to be either centralized or distributed in nature.

IEEE 802.11 explicitly does not specify the details of DS implementations. Instead, IEEE 802.11 specifies

services. The services are associated with different components of the architecture. There are two categories

of IEEE 802.11 service—the station service (SS) and the distribution system service (DSS). Both categories

of service are used by the IEEE 802.11 MAC sublayer.

The complete set of IEEE 802.11 architectural services are as follows:

a) Authentication

b) Association

c) Deauthentication

d) Disassociation

e) Distribution

f) Integration

g) Privacy

h) Reassociation

i) MSDU delivery

j) Key Distribution

k)Data Authentication

l)Replay Prevention

This set of services is divided into two groups: those that are part of every STA, and those that are part of a DS.

5.3.1 Station Services

The service provided by stations is known as the station service.

The SS is present in every IEEE 802.11 station (including APs, as APs include station functionality). The SS

is specified for use by MAC sublayer entities. All conformant stations provide SS.

The SS is as follows:

a) Authentication

b) Deauthentication

c) Privacy

d) MSDU delivery

e) Key Distribution 

f) Data Authentication 

g) Replay Protection

5.3.2 Distribution System Services

The service provided by the DS is known as the distribution system service.

These services are represented in the IEEE 802.11 architecture by arrows within the APs, indicating that the

services are used to cross media and address space logical boundaries. This is the convenient place to show the

services in the picture. The physical embodiment of various services may or may not be within a physical AP.

The DSSs are provided by the DS. They are accessed via a STA that also provides DSSs. A STA that is providing

access to DSS is an AP.

The DSSs are as follows:

a) Association

b) Disassociation

c) Distribution

d) Integration

e) Reassociation

DSSs are specified for use by MAC sublayer entities.

Figure 7 combines the components from previous figures with both types of services to show the complete

IEEE 802.11 architecture.

5.3.3 Multiple Logical Address Spaces

Just as the IEEE 802.11 architecture allows for the possibility that the WM, DSM, and an integrated wired

LAN may all be different physical media, it also allows for the possibility that each of these components

may be operating within different address spaces. IEEE 802.11 only uses and specifies the use of the WM

address space.

Each IEEE 802.11 PHY operates in a single medium—the WM. The IEEE 802.11 MAC operates in a single address space. MAC addresses are used on the WM in the IEEE 802.11 architecture. Therefore, it is unnec-essary for the standard to explicitly specify that its addresses are “WM addresses.” This is assumed through-out this standard.

IEEE 802.11 has chosen to use the IEEE 802 48-bit address space (see 7.1.3.3.1). Thus IEEE 802.11

addresses are compatible with the address space used by the IEEE 802 LAN family.

The IEEE 802.11 choice of address space implies that for many instantiations of the IEEE 802.11 architec-ture, the wired LAN MAC address space and the IEEE 802.11 MAC address space may be the same. In those situations where a DS that uses MAC level IEEE 802 addressing is appropriate, all three of the logical address spaces used within a system could be identical. While this is a common case, it is not the only com-bination allowed by the architecture. The IEEE 802.11 architecture allows for all three logical address spaces to be distinct.

A multiple address space example is one in which the DS implementation uses network layer addressing. In this case, the WM address space and the DS address space would be different.

The ability of the architecture to handle multiple logical media and address spaces is key to the ability of

IEEE 802.11 to be independent of the DS implementation and to interface cleanly with network layer mobility approaches. The implementation of the DS is unspecified and is beyond the scope of this standard.
5.4 Overview of the Services

There are twelve services specified by IEEE 802.11. Six of the services are used to support MSDU delivery between STAs. Three of the services are used to control IEEE 802.11 LAN access and confidentiality.

This subclause presents the services, an overview of how each service is used, and a description of how each service relates to other services and the IEEE 802.11 architecture. The services are presented in an order designed to help build an understanding of the operation of an IEEE 802.11 ESS network. As a result, the SSs and DSSs are intermixed in order (rather than being grouped by category).

Each of the services is supported by one or more MAC frame types. Some of the services are supported by MAC management messages and some by MAC data messages. All of the messages gain access to the WM via the IEEE 802.11 MAC sublayer medium access method specified in Clause 9.

The IEEE 802.11 MAC sublayer uses three types of messages—data, management, and control (see

Clause 7). The data messages are handled via the MAC data service path.

MAC management messages are used to support the IEEE 802.11 services and are handled via the MAC

management service data path.

MAC control messages are used to support the delivery of IEEE 802.11 data and management messages. The examples here assume an ESS network environment. The differences between the ESS and the IBSS network environments are discussed separately in 5.6.

5.4.1 Distribution of Messages Within a DS

There are likely to be new subclauses of 5.4.1.

5.4.1.1 Distribution

Refer to the ESS network in Figure 7 and consider a data message being sent from STA 1 to STA 4. The

message is sent from STA 1 and received by STA 2 (the “input” AP). The AP gives the message to the distri-bution service of the DS. It is the job of the distribution service to deliver the message within the DS in such a way that it arrives at the appropriate DS destination for the intended recipient. In this example, the message is distributed to STA 3 (the “output” AP) and STA 3 accesses the WM to send the message to STA 4 (the intended destination).

How the message is distributed within the DS is not specified by IEEE 802.11. All IEEE 802.11 is required

to do is to provide the DS with enough information for the DS to be able to determine the “output” point that corresponds to the desired recipient. The necessary information is provided to the DS by the three association related services (association, reassociation, and disassociation).

The previous example was a case in which the AP that invoked the distribution service was different from the AP that received the distributed message. If the message had been intended for a station that was a member of the same BSS as the sending station, then the “input” and “output” APs for the message would have been the same.

In either example, the distribution service was logically invoked. Whether the message actually had to

traverse the physical DSM or not is a DS implementation matter and is not specified by this standard.

While IEEE 802.11 does not specify DS implementations, it does recognize and support the use of the WM as the DSM. This is specifically supported by the IEEE 802.11 frame formats. (Refer to Clause 7 for details.)

5.4.1.2 Integration

If the distribution service determines that the intended recipient of a message is a member of an integrated LAN, the “output” point of the DS would be a portal instead of an AP.

Messages that are distributed to a portal cause the DS to invoke the Integration function (conceptually after the distribution service). The Integration function is responsible for accomplishing whatever is needed to deliver a message from the DSM to the integrated LAN media (including any required media or address space translations). Integration is a DSS.

Messages received from an integrated LAN (via a portal) by the DS for an IEEE 802.11 STA will invoke the Integration function before the message is distributed by the distribution service.

The details of an Integration function are dependent on a specific DS implementation and are outside the

scope of this standard.

5.4.2 Services Which Support the Distribution Service

The primary purpose of a MAC sublayer is to transfer MSDUs between MAC sublayer entities. The infor-mation required for the distribution service to operate is provided by the association services. Before a data message can be handled by the distribution service, a STA shall be “associated.”

To understand the concept of association, it is necessary first to understand the concept of mobility.

5.4.2.1 Mobility Types

The three transition types of significance to this standard that describe the mobility of stations within a

network are as follows:

a) No-transition: In this type, two subclasses that are usually indistinguishable are identified:

1) Static—no motion.

2) Local movement—movement within the PHY range of the communicating STAs [i.e., movement

within a basic service area (BSA)].

b) BSS-transition: This type is defined as a station movement from one BSS in one ESS to another

BSS within the same ESS.

c) ESS-transition: This type is defined as station movement from a BSS in one ESS to a BSS in a dif-ferent ESS. This case is supported only in the sense that the STA may move. Maintenance of upper-layer

connections cannot be guaranteed by IEEE 802.11; in fact, disruption of service is likely to occur.

The different association services support the different categories of mobility.

5.4.2.2 Association

To deliver a message within a DS, the distribution service needs to know which AP to access for the given

IEEE 802.11 STA. This information is provided to the DS by the concept of association. Association is

necessary, but not sufficient, to support BSS-transition mobility. Association is sufficient to support no-transition mobility. Association is a DSS.

Before a STA is allowed to send a data message via an AP, it shall first become associated with the AP. The act of becoming associated invokes the association service, which provides the STA to AP mapping to the DS. The DS uses this information to accomplish its message distribution service. How the information provided by the association service is stored and managed within the DS is not specified by this standard. At any given instant, a STA may be associated with no more than one AP. This ensures that the DS may determine a unique answer to the question, “Which AP is serving STA X?” Once an association is completed, a STA may make full use of a DS (via the AP) to communicate. Association is always initiated by the mobile STA, not the AP.

An AP may be associated with many STAs at one time.

A STA learns what APs are present and then requests to establish an association by invoking the association service. For details of how a station learns about what APs are present, see 11.1.3.

5.4.2.3 Reassociation

Association is sufficient for no-transition message delivery between IEEE 802.11 stations. Additional func-tionality is needed to support BSS-transition mobility. The additional required functionality is provided by

the reassociation service. Reassociation is a DSS.

The reassociation service is invoked to “move” a current association from one AP to another. This keeps the DS informed of the current mapping between AP and STA as the station moves from BSS to BSS within an ESS. Reassociation also enables changing association attributes of an established association while the STA remains associated with the same AP. Reassociation is always initiated by the mobile STA.

5.4.2.4 Disassociation

The disassociation service is invoked whenever an existing association is to be terminated. Disassociation is a DSS.

In an ESS, this tells the DS to void existing association information. Attempts to send messages via the DS to a disassociated STA will be unsuccessful.

The disassociation service may be invoked by either party to an association (non-AP STA or AP). Disassociation is a notification, not a request. Disassociation cannot be refused by either party to the association.

APs may need to disassociate STAs to enable the AP to be removed from a network for service or for other reasons.

STAs shall attempt to disassociate whenever they leave a network. However, the MAC protocol does not

depend on STAs invoking the disassociation service. (MAC management is designed to accommodate loss of an associated STA.)

5.4.3 Access and Confidentiality Control Services

Five  services are required for IEEE 802.11 to provide functionality equivalent to that which is inherent to

wired LANs. The design of wired LANs assumes the physical attributes of wire. In particular, wired LAN

design assumes the physically closed and controlled nature of wired media. The physically open medium

nature of an IEEE 802.11 LAN violates those assumptions.

The services that are provided to bring the IEEE 802.11 functionality in line with wired LAN assumptions are:

Authentication, privacy, key distribution,  data authentication, and replay protection . Authentication is used instead of the wired media physical connection. Privacy is used to provide the confidential aspects of closed wired media. Data authentication is used to ensure that data actually originates from the STA it is indicated to have. Key Distribution is used to generate, distribute, and age out  encryption keys used in the Privacy services. Replay protection is used prevent unauthorized retransmission of legitiment packets.

5.4.3.1 Authentication

In wired LANs, physical security can be used to prevent unauthorized access. This is impractical in wireless LANs since they have a medium without precise bounds.

IEEE 802.11 provides the ability to control LAN access via the authentication service. This service is used

by all stations to establish their identity to stations with which they will communicate. This is true for both

ESS and IBSS networks. If a mutually acceptable level of authentication has not been established between two stations, an association shall not be established. Authentication is an SS.

IEEE 802.11 supports several authentication processes. The IEEE 802.11 authentication mechanism also

allows expansion of the supported authentication schemes. IEEE 802.11 does not mandate the use of any

particular authentication scheme.

IEEE 802.11 supports link-level authentication between IEEE 802.11 STAs. IEEE 802.11 does not provide either end-to-end (message origin to message destination) or user-to-user authentication. IEEE 802.11 authentication is used simply to bring the wireless link up to the assumed physical standards of a wired link. (This use of authentication is independent of any authentication process that may be used in higher levels of a network protocol stack.) If authentication other than that described here is desired, it is recommended that IEEE Std 802.10-1992 [B3]4 be implemented.

If desired, an IEEE 802.11 network may be operated using Open System authentication (see 8.1.1). This

may violate implicit assumptions made by higher network layers. In an Open System, any station may

become authenticated.

IEEE 802.11 also supports Shared Key authentication. Use of this authentication mechanism requires imple-mentation of the wired equivalent privacy (WEP) option (see 8.2). In a Shared Key authentication system, identity is demonstrated by knowledge of a shared, secret, WEP encryption key.

In an ESN, IEEE 802.11 also supports Upper Layer authentication. This authentication mechanism utilizes protocols at at layers above the MAC layer to authenticate STAs to one another. (see 8.x In an ESN, no athentication services services exist  at the MAC layer. Instead  the IEEE 802.1x framework is used as a means to both control packet flows as well as to carry packets of higher layer authentication protocols. Upper Layer authentication provides for mutual authentication of STAs. In an ESS, Access Points and mobile stations both must be authenticated to one another before data packets are permitted to flow. The Upper layer authentication framework  permits a number of authentication protocols to be utilize although in a given ESS only one particular authentication protocol will be likely be used. 

One such protocol, based on Kerberos, is mandated to provide for interoperability among systems utilizing Upper Layer authentication. This protocol provides for mutual authentication as well as key distribution. .

Since a STA may encounter multiple ESSes, it is necessary to provide a means by which a STA can determine which authentication mechanisms are required to access the ESS. If the ESS is an ESN supporting Upper Layer authentication, the STA will also need to determine which authentication protocol(s) is/are in use. Furthermore means must be provided by which the STA can indicate to the ESS which protocol it is going to use. It should be noted that the choice of an acceptable authentication protocol is a issue both tor Access Points as well as mobile stations since the goal of Upper Layer authentication is mutual authentication, not just authentication of a mobile unit to an access point.  Upon encountering an ESS, a STA must determine if the authentication mechanism (open, shared, key, upper layer, specific upper layer) supported by the access point is sufficient for its own authentication requirements. A mobile unit may choose not to attempt authentication with an particular ESS/Access Point because the supported authentication mechanisms are insufficiently powerful to achieve mutual authentication. 


Management information base (MIB) functions are provided to support the standardized authentication

schemes.

IEEE 802.11 requires mutually acceptable, successful, authentication.

A STA may be authenticated with many other STAs at any given instant.

5.4.3.2 Pre-authentication

Because the authentication process could be time-consuming (depending on the authentication protocol in

use), the authentication service can be invoked independently of the association service.

Preauthentication is typically done by a STA while it is already associated with an AP (with which it previously authenticated). IEEE 802.11 does not require that STAs preauthenticate with APs. However, authentication is required before an association can be established.

If the authentication is left until reassociation time, this may impact the speed with which a STA can reassociate between APs, limiting BSS-transition mobility performance. The use of preauthentication takes the authentication service overhead out of the time-critical reassociation process.

In an ESN, pre-authentication may be provided by a particular authentication protocol. The manadatory authentication protocol, Kerberos, supports pre-authentication via use of tickets.

 
5.4.3.3 Deauthentication

The deauthentication service is invoked whenever an existing Open or Shared Key authentication is to be terminated. Deauthentication is an SS. In an ESN in which Upper Layer authentication is used, then deauthentication is also an upper layer function and no support is provided at the MAC layer.

In an ESS using open or shared key authentication authentication is a prerequisite for association. Hence the act of deauthentication shall cause the station to be disassociated. The deauthentication service may be invoked by either authenticated party (non-AP STA or AP). Deauthentication is not a request; it is a notification. Deauthentication shall not be refused by either party. When an AP sends a deauthentication notice to an associated STA, the association shall also be terminated.

In an ESN using Upper Layer authentication, deauthentication has not affect on an association although it may result in the 802;.1x controlled port for the station being disabled.



5.4.3.4 Privacy

In a wired LAN, only those stations physically connected to the wire may hear LAN traffic. With a wireless

shared medium, this is not the case. Any IEEE 802.11-compliant STA may hear all like-PHY IEEE 802.11

traffic that is within range. Thus the connection of a single wireless link (without privacy) to an existing

wired LAN may seriously degrade the security level of the wired LAN.

To bring the functionality of the wireless LAN up to the level implicit in wired LAN design, IEEE 802.11

provides the ability to encrypt the contents of messages. This functionality is provided by the privacy service. Privacy is an SS.

IEEE 802.11 specifies an optional privacy algorithm, WEP, that is designed to satisfy the goal of wired LAN “equivalent” privacy. The algorithm is not designed for ultimate security but rather to be “at least as secure as a wire.” See Clause 8 for more details.

IEEE 802.11 uses the WEP mechanism (see Clause 8) to perform the actual encryption of messages. MIB functions are provided to support WEP.

IEEE 802.11 provides three encryption algorithms for WEP use. Two are based on the RC4 algorithm defined by RSA. The third is based on the Advanced Encryption Standards (AES). A means is provided for stations to select the algorithm to be used for a given association.

Note that privacy may only be invoked for data frames and some Authentication Management frames. All

stations initially start “in the clear” in order to set up the authentication and privacy services.

The default privacy state for all IEEE 802.11 STAs is “in the clear.” If the privacy service is not invoked, all

messages shall be sent unencrypted. If this default is not acceptable to one party or the other, data frames

shall not be successfully communicated between the LLC entities. Unencrypted data frames received at a

station configured for mandatory privacy, as well as encrypted data frames using a key not available at the

receiving station, are discarded without an indication to LLC (or without indication to distribution services

in the case of “To DS” frames received at an AP). These frames are acknowledged on the WM [if received

without frame check sequence (FCS) error] to avoid wasting WM bandwidth on retries.

5.4.3.4 Key Distribution

The privacy mechanisms require keys for the defined encryption algorithms. These keys need to be created, distributed, and “aged out.” IEEE 802.11 supports two mechanisms by which this can be done. The first is manually. The secondis available only in an ESN that usesan Upper Layer protocol that provides such a service.. As with authentication, an ESN allows a number of algorithms to be utilized. One such protocol, based on Kerberos, is mandated to provide for  interoperability among systems utilizing Upper Layer authentication. Kerberos provides for per authentication key create and distribution. It also provides mechanisms for aging out keys.


5.5.3.5 Data Authentication

The data authentication mechanism defines a means by which a station that receives a data packet from another station can ensure that the packet actually originated from the station whose MAC address is specified in the source address field of the packet. This feature is necessary since an unauthorized station may transmit packets with a source address that belongs to another station. This mechanism is available only to those stations using the AES privacy algorithm.

5.5.3.6 Replay Protection

The replay protection mechanism defines a means by which a station that receives a data packet from another station can ensure that the packet is not an unauthorized retransmission of a previously sent packet. This mechanism is available only to those stations using the AES privacy algorithm.
Replay protection is only applicable to unicast traffic.
5.5 Relationships Among Services

A STA keeps two state variables for each STA with which direct communication via the WM is needed:

— Authentication state: The values are unauthenticated and authenticated.

— Association state: The values are unassociated and associated.

In an ESN, the authentication state variable does not reside in the MAC layer but rather in the 802.1X entity. It corresponds to the state of the controlled port.

These two variables create four local states for each remote STA:

— State 1: Initial start state, unauthenticated, unassociated.

— State 2: Authenticated, not associated.

— State 3: Authenticated and associated.

— State 4: Associated,  but 802.1x Controlled port disabled


The relationships among these station state variables and the services are given in Figure 8.
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The current state existing between the source and destination station determines the IEEE 802.11 frame

types that may be exchanged between that pair of STAs (see Clause 7). The state of the sending STA given by Figure 8 is with respect to the intended receiving STA. The allowed frame types are grouped into classes and the classes correspond to the station state. In State 1, only Class 1 frames are allowed. If Upper Layer authentication is used class 2 frames may also be used in State 1 . In State 2, either

Class 1 or Class 2 frames are allowed. In State 3, all frames are allowed (Classes 1, 2, and 3). In state 4, most frames are allowed (All frames in Classes 1,2, and 3 except  for those in Class 4) but data frames may be discarded by the 802.1x entity residing above 802.11 MAC.

The frame classes are defined as follows:

a) Class 1 frames (permitted from within States 1, 2, and 3):

1) Control frames

i) Request to send (RTS)

ii) Clear to send (CTS)

iii) Acknowledgment (ACK)

iv) Contention-Free (CF)-End+ACK

v) CF-End

2) Management frames

i) Probe request/response

ii) Beacon

iii) Authentication: Successful authentication enables a station to exchange Class 2 frames.

Unsuccessful authentication leaves the STA in State 1.

iv) Deauthentication: Deauthentication notification when in State 2 or State 3 changes the

STA’s state to State 1. The STA shall become authenticated again prior to sending Class 2 frames. 

v) Announcement traffic indication message (ATIM)

3) Data frames

i) Data: Data frames with frame control (FC) bits “To DS” and “From DS” both false.

b) Class 2 frames (if and only if authenticated; allowed from within States 2 and 3 only):

1) Management frames:

i) Association request/response

— Successful association enables Class 3 frames.

— Unsuccessful association leaves STA in State 2.

ii) Reassociation request/response

— Successful reassociation enables Class 3 frames.

— Unsuccessful reassociation leaves the STA in State 2 (with respect to the STA that

was sent the reassociation message). Reassociation frames shall only be sent if the

sending STA is already associated in the same ESS.

iii) Disassociation

— Disassociation notification when in State 3 changes a Station’s state to State 2. This

station shall become associated again if it wishes to utilize the DS.

If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is

not authenticated with STA A, STA A shall send a deauthentication frame to STA B.

c) Class 3 frames (if and only if associated; allowed only from within State 3):

1) Data frames

— Data subtypes: Data frames allowed. That is, either the “To DS” or “From DS” FC bits

may be set to true to utilize DSSs.

2) Management frames

— Deauthentication: Deauthentication notification when in State 3 implies disassociation as

well, changing the STA’s state from 3 to 1. The station shall become authenticated again

prior to another association.

3) Control frames

— PS-Poll

d) Class 4 frames (Not permitted in State 4)

1) Management frames

i) Authentication: 

ii) Deauthentication: 

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is

authenticated but not associated with STA A, STA A shall send a disassociation frame to STA B.

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is

not authenticated with STA A, STA A shall send a deauthentication frame to STA B.

(The use of the word “receive” in this subclause refers to a frame that meets all of the filtering crite-ria

specified in Clauses 8 and 9.)

5.6 Differences Between ESS and Independent BSS LANs

In 5.2.1 the concept of the IBSS LAN was introduced. It was noted that an IBSS is often used to support an ad hoc network. In an IBSS network, a STA communicates directly with one or more other STAs.

Consider the full IEEE 802.11 architecture as shown in Figure 9.

An IBSS consists of STAs that are directly connected. Thus there is (by definition) only one BSS. Further,

since there is no physical DS, there cannot be a portal, an integrated wired LAN, or the DSSs. The logical

picture reduces to Figure 10.

Only the minimum two stations are shown in Figure 10. An IBSS may have an arbitrary number of members. In an IBSS, only Class 1 and Class 2 frames are allowed since there is no DS in an IBSS.

The services that apply to an IBSS are the SSs.

In an IBSS each STA must define and implement its own security model, and each STA must trust on the other STAs to implement and enforce a security model compatible with its own. In a ESS the AP can be used to enforce a uniform security model.

In an ESS the STA initiates all associations. In an IBSS a STA must be prepared for other partites to initiate association attempts. Thus, a STA in an IBSS can select the security algorithms it desires to use when it accepts an association initiated by another station, while in an ESS the AP always chooses the security suite being used.
5.7 Message Information Contents That Support the Services

Each service is supported by one or more IEEE 802.11 messages. Information items are given by name; for corresponding values, see Clause 7.

There may be QoS-specific and security-specific subclauses to be added here

5.7.1 Data 

For a STA to send data to another STA, it sends a data message, as shown below:

Data messages

— Message type: Data

— Message subtype: Data

— Information items:

• IEEE source address of message

• IEEE destination address of message

• BSS ID

— Direction of message: From STA to STA

5.7.2 Association

For a STA to associate, the association service causes the following messages to occur:

Association request

— Message type: Management

— Message subtype: Association request

— Information items:

• IEEE address of the STA initiating the association

• IEEE address of the AP with which the initiating station will associate

• ESS ID

— Direction of message: From STA to AP

Association response

— Message type: Management

— Message subtype: Association response

— Information items:

• Result of the requested association. This is an item with values “successful” and “unsuccessful.”

• If the association is successful, the response shall include the association identifier (AID).

— Direction of message: From AP to STA

5.7.3 Reassociation

For a STA to reassociate, the reassociation service causes the following message to occur:

Reassociation request

— Message type: Management

— Message subtype: Reassociation request

— Information items:

• IEEE address of the STA initiating the reassociation

• IEEE address of the AP with which the initiating station will reassociate

• IEEE address of the AP with which the initiating station is currently associated

• ESS ID

— Direction of message:

• From STA to AP (The AP with which the STA is requesting reassociation)

The address of the current AP is included for efficiency. The inclusion of the current AP address facilitates

MAC reassociation to be independent of the DS implementation.

Reassociation response

— Message type: Management

— Message subtype: Reassociation response

— Information items:

• Result of the requested reassociation. This is an item with values “successful”

 and “unsuccessful.”

• If the reassociation is successful, the response shall include the AID.

— Direction of message: From AP to STA

5.7.4 Disassociation

For a STA to terminate an active association, the disassociation service causes the following message to

occur:

Disassociation

— Message type: Management

— Message subtype: Disassociation

— Information items:

• IEEE address of the station that is being disassociated. This shall be the broadcast address in the

case of an AP disassociating with all associated stations.

• IEEE address of the AP with which the station is currently associated.

— Direction of message: From STA to STA (e.g., STA to AP or AP to STA)

5.7.5 Privacy

For a STA to invoke the WEP privacy algorithm (as controlled by the related MIB attributes, see Clause 11), the privacy service causes MPDU encryption and sets the WEP frame header bit appropriately (see Clause 7).

5.7.6 Authentication

For a STA to authenticate with another STA using either open or shared key authentication, the authentication service causes one or more authentication management frames to be exchanged. The exact sequence of frames and their content is dependent on the authentication scheme invoked. For all authentication schemes, the authentication algorithm is identified within the management frame body.

In an ESN using Upper Layer authentication, authentication frames are not permitted at the MAC layer. 

In an IBSS environment, either station may be the initiating STA (STA 1). In an ESS environment, STA 1 is 
the mobile STA, and STA 2 is the AP.

Authentication (first frame of sequence)

— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication algorithm identification

• Station identity assertion

• Authentication transaction sequence number

• Authentication algorithm dependent information

— Direction of message: First frame in the transaction sequence is always from STA 1 to STA 2.

The first frame in an authentication sequence shall always be unencrypted.

Authentication (intermediate sequence frames)

— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication algorithm identification

• Authentication transaction sequence number

• Authentication algorithm dependent information

— Direction of message:

• Even transaction sequence numbers: From STA 2 to STA 1

• Odd transaction sequence numbers: From STA 1 to STA 2

Authentication (final frame of sequence)

— Message type: Management

— Message subtype: Authentication

— Information items:

• Authentication algorithm identification

• Authentication transaction sequence number

• Authentication algorithm dependent information

• The result of the requested authentication. This is an item with values “successful” and

   “unsuccessful.”

— Direction of message: From STA 2 to STA 1
Note this sequence is not used with Upper Layer authentication. Upper Layer authentication does not use 802.11 authentication, and it is an error for a STA to initiate or accept these messages when using Upper Layer authentication.
5.7.7 Deauthentication

For a STA to invalidate an active authentication that was established using open or shared key authentication, the following message is sent:

Deauthentication

— Message type: Management

— Message subtype: Deauthentication

— Information items:

• IEEE address of the STA that is being deauthenticated

• IEEE address of the STA with which the STA is currently authenticated

• This shall be the broadcast address in the case of a STA deauthenticating all STAs currently

   authenticated.

— Direction of message: From STA to STA

In an ESN using Upper Layer authentication, Deauthentication frames are not permitted at the MAC level.

5.8 Reference Model

The existing reference model is correct for non-QoS.  

This standard presents the architectural view, emphasizing the separation of the system into four major parts: the MAC of the data link layer, the PHY,  IEEE 802.1x, and Upper Layer authentication protocols. These layers are intended to correspond closely to the lowest layers of the ISO/IEC basic reference model of Open Systems Interconnection (OSI) (ISO/IEC 7498-1: 1994 5 ). The layers and sublayers described in this standard are shown in Figure 11.

Figure 11 + 802.1x  + EAP + Upper layer authentication protocols

5.9 IEEE 802.11 and IEEE 802.1x

In an ESN, the Upper Layer Authentication mechanism relies on an 802.1x entity above the 802.11 MAC layer. Since authentication takes place above the MAC layer, any STA must associate with another without first using MAC authentication. With this model, decisions as to which packets are permitted onto the DS are made by the 802.1x entity rather than the 802.11 MAC entity. 

Given the key role of 802.1x in the Upper Layer Authentication, a brief summary of 802.1x and its use with 802.11 is presented here

5.9.1 802.1x (Informative)

Devices that attach to a LAN, referred to as Systems, have one or more points of attach-ment

to the LAN, referred to as Ports .

The Ports of a System provide the means whereby it can access services offered by other Systems reachable via the LAN, and also provide the means whereby it can offer services to other Systems reachable via the LAN. Port based network access control allows the operation of a System’s Port(s) to be controlled in order to ensure that access to its services is only permitted by Systems that are authorized to do so.

For the purposes of describing the operation of Port based access control, a Port of a System is able to adopt one of two distinct roles within an access ontrol interaction:

a) Authenticator The Port that wishes to enforce authentication and authorization before allow-ing

access to services that are accessible via that Port adopts the Authenticator role;

b) Supplicant . The Port that wishes to access the services offered by the Authenticator’s system

adopts the Supplicant role.

A further System role is described:

c) Authentication Server. The Authentication Server performs the authentication function nec-essary to check the credentials of the Supplicant on behalf of the Authenticator, and indicates

whether or not the Supplicant is authorized to access the Authenticator’s services.

As can be seen from these descriptions, all three roles are necessary in order to complete an authentication exchange. A given System can be capable of adopting one or more of these roles; for example, an Authenticator and an Authentication Server can be co-located within the same System, allowing that System to per-form the authentication function without the need for communication with an external server. Similarly, a Port can adopt the Supplicant role in some authentication exchanges, and the Authenticator role in others. An example of the latter might be found in a Bridged LAN, where a new Bridge added to the LAN might need to be successfully authenticated by the Port of the Bridge via which it connects to the LAN before it

can itself authenticate other systems that attach to its own Ports.

A Port Access Entity (PAE) operates the Algorithms and Protocols associated with the authentication mechanismsfor a given Port of the System.

In the Supplicant role, the PAE is responsible for responding to requests from an Authenticator for information that will establish its credentials. The PAE that performs the Supplicant role in an authentication exchange is known as the Supplicant PAE.

In the Authenticator role, the PAE is responsible for communication with the Supplicant, and for submitting the information received from the Supplicant to a suitable Authentication Server in order for the credentials to be checked and for the consequent authorization state to be determined. The PAE that performs the Authenticator role in an authentication exchange is known as the Authenticator PAE.

The Authenticator PAE controls the authorized/unauthorized state of its controlled Port depending

upon the outcome of the authentication process.

Figure 12  illustrates that the operation of Port based access control has the effect of creating two distinct points of access to the Authenticator System’s point of attachment to the LAN. One point of access allows the uncontrolled exchange of PDUs between the System and other Systems on the LAN, regardless of the authorization state (the uncontrolled Port); the other point of access allows the exchange of PDUs only if the current state of the Port is Authorized (the controlled Port). The uncontrolled and controlled Ports are con-sidered to be part of the same point of attachment to the LAN; any frame received on the physical Port is made available at both the controlled and uncontrolled port, subject to the authorization state associated with the controlled Port.

The point of attachment to the LAN can be provided by any physical or logical Port that can provide a one-to-one connection to a Supplicant System. For example, the point of attachment could be provided by a single LAN MAC in a switched LAN infrastructure. In LAN environments where the MAC method allows the possibility of a one-to-many relationship between an Authenticator and a Supplicant (for example, in shared media environments), the creation of a distinct association between a single Supplicant and a single Authen-ticator is a necessary pre-condition in order for the access control mechanisms described in this standard to 2 function. An example of such an association would be an IEEE 802.11 association between a station and an

access point.

Figure 12—Uncontrolled and Controlled Ports

     (figure 6-2 from 802.1x spec)

5.9.2 IEEE 802.11 Usage of IEEE 802.1x

In the Upper Layer authentication model, 802.11 depends upon the 802.1x  to control the flow of packets between the DS and unauthorizated stations by use of the controlled/uncontrolled port model outlined above. Per the model, stations are allowed to associate without any authentication so as to allow authentication process to take place. Authentication packets (contained in 802.11 MACdata frames) are passed via the uncontrolled port. Nonauthentication packets are passed (or blocked) via the controlled port. Each association between a pair of stations creates unique 802.1x “port” and authentication takes place relative to that port alone. The association exists only for a period of time sufficient for authorization to take place. Should authorization not be completed within that time, the station will be disassociated. 802.1X signals 802.11 that authentication has completed by setting the 802.11 session key.
5.10 IEEE 802.1x and Upper Layer Authentication Protocols

IEEE 802.1X does not provide an authentication mechanism suitable for use by 802.11; rather 802.1X is a framework for integrating authentication algorithms into 802 LANs. Hence there exists a requirement for additional protocols to supply authentication and the security services described in secton 5.3. The upper layer authentication mechanism, by use of EAP packets defined by 802.1x, supports a variety of protocols. In order to provide interoperability among different implementations of Upper Layer authentication based 802.11 systems, one specific set of protocols is specified as mandatory. 


The mandatory to implement authentication and key distribution algorithm is Kerberos over 802.1X, used in conjunction with IAKerb.

Kerberos is an authentication and key distribution mechanism. It uses three roles. First, Kerberos clients initiate authentication and key distribution exchanges. The point of these exchanges is to mutually authenticate the clients with Kerberos servers. The client does this by first authenticating itself with a Key Distribution Center, or KDC, and thereby obtaining a ticket to gain access to the server. The ticket can be interpreted only by the client and server, and contains a session key that is unique to this session. The client and server extract the session key, and use this to mutually authenticate. The ticket also contains a derived subkey that the client and server can use to secure communication between them; Kerberos does not describe how to use this key.
In 802.11’s use of Kerberos, the STA plays the role of the Kerberos client, and the AP the role of the Kerberos server. The role of the KDC is unspecified in the architecture. In some implementations, it may be a separate server, while in others it might be embedded in the AP.
Vanilla Kerberos itself assumes it is feasible for the client to communicate directly with both the KDC and the server. This is not feasible in the 802.11 architecture. To avoid this problem, the architecture requires the AP to implement IAKerb. This is a standard way for the Kerberos server to act as a proxy between the client and the KDC.
The GSS-API is a standard protocol that transports Kerberos as well several other authentication and key distribution algorithms. GSS-API encapsulated Kerberos is not interoperable with vanilla Kerberos. Upper Layer authentication uses the GSS-API version of Kerberos.
6. MAC Service Definition

6.1 Overview of MAC Services

6.1.1 MAC Data Services

This replaces what we have today by removing the word "asynchronous"

6.1.1.1 Asynchronous Data Service

This is the service provided by 802.11-1999, and may be a paragraph or a subheading as appropriate

6.1.1.2 QoS Data Service

This is the new service(s) provided by 802.11E (QoS), and may be a paragraph or subheading as appropriate.

6.1.2 Security services

Security services in IEEE 802.11 are provided by the authentication service and the WEP mechanism. The scope of the security services provided is limited to station-to-station data exchange. The privacy service offered by an IEEE 802.11 WEP implementation is the encryption of the MSDU. For the purposes of this standard, WEP is viewed as a logical service located within the MAC sublayer as shown in the reference model, Figure 11. Actual implementations of the WEP service are transparent to the LLC and other layers above the MAC sublayer.

The security services provided in IEEE 802.11 are as follows:

a) Confidentiality;

b) Authentication; and

c) Access control in conjunction with layer management. Special cases of this latter function are

d) Data authenticity, and

e) Replay protection.

During the authentication exchange, parties A and B exchange authentication information as described in Clause 8.

The MAC sublayer security services provided by WEP rely on information from non-layer 2 management or system entities. Management entities communicate information to WEP through a set of MIB attributes.
6.1.3 MSDU Ordering

Strict ordering is restricted to non-QoS service, "reorderable multicast" may be renamed "reorderable"

Reording between QoS traffic and unknown-QoS (including asynchronous) traffic is permitted, and reordering between labelled flows is permitted, but order is preserved within each labelled flow.
Note the interaction of QoS and Replay protection. Replay protection will drop unicast data frames that are too old.
6.2 Detailed Service Specification

6.2.1 MAC Data Services

6.2.1.1 MA-UNITDATA.request

6.2.1.1.1 Function

6.2.1.1.2 Semantics of the Service Primitive

The parameters of the primitive are as follows:

MA-UNITDATA.indication 
(
source address,
destination address,
routing information,
data,
reception status,
priority,
service class,
association ID
)

The SA parameter is an individual address as specified by the SA field of the incoming frame.

The DA parameter is either an individual or a group address as specified by the DA field of the incoming frame.

The routing information parameter specifies the route that was used for the data transfer. IEEE 802.11 will always set this field to null.

The data parameter specifies the MSDU as received by the local MAC entity.

The reception status parameter indicates the success or failure of the received frame for those frames that IEEE 802.11 reports via an MA-UNITDATA.indication. This MAC only reports “success” when all failures of reception are discarded without generating MA-UNITDATA.indication.

The priority parameter specifies the receive processing priority that was used for the data unit transfer. IEEE 802.11 allows two values: Contention or ContentionFree
The service class parameter specifies the receive service class that was used for the data unit transfer. IEEE 802.11 allows two values: ReorderableMulticast or StrictlyOrdered.

The association ID parameter is the value assigned to a station in the MAC management Association Response.  This parameter may be used in an access point to identify the port from which a frame is received for the purpose of filtering, such as is described in IEEE 802.1x.
6.2.1.1.3 When Generated

6.2.1.1.4 Effect of Receipt

6.2.1.2 MA-UNITDATA.indication

6.2.1.2.1 Function

6.2.1.2.2 Semantics of the Service Primitive

Add values (0-7) as allowable for the "priority" parameter (when service class = reorderable) to specify QoS flow labels
6.2.1.2.3 When Generated

6.2.1.2.4 Effect of Receipt

6.2.1.3  MA-UNITDATA-STATUS.indication

6.2.1.3.1 Function

OPEN ISSUE:  There is no mechanism to identify a specific MSDU that is the subject of an "undeliverable" result (flaw in the existing standard) and the same may apply to status dependent on a delivery attempt for the QoS extensions.

6.2.1.3.2 Semantics of the Service Primitive

Add values (0-7) as allowable for the "priority" parameter (when service class = reorderable) to specify QoS flow labels

There may be new transmission status values defined by the QoS and security sub-groups
6.2.1.3.3 When Generated

6.2.1.3.4 Effect of Receipt

7. Frame Formats

7.1 MAC Frame Formats

7.1.1 Conventions

7.1.2 General frame format

7.1.2.1 Original WEP MPDU Expansion

Figure 2 shows the encrypted MPDU as constructed by the WEP algorithm.
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Figure 2, Construction of Expanded WEP MPDU

The WEP ICV  shall be a 32-bit field containing the 32-bit Cyclic Redundancy Check (CRC) defined in clause 7.1.3.6 calculated over the Data (PDU)  field as depicted in Figure . The expanded MPDU shall include a 32 bit IV field immediately preceding the MPDU.  This field shall contain three sub-fields: a three octet field that contains the initialization vector, a 2 bit key ID field and a 6 bit pad field. The ordering conventions defined in 7.1.1 apply to the IV fields and its sub-fields and to the ICV field. The key ID subfield contents select one of four possible secret key values for use decrypting this MPDU.  Interpretation of these bits is discussed further in clause XXXX.  The contents of the pad subfield shall be zero.  The key ID occupies the two most significant bits of the last octet of the IV field, while the pad occupies the six least significant bits of this octet.

The WEP mechanism is invisible to entities outside the 802.11 MAC data path.

For Original Wep/RC4, the EngAlg field will have a value of  0.

7.1.2.2 WEP2 MPDU Expansion

Figure XXX shows the encrypted MPDU as constructed by the WEP2/RC4 algorithm.
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Note: The encipherment process has expanded the original MPDU by 20 Octets, 16 for the Initialization Vector 

(IV) field

 and 4 for the Integrity Check Value (ICV).  The ICV is calculated on the Data field only.
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Issue: Consider adding an RV (Random Vector) of 4 bytes of random data before the ICV. Why? This is not a block cipher using some sort of feedback mode like CBC, so what cryptographic good would it do?
Issue: Consider shortening the IV and using the PDU length as part of the IV seed.

7.1.2.3 AES MPDU Expansion

Figure XXX shows the encrypted MPDU as constructed by the WEP2/RC4 algorithm.
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7.1.2.4 Forward Error Correction (FEC) frame format

OPEN ISSUE

7.1.3 Frame fields

7.1.3.1 Frame control field

7.1.3.1.1 Protocol Version field

The protocol version needs to remain =0 for 802.11E to meet PAR requirements

7.1.3.1.2 Type and Subtype fields

All names of new frame subtypes are subject to revision.  Comments are used to capture intent.

	Type Value
b3 b2
	Type Description
	Subtype Value
b7 b6 b5 b4
	Subtype Description

	00
	Management
	0000
	Association request

	00
	Management
	0001
	Association response

	00
	Management
	0010
	Reassociation request

	00
	Management
	0011
	Reassociation response

	00
	Management
	0100
	Probe request

	00
	Management
	0101
	Probe response

	00
	Management
	0110-0111
	Reserved

	00
	Management
	1000
	Beacon

	00
	Management
	1001
	ATIM

	00
	Management
	1010
	Disassociation

	00
	Management
	1011
	Authentication

	00
	Management
	1100
	Deauthentication

	00
	Management
	1101
	VS Update


	00
	Management
	1110
	Error and Overlap


	00
	Management
	1111
	Reserved

	01
	Control
	0000-0010
	Reserved

	01
	Control
	0011
	Reservation Request (RR
)

	01
	Control
	0100
	Contention-Free (CF) Schedule

	01
	Control
	0101
	Delayed Acknowledgement (DlyAck) 

	01
	Control
	0110
	Contention Control (CC)

	01
	Control
	0111
	Contention Control + CF-Ack

	01
	Control
	1000
	Contention-Free (CF)-MultiPoll 

	01
	Control
	1001
	CF-MultiPoll + CF-Ack 

	01
	Control
	1010
	Power Save (PS)-Poll

	01
	Control
	1011
	Request To Send (RTS)

	01
	Control
	1100
	Clear To Send (CTS)

	01
	Control
	1101
	Acknowledgement (ACK)

	01
	Control
	1110
	Contention-Free (CF)-End

	01
	Control
	1111
	CF-End + CF-Ack

	10
	Data
	0000
	Data

	10
	Data
	0001
	Data + CF-Ack

	10
	Data
	0010
	Data + CF-Poll

	10
	Data
	0011
	Data + CF-Ack + CF-Poll

	10
	Data
	0100
	Null (no data)

	10
	Data
	0101
	CF-Ack (no data)

	10
	Data
	0110
	CF-Poll (no data)

	10
	Data
	0111
	CF-Ack + CF-Poll (no data)

	10
	Data
	1000
	reserved


	10
	Data
	1001
	reserved

	10
	Data
	1010
	reserved

	10
	Data
	1011
	reserved

	10
	Data
	1100
	reserved

	10
	Data
	1101
	reserved

	10
	Data
	1110
	reserved

	10
	Data
	1111
	reserved

	11
	Reserved
	0000-1111
	Reserved


7.1.3.1.3 To DS field

7.1.3.1.4 From DS field

The conflicting provisions between clauses 7 and 9 about direct station-to-station transfers during the CFP should be resolved either as proposed in 00/120r1 (allow using WDS format, which is more consistent for bridge portal operation) or a proposed in 00/254 (allow) (see 00/254).

7.1.3.1.5 More Fragments field

7.1.3.1.6 Retry field

7.1.3.1.7 Power Management field

7.1.3.1.8 More Data field

7.1.3.1.9 WEP field

The WEP field is one bit in length.  The WEP field is set to 1 if the Frame Body field contains information that has been processed by an encryption algorithm.  The WEP field is only set to 1 within frames of Type Data and frames of Type Management, Subtype Authentication.  The WEP field is set to 0 in all other frames.  When the WEP bit is set to 1, the Frame Body field is encrypted using the encryption algorithm selected during association as described in X.X.X Capability Information and expanded as defined in 8.2.5.

7.1.3.1.10 Order field

7.1.3.2 Duration/ID field

New uses for reserved codes during CFP may result in new fields hence new subclauses below 7.1.3.2

By re-defining some details of the AckPolicy, NonFinal, TxOpLimit, and VSSize fields  in the DurationID field the 3-bit label can be included in this field and the VSID field can be removed, thereby releasing the stream-data subtypes back to being reserved.  A table of the proposed field positions and encodings will be included in 00/332r1. 

7.1.3.3 Address fields

7.1.3.3.1 Address Representation

7.1.3.3.2 Address Designation

7.1.3.3.3 BSSID field

7.1.3.3.4 Destination Address (DA) field

7.1.3.3.5 Source Address (SA) field

7.1.3.3.6 Receiver Address (RA) field

7.1.3.3.7 Transmitter Address (TA) field

7.1.3.4 Sequence Control field

7.1.3.4.1 Sequence Number field

There needs to be a sequence number set for each label value (and corresponding duplicate filtering tuple per label in clause 9.x)

7.1.3.4.2 Fragment Number field

7.1.3.5 Frame Body field

The intent is to keep the overall MPDU size at or below 2304 + 8 (wep) + 34 (mac header & crc)

7.1.3.6 FCS field

7.2 Format of individual frame types

7.2.1 Control frames

There are likely to be new control subtypes to be added in subclauses below 7.2.1

7.2.1.1 Request To Send (RTS) frame format

7.2.1.2 Clear To Send (CTS) frame format

7.2.1.3 Acknowledgement (ACK) frame format

7.2.1.4 Power Save Poll (PS-Poll) frame format

7.2.1.5 CF-End frame format

7.2.1.6 CF-End + CF-Ack frame format

The following group of control frames provides enhanced PCF efficiency as well as facilitating QoS scheduling and reduced latency by supporting turning CF-Polls into TxOps that have specified duration under which the station receiving the TxOp can make local transmission decisions so long as the TxOp duration is not exceeded.  The general functionality and format is based on 00/120r1.

7.2.1.7 Contention-Free (CF-)Schedule frame format

7.2.1.8 Delayed Acknowledgement (DlyAck) frame format

7.2.1.9 Contention Control (CC) frame format

7.2.1.10 CC + CF-Ack frame format

7.2.1.11 Reservation Request (RR) frame format

7.2.1.12 Contention-Free (CF) Multipoll

7.2.1.13 CF-Multipoll + CF-Ack

7.2.2 Data frames

7.2.3 Management frames

There are likely to be new control subtypes to be added in subclauses below 7.2.1

7.2.3.1 Beacon frame format

Includes new elements, such as load indication element, and probably others

7.2.3.2 IBSS Announcement Traffic Indication Message (ATIM) frame format

7.2.3.3 Disassociation frame format

7.2.3.4 Association Request frame format

May include new elements such as the power save control element

Table 7 – Association Request frame body

	Order
	Information
	Note

	1
	Capability information
	

	2
	Listen interval
	

	3
	SSID
	

	4
	Supported rates
	

	5
	
	

	6
	
	

	7
	Authentication Suite Element
	Only included if STA is negotiating enhanced security.

	8
	Cipher Suite Element
	Only included if STA is negotiating enhanced security

	9
	Nonce Element
	Only included if STA is negotiating enhanced security using the AES algorithm.


When used, the Authentication suite, Unicast Cipher suite, and Multicast cipher suite elements identify the authentication, unicast cipher suite, and multicast cipher suite the STA is proposing to use. The algorithms identifiers for each of these are specified in the preferred order of the STA, from most desirable to least. Including a single algorithm identifier indicates the STA is willing to use at most one algorithm.
7.2.3.5 Association Response frame format

Table 8 – Association Response frame body

	Order
	Information
	Note

	1
	Capability information
	

	2
	Status code
	

	3
	Association ID (AID)
	

	4
	Supported rates
	

	5
	
	

	6
	
	

	7
	Authentication suite element
	Only included when STA negotiates enhanced security.

	8
	Unicast Cipher suite element
	Only included when STA negotiates enhanced security.

	9
	Multicast cipher suite element
	Only included when STA negotiates enhanced security

	10
	Nonce element
	Only included when STA negotiates enhanced security using the AES algorithm

	11
	Realm name
	Only included when STA negotiates enhanced security

	12
	Principal name
	Only included when STA negotiates enhanced security


When used, the Authentication suite, Unicast Cipher suite, and Multicast cipher suite elements identify the specific authentication, unicast cipher suite, and multicast cipher suite to use with this session; that is each specifies a unique algorithm. The values returned in these fields MUST be selected from the list proposed in the Association Request to which this message responds.
This frame format is Kerberos specific. Do we need a more flexible mechanism to permit other elements beside realm and principal names?
7.2.3.6 Reassociation Request frame format

Table 9 – Reassociation Request frame body

	Order
	Information
	Note

	1
	Capability information
	

	2
	Listen interval
	

	3
	Current AP address
	

	4
	SSID
	

	5
	Supported rates
	

	6
	
	

	7
	
	

	8
	Authentication Suite Element
	Only included if STA is negotiating enhanced security.

	9
	Unicast Cipher Suite Element
	Included on if STA is negotiating enhanced security

	10
	Multicast Cipher Suite Element
	Included on if STA is negotiating enhanced security

	11
	Nonce Element
	Only included if STA is negotiating enhanced security using the AES algorithm.


When used, the Authentication suite, Unicast Cipher suite, and Multicast cipher suite elements identify the authentication, unicast cipher suite, and multicast cipher suite the STA is proposing to use. The algorithms identifiers for each of these are specified in the preferred order of the STA, from most desirable to least. Including a single algorithm identifier indicates the STA is willing to use at most one algorithm.

7.2.3.7 Reassociation Response frame format

May include new elements such as the power save control element
Table 10 – Reassociation Response frame body

	Order
	Information
	Note

	1
	Capability information
	

	2
	Status code
	

	3
	Association ID (AID)
	

	4
	Supported rates
	

	5
	
	

	6
	
	

	7
	Authentication suite element
	Only included when STA negotiates enhanced security.

	8
	Unicast Cipher suite element
	Only included when STA negotiates enhanced security.

	9
	Multicast cipher suite element
	Only included when STA negotiates enhanced security

	10
	Nonce element
	Only included when STA negotiates enhanced security using the AES algorithm

	11
	Realm name
	Only included when STA negotiates enhanced security

	12
	Principal name
	Only included when STA negotiates enhanced security


When used, the Authentication suite, Unicast Cipher suite, and Multicast cipher suite elements identify the specific authentication, unicast cipher suite, and multicast cipher suite to use with this session; that is each specifies a unique algorithm. The values returned in these fields MUST be selected from the list proposed in the Association Request to which this message responds.

7.2.3.8 Probe Request frame format

When configured to support Enhanced security services, the STA MUST also include include request information elements in its Probe Request, asking for Authentication suite, Unicast cipher suite, Multicast cipher suite element, Realm name element, and Principal name element.
May need new elements

How does the STA indicate it supports enhanced security? The Probe request does not include the capability field, so we cannot use this to request the enhanced security parameters.

7.2.3.9 Probe Response frame format

Needs new elements, including load indication element perhaps others

Table 12 – Probe Response frame body

	Order
	Information
	Note

	1
	Timestamp
	

	2
	Beacon interval
	

	3
	Capability information
	

	4
	SSID
	

	5
	Supported rates
	

	6
	FH parameter set
	The FH Parameter Set information is present within Probe response frames generated by STAs using frequency-hopping PHYs

	7
	DS parameter set
	The DS Parameter Set information is present within Probe Response frames generated by STAs using direct sequence PHYs

	8
	CF parameter set
	The CF Parameter Set information is present within Probe Response frames generated by APs supporting a PCF

	9
	IBSS parameter set
	The IBSS Parameter Set information is present within Probe Response frames generated by STAs in an IBSS

	10
	
	

	11
	
	

	12
	Authentication Suite Element
	The Authentication suite element is present within Probe Response frames only if the STA announces it supports enhanced security in the Probe request and the ESS supports enhanced security.

	13
	Cipher Suite Element
	The Cipher suite element is present within Probe Response frames only if the STA announces it supports enhanced security in the Probe request and the ESS supports enhanced security.

	14
	Multicast Cipher Suite Element
	The Multicast suite element is present within Probe Response frames only if the STA announces it supports enhanced security in the Probe request and the ESS supports enhanced security.


7.2.3.10 Authentication frame format

Table 13 – Authentication frame body

	Order
	Information
	Note

	1
	Authentication algorithm number
	

	2
	Authentication transaction sequence number
	

	3
	Status code
	The status code information is and set to 0 in certain authentication frames as defined in Table 14

	4
	Challenge text
	The challenge text information is present in certain authentication frames as defined in Table 14


Table 14 – Presence of challenge text information

	Authentication Algorithm
	Authentication transaction sequence no.
	Status code
	Challenge text

	Open System
	1
	Reserved
	Not Present

	Open System
	2
	Status
	Not Present

	Shared Key
	1
	Reserved
	Present

	Shared Key
	2
	Status
	Present

	Shared Key
	3
	Reserved
	Present

	Shared Key
	4
	Status
	Present

	Upper Layer
	1
	Reserved
	Not present

	Upper Layer
	2
	Status
	Not present


7.2.3.11 Deauthentication frame format

7.3 Management frame body components

7.3.1 Fixed Fields

There may be new fixed fields (in new management subtypes) to be added in subclauses below 7.3.1

7.3.1.1 Authentication Algorithm Number field

7.3.1.2 Authentication Transaction Sequence Number field

7.3.1.3 Beacon Interval field

7.3.1.4 Capability Information field

Modify “Figure 27 -- Capability Information Fixed Field” to add B11 which is “Enhanced Security”.

In addition to defining new capability bits, it is advisable to define an escape mechanism for indicating the existence of an extended capabilities element, since it will be needed eventually.

There will be a QoS capability bit in position 8 of the field, and may be a very small number of additional capability bits needed, depending on details yet undefined.

APs shall set the Enhanced Security subfield (B11) of the Capability Information to 1 in Beacon and Probe Response Management frames to indicate support for enhanced security negotiation.

STAs in ESS mode shall set the Enhanced Security subfield to 0.

STAs in IBSS mode shall set the Enhanced Security subfield to TBD.
7.3.1.5 Current AP Address field

7.3.1.6 Listen Interval field

7.3.1.7 Reason Code field

There will probably be new reason codes from each of QoS and security

7.3.1.8 Association ID (AID) field

7.3.1.9 Status Code field

There will probably be new status codes from each of QoS and security

7.3.1.10 Timestamp field

7.3.2 Information Elements

There will probably be new information elements from each of QoS and security

7.3.2.1 Service Set Identity (SSID) element

7.3.2.2 Supported Rates element

7.3.2.3 FH Parameter Set element

7.3.2.4 DS Parameter Set element

7.3.2.5 CF Parameter Set element

7.3.2.6 Traffic Information Map (TIM) element

7.3.2.7 IBSS Parameter Set element

7.3.2.8 Challenge Text element

A few likely QoS-related elements follow, there will almost certainly be more:

7.3.2.9 Load indication element

General view that it is very useful to include feedback in beacons & probe responses on BSS load to assist in intelligent mobility transition decisions and also because a load feedback mechanism of some sort is needed in suggested DCF-based schemes (e.g. D-QoS).  The exact items to include in this element are TBD based on other aspects of the baseline.

7.3.2.10 QoS Parameter Set element

This is needed in the "VS Update" management frame, and should use a bit map or similar mechanism to allow inclusion of only those parameter values relevant to the label being specified.  The intent is to firm up the list of parameters at the first teleconference.

7.3.2.11 Error Statistics element

Error feedback is needed for several QoS mechanisms and BSS overlap detection (when the APs cannot receive each other's transmissions), so an element to provide this feedback is needed.

7.3.2.12 Overlap CFP control element(s)

The specifics of the mechanism can be filled in after other QoS-related stuff settles down in the baseline proposal, but the intent is to include elements and management frames needed for a BSS/CFP overlap mitigation mechanism.

7.3.2.13 DFS information and/or control element

placeholder for spectrum management study group

7.3.2.14 TPC information and/or control element

placeholder for spectrum management study group

7.3.2.15 BSS Change Element

Placeholder for communicating impending changes to BSS operation such as handover of AP or PC function, and other issues related to service availability (the first item on 802.1D's list of QoS attributes).  May also be useful in BSS overlap management.  The element needs an activation count so that it can be sent (repeatedly) in advance of taking effect.

7.3.2.16 Power Save Control Element

This is a mechanism for the definition of a subset of the beacon interval that a power save station is to be awake (and possibly other power-save related parameters) to receive (under DCF and/or PCF) to permit a station with active QoS to be able to use power save without the inherent delay and extra PS-poll traffic of the DCF power save mechanism nor the excessive on-time (full CFP) in the PCF power save mechanism.  The "listen epoch" mechanism proposed in 00/120r1 is one possible approach, but by no means the only possibility.

7.3.2.17 Authentication Suite Element (ASE)

The Authentication Suite Element (ASE) contains a list of authentication suite selectors.

The ASE is present in probe responses only if the element was requested in the probe request. This is accomplished by inserting an Information Request into the Probe request conveying the ASE element id.  The ASE in a probe response contains a list of available authentication suites.

The ASE may be present in an Association Request and Reassociation Request to specify the desired authenciation suite; if the ASE is missing, then no upper layer authentication is selected, and basic Open Authentication or Shared Key Authentication will be used.  The ASE of an Association Request and Reassociation Request may contain more than one Authentication Suite Selector.

The ASE may be present in an Association Response and Reassociation Response to specify the authentication suite to be used during the upper layer authentication.  The ASE of an Association Response and Reassociation Response may contain only a single Authentication Suite Selector.
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The length of the element is (4n) octets, where n is the number of Authentication Suites in the list.

Authentication Suites are selected using a 4 octet field consisting of a 3-octet OUI and 1-octet value field.  Note that the OUI field is transmitted most significant byte first.

	OUI
(3 octets)
	Value
(1 octet)


Figure xx – Authenticaion Suite Selector format

The following table shows assigned  Authentication Suite Selector :

Table xx – Authentication Suite Selectors

	OUI
	Value
	Meaning

	00:00:00
	0
	Basic Wep/RC4.

	00:00:00
	1
	Wep2.

	00:00:00
	2
	AES

	00:00:00
	3-255
	Reserved

	Other
	Other
	Vendor Specific


7.3.2.18 Unicast Cipher Suite Element (UCSE)

The Unicase Cipher Suite Element (UCSE) contains a list of cipher suite selectors.

The UCSE is present in probe responses only if the element was requested in the probe request. This is accomplished by inserting an Information Request into the Probe request conveying the UCSE element id.  The UCSE in a probe response contains a list of available cipher suites.

The UCSE may be present in an Association Request and Reassociation Request to specify the desired cipher suite; if the UCSE is missing, then WEP/RC4 is requested by default.  The UCSE of an Association Request and Reassociation Request may contain more than one Cipher Suite Selector.

The UCSE may be present in an Association Response and Reassociation Response to specify the cipher suite to be used for encryption of packets to and from that STA.  The UCSE of Association Response and Reassociation Response packets may contain only a single Cipher Suite Selector.


The length of the element is (4n) octets, where n is the number of Cipher Suites in the list.

Cipher Suites are selected using a 4 octet field consisting of a 3-octet OUI and 1-octet value field.  Note that the OUI field is transmitted most significant byte first.
	OUI
(3 octets)
	Value
(1 octet)


Figure xx – Cipher Suite Selector format

The following table shows assigned Cipher Suite Selector :

Table xx – Cipher Suite Selectors

	OUI
	Value
	Meaning

	00:00:00
	0
	Open Authentication

	00:00:00
	1
	Shared Key Authentication

	00:00:00
	2
	Unspecified Upper Layer

	00:00:00
	3
	802.1X

	00:00:00
	4-255
	Reserved

	Other
	Other
	Vendor Specific


7.3.2.19 Multicast Cipher Suite Element (MCSE)

The Multicast Cipher Suite Element (MCSE) contains a single cipher suite selector.  The indicated cipher suite is to be used for encrypted transmission of multicast and broadcast (Address1) packets.

The MCSE is present in probe responses only if the element was requested in the probe request. This is accomplished by inserting an Information Request into the Probe request conveying the MCSE element id.
The MCSE may be present in an Association Response and Reassociation Response to specify the cipher suite to be used for encryption of MC/BC (Address1) packets sent by the AP.  If the MCSE is not present, then all MC/BC traffic is either sent unencrypted or encrypted using basic WEP/RC4.


The length of the element is (4) octets. The MCSE uses the same Cipher Suite Selector values as described in “7.3.2.x Cipher Suite Element (CSE)”.

7.3.2.20 Nonce Element

The Nonce element is used to convey a psuedo-random number to the peer in Associate and Reassociate Requests and Responses, to make these messages more suitable for the key derivation algorithm. It has the format

A message may include at most one Nonce element The value of the nonce field in the Nonce element is psuedo-randomly generated. It MUST NOT be generated using an entropy pool also used to generate encryption keys and other secrets.
7.3.2.21 Authentication Suite Selector

Each Authentication Suite Selector value specifies a single authenticaion method as elaborated in the following table.

	OUI
	VALUE
	Description

	00:00:00
	0
	Open Authentication

	00:00:00
	1
	Shared Key Authentication

	00:00:00
	2
	Unspecified Upper Layer
Authentication

	00:00:00
	3
	802.1X

	00:00:00
	4-255
	Reserved

	Other
	Other
	Vendor Specific


7.3.2.22 Unicast Cipher Suite Selector

Each Unicast Cipher Suite Selector value specifies a single MAC-level encryption method as elaborated in the following table.

	OUI
	VALUE
	Description

	00:00:00
	0
	Basic Wep/RC4

	00:00:00
	1
	Wep2

	00:00:00
	2
	AES

	00:00:00
	3-255
	Reserved

	Other
	Other
	Vendor Specific


7.3.2.23 Multicast Cipher Suite Selector

Each Multicast Cipher Suite Selector value specifies a single MAC-level encryption method as elaborated in the following table.

	OUI
	VALUE
	Description

	00:00:00
	0
	Basic Wep/RC4

	00:00:00
	1
	Wep2

	00:00:00
	2
	AES

	00:00:00
	3-255
	Reserved

	Other
	Other
	Vendor Specific


7.3.2.24 Realm Name

The Realm name specifies the realm name of the BSS.


A realm name follows the conventions for realm names defined in Section 7.1 of RFC 1510.

7.3.2.25 AP Principal Name

The AP Principal Name specifies the AP’s Kerberos name.


A princiapl name follows the conventions for realm names defined in Section 7.2 of RFC 1510.

8. Authentication and privacy

8.1 Authentication services

802.11 defines three subtypes of authentication service; “Open System”, “Shared Key” and “Upper Layer”. The subtype invoked is indicated in the body of authentication management frames. Thus authentication frames are self identifying with respect to authentication algorithm. All Management frames of subtype Authentication shall be unicast frames as Authentication is done between pairs of stations (i.e. multicast Authentication is not allowed). Management frames of subtype Deauthentication are advisory, and may therefore be sent as group-addressed frames.

A mutual authentication relationship shall exist between two stations following a successful authentication exchange as described below. Authentication shall be used between stations and the AP in an infrastructure BSS. Authentication may be used between two stations in an IBSS.

8.1.1 Open System authentication

Open system authentication is the simplest of the available authentication algorithms. Essentially it is a null authentication algorithm. Any station that requests authentication with this algorithm may become authenticated if aAuthenticationType at the recipient station is set to Open System Authentication.  Open System Authentication is not required to be successful as a Station may decline to authenticate with any particular other Station. Open system authentication is the default authentication algorithm.

Open system authentication involves a two step authentication transaction sequence. The first step in the sequence is the Identity assertion and request for authentication. The second frame in the sequence is the authentication result. If the result is “successful” the stations shall be mutually authenticated.

8.1.1.1 Open System Authentication (First frame)

Message type:

Management

Message sub-type:

Authentication

Information Items:

Authentication Algorithm Identification = “open system”

Station Identity Assertion (in SA field of header)

Authentication transaction sequence number = 1

Authentication algorithm dependent information (none)

Direction of message:

From authentication initiating STA

8.1.1.2 Open System Authentication (Final frame).

Message type:

Management

Message sub-type:

Authentication

Information Items:

Authentication Algorithm Identification = “open system”

Authentication transaction sequence number = 2

Authentication algorithm dependent information. (none)

The result of the requested authentication as defined in 0.

Direction of message:

From authenticating station to initiating station.

If aAuthenticationType does not include the value “Open System”, the result code shall not take the value “successful”.
8.1.2 Shared Key authentication

Shared Key authentication supports authentication of Stations as either a member of those who know a shared secret key or a member of those who do not.  802.11 shared key authentication accomplishes this without the need to transmit the secret key in the clear; requiring the use of the WEP privacy mechanism. Therefore, this authentication scheme is only available if the WEP option is implemented.  Additionally, the Shared Key authentication algorithm shall be implemented as one of aAuthenticationAlgorithms at any station where WEP is implemented.

The required secret, shared key is presumed to have been delivered to participating stations via a secure channel which is independent of 802.11.  This shared key is contained in a write-only MIB attribute via the MAC management path. The attribute is write-only so that the key value remains internal to the MAC.

During the shared key authentication exchange, both the challenge and the encrypted challenge are transmitted. This facilitates unauthorized discovery of the PRN (pseudo random number) sequence for the key/IV pair used for the exchange. Implementations should therefore avoid using the same key/IV pair for subsequent frames.

A station shall not initiate a shared key authentication exchange unless its aPrivacyOptionImplemented attribute is “true”.

In the following description, the station initiating the authentication exchange is referred to as the requester, and the station to which the initial frame in the exchange is addressed is referred to as the responder.

8.1.2.1 Shared Key Authentication (First frame)

Message type:

Management

Message sub-type:

Authentication

Information Items:

Station Identity Assertion (in SA field of header)

Authentication Algorithm Identification = “shared key”

Authentication transaction sequence number = 1

Authentication algorithm dependent information (none)

Direction of message:

From requester to responder

8.1.2.2 Shared Key Authentication (Second frame)

Before sending the second frame in the shared key authentication sequence, the responder shall use WEP to generate a string of octets which shall be used as the authentication challenge text.

Message type:

Management

Message sub-type:

Authentication

Information Items:

Authentication Algorithm Identification = “shared key”

Authentication transaction sequence number = 2

Authentication algorithm dependent information. = the authentication result.

The result of the requested authentication as defined in 0. 

If the status code is not “successful” this shall be the last frame of the transaction sequence. If the value is not “successful”, the content of the challenge text field is unspecified.

If the status code value is “successful”, the following additional information items shall have valid contents:

Authentication algorithm dependent information = Challenge text.

This field shall be of fixed length of 128 octets. The field shall be filled with octets generated by the WEP PRNG. The actual value of the challenge field is unimportant, but the value shall not be a single static value. The key and IV used when generating the challenge text is unspecified because this key/IV value does not have to be shared and does not affect interoperability.

Direction of message:

From responder to requester.

8.1.2.3 Shared Key Authentication (Third frame)

The station which received the successful second frame in the sequence shall copy the challenge text from the second frame into the third frame. The third frame shall be transmitted after encryption by WEP, as defined in clause 8.2.3 using the shared secret key.

Message type:

Management

Message sub-type:

Authentication

Information Items:

Authentication Algorithm Identification = “shared key”

Authentication transaction sequence number = 3

Authentication algorithm dependent information = challenge text from sequence two frame.

Direction of message:

From requester to responder

This frame shall be encrypted as described below.

8.1.2.4 Shared Key Authentication (Final frame)

The responder shall attempt to decrypt  the contents of the third frame in the authentication sequence as described below. If the WEP ICV check is successful, the responder shall then compare the decrypted contents of the challenge text field to the challenge text that was sent in frame 2 of the sequence. If they are the same then the responder shall respond with a successful status code in frame 4 of the sequence. If the WEP ICV check fails, the responder shall respond with an unsuccessful status code in frame 4 of the sequence as described below.Message type:

Management

Message sub-type:

Authentication

Information Items:

Authentication Algorithm Identification = “shared key”

Authentication transaction sequence number = 4

Authentication algorithm dependent information. = the authentication result.

The result of the requested authentication. 

This is a fixed length item with values "successful" and "unsuccessful".

Direction of message:

From responder to requester

8.1.3 Upper Layer Authentication

Upper layer authentication performs authentication in a layer above the IEEE 802.11 MAC layer. It uses a null authentication algorithm at the IEEE 802.11 layer. Any station that requests authentication with this algorithm may become authenticated if aAuthenticationType at the recipient station is set to Upper Layer Authentication.  Upper Layer Authentication is not required to be successful as a Station may decline to authenticate with any particular other Station.
Upper layer authentication involves a two step authentication transaction sequence. The first step in the sequence is the Identity assertion and request for authentication. The second frame in the sequence is the authentication result. If the result is “successful” the stations shall be mutually authenticated at the IEEE 802.11 layer. After association, authentication will continue at an upper layer.

8.1.3.1 Theory of Operation

Upper layer authentication does not use and does not permit the use of 802.11 authentication frames. Instead all authentication decisions are deferred to 802.1X. 802.11 depnds on 802.1X to filter any traffic sent prior to the authentication decision.
8.1.3.2 
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8.1.3.4 Upper Layer Authentication Theory of Operation.

Upper layer authentication makes use of authentication at a higher networking layer above IEEE 802.11. This allows for WEP keys to get set dynamically set during the authentication process. Above IEEE 802.11 is IEEE 802.1X/EAPOL. IEEE 802.1X is a draft standard for Port based Network Access Control. T(the IEEE 802.1X port getsis mapped to the IEEE 802.11 association identifier).  Extensible Authentication Protocol Over LAN (EAPOL) is an adaptation of Extensible Authentication Protocol (EAP) [insert reference to RFC 2284 here] to Ethernet framing resides withindefined by IEEE 802.1X. 1X and is defined by RFC 2284 The Generic Security Service Application Program Interface (GSS-API) [insert reference to RFC 2743 here] provides security services to callers in a generic fashion.  Many of the functions defined by the GSS-API output tokens as results.  The contents of GSS-API tokens are opaque from the viewpoint of GSS-API callers.  They are generated within the GSS-API implementation at an end system, provided to a GSS-API caller to be transferred to the peer GSS-API caller at a remote end system, and processed by the GSS-API implementation at that remote end system.  EAP-GSS [insert reference to draft-aboba-pppext-eapgss-02.txt here] is an EAP authentication type, which enables the encapsulation and transfer of GSS-API tokens within EAP messages. resides within EAP.   IAKERB [insert reference to draft-ietf-cat-iakerb-05.txt here] is a GSS-API authentication method that enables initial authentication usingAnd, Kerberos v5 within the GSS-API.  V, resides within EAP-GSS. Different authentication types can be selectednegotiated by the EAP type or negotiated within EAP-GSS.using either EAP or GSS-API.

An AP must set the Extended sSecurity eElement flag inside the CIF, if it supports Upper layer authentication. Stations can then request the Extended security element by use of the Request information element inside of Probe request frames. After the station receives the Extended security element, the station can request further elements indicated in the Extended security element. The station can determine the WEP formats supported by the AP, by requesting the Cipher suite element. At the same time, the station can request the Realm and principle name of the AP. At this point, the station can determine if it should proceed with IEEE 802.11 authentication and association with the AP or if it can simply associate without using 802.11 authentication (because Upper layer authentication is supported by the AP). The station will then attempt authentication with the authentication algorithm identification set to “Upper Layer”. Upper layer authentication allows a distinction between Open system authentication. When the station sends the association request, it will include the cipher suite element. If the AP sends the association response, with the success state, it must include the cipher suite element, with only one WEP format. The one WEP format, in the association responses cipher suite element, will be the WEP format run between the station and AP.

IEEE 802.1X is a draft standard for Port based Network Access Control. The IEEE 802.1X port gets mapped to the IEEE 802.11 association identifier. EAP is the first instance that the upper layer authentication type can be set. The uncontrolled IEEE 802.1X port transmits data packets without WEP. This is because the station and AP do not have the WEP keys yet. Once the station and AP have the WEP keys, and the controlled port is unblocked, data packets run with WEP. Each station gets a per-session WEP key. This is a WEP key that is used by a station for all traffic except broadcast/multicast being sent from the AP. The per-session WEP key gets assigned through the authentication process. Each station also gets assigned a broadcast/multicast WEP key. The broadcast/multicast WEP key gets used to transmit broadcast/multicasts from the AP. The AP sends the broadcast/multicast WEP key to each station by encrypting it with the stations per-session WEP key, in the IEEE 802.1X EAPOL-key packet.
EAP-GSS defines a method for encapsulating GSS-API tokens in EAP (and EAPOL/802.1X) packets [insert ref to draft-aboba-pppext-eapgss-02.txt here].  When authenticating using Kerberos V5, clients obtain tickets from a KDC and present them to services. This method of operation works well in many situations, but is not always applicable. IAKERB [insert ref to draft-ietf-cat-iakerb-05.txt  here] defines an extension to the Kerberos protocol specification (RFC 1510) and GSSAPI Kerberos mechanism (RFC 1964 ) that enables a client to obtain Kerberos tickets for  services where the Kerberos Key Distribution Center (KDC) is not accessible, e.g., when the client does not have an IP address prior to authenticating to an access point.  The document specifies two protocols to allow a client to exchange KDC messages with an IAKERB proxy instead of a KDC. The Kerberos protocol [insert ref. To RFC 1510 here] provides a means of verifying the identities of principals, (e.g., a workstation user or a network server) on an open (unprotected) network.  This is accomplished without relying on authentication by the host operating system, without basing trust on host addresses, without requiring physical security of all the hosts on the network, and under the assumption that packets traveling along the network can be read, modified, and inserted at will. Kerberos performs authentication under these conditions as a trusted third-party authentication service by using conventional cryptography, i.e., shared secret key. The authentication process proceeds as follows: A client sends a request to the authentication server (AS) requesting "credentials" for a given server.  The AS responds with these credentials, encrypted in the client's key.  The credentials consist of 1) a "ticket" for the server and 2) a temporary encryption key (often called a "session key").  The client transmits the ticket (which contains the client's identity and a copy of the session key, all encrypted in the server's key) to the server.  The session key (now shared by the client and server) is used to authenticate the client, and may optionally be used to authenticate the server.  It may also be used to encrypt further communication between the two parties or to exchange a separate sub-session key to be used to encrypt further communication.

[Insert initial packet exchange picture here]

On initial authentication, the station needs to go through an authentication back to the KDC. The station will associate and obtain the realm and principle name. At this point, EAP will begin and EAP-GSS and IAKERB will be negotiated.  Then, the supplicant will obtain a ticket-granting ticket (TGT) from the KDC by means of the Kerberos AS-REQ/AS-REP messages; once the TGT is obtained, the supplicant will use it to get a application service ticket for the 802.11 service through the TGS-REQ/TGS-REP message exchange.  The supplicant sends an empty EAP-GSS(IAKERB) response message prompting the authenticator to reply with an EAP-Success message, completing the EAP phase.  Note that, even though the authenticator has signaled successful authentication to the supplicant, no traffic is allowed to flow.   Next, the actual mutual authentication of the supplicant and authenticator (and the WEP key exchange) takes place via the AP-REP/AP-REQ messages sent encapsulated in EAP-Key packets.   At this point, the AP may send the WEP broadcast key to the STA, encrypted in the WEP session key and 802.11 data traffic is allowed to flow.

[Insert roaming packet exchange picture here]

On a roam, if the station realizes that it is within the same realm, then the station may not need to get another application service ticket. This is true if all AP’s in the realm share the same application service key. The station can proceed to the mutual authentication of the supplicant and authenticator and obtain the AP’s broadcast key.















8.2 The Wired Equivalent Privacy (WEP) algorithm

WEP is a general term used to name all the privacy algorithms used by 802.11. This includes the original WEP, the enhancement to original WEP called WEP2, and a new encapsulation algorithm based on AES in OCB mode.
8.2.1 Introduction

Eavesdropping is a familiar problem to users of other types of wireless technology.  802.11 specifies a wired LAN equivalent data confidentiality algorithm. Wired equivalent privacy is defined as protecting authorized users of a wireless LAN from casual eavesdropping. This service is intended to provide functionality for the Wireless LAN equivalent to that provided by the physical security attributes inherent to a wired media.

Data confidentiality depends on an external key management service to distribute data enciphering/deciphering keys. The 802.11 standards committee specifically recommends against running an 802.11 LAN with privacy but without authentication. While this combination is possible, it leaves the system open to significant security threats.

8.2.2 Properties of the WEP algorithm

The WEP algorithm has the following properties:

Reasonably Strong: 
The security afforded by the algorithm relies on the difficulty of discovering the secret key through a brute-force attack.  This in turn is related to the length of the secret key and the frequency of changing keys.  WEP allows for the changing of the key (k) and frequent changing the Initialization Vector (IV).

Self Synchronizing:
WEP is self-synchronizing for each message. This property is critical for a data-link level encryption algorithm, where "best effort" delivery is assumed and packet loss rates may be high.

Efficient:
The WEP algorithm is efficient and may be implemented in either hardware or software.

Export:
Every effort has been made to design the WEP system operation so as to maximize the chances of approval, by the U.S. Department of Commerce, of export from the U.S. of products containing a WEP implementation. However, due to the legal and political climate toward cryptography at the time of publication, no guarantee can be made that any specific 802.11 implementations that use WEP will be exportable from the United States of America. 

Optionality:
The implementation and use of WEP is an 802.11 option.

8.2.3 WEP theory of operation

The process of disguising (binary) data in order to hide its information content is called encryption
.  Data that is not enciphered is called plaintext (denoted by P) and data that is enciphered is called ciphertext (denoted by C).  The process of turning ciphertext back into plaintext is called decryption.  A cryptographic algorithm, or cipher, is a mathematical function used for enciphering or deciphering data.  Modern cryptographic algorithms use a key sequence (denoted by k) to modify their output.  The encryption function E operates on P to produce C:
Ek(P) = C

 In the reverse process, the decryption function D operates on C to produce P:
Dk(C) = P

As illustrated in Figure 1, note that if the same key can be used for encryption and decryption then

Dk(Ek(P)) = P
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Figure 2, A Confidential Data Channel

The WEP algorithm is a form of electronic code book in which a block of plaintext is bitwise XORed with a pseudo random key sequence of equal length.  The key sequence is generated by the WEP algorithm.



 

Figure 3, WEP Encipherment Block Diagram

Referring to Figure 2 and following from left to right, encipherment begins with a secret key that has been distributed to cooperating stations by an external key management service.  WEP is a symmetric algorithm in which the same key is used for encipherment and decipherment.

The secret key is concatenated with an initialization vector (IV) and the resulting seed is input to a pseudo random number generator (PRNG).  The PRNG outputs a key sequence k of pseudo-random octets equal in length to the number of data octets that are to be transmitted in the expanded MPDU plus 4 (since the key sequence is used to protect the ICV as well as the data).  Two processes are applied to the plaintext MPDU.  To protect against unauthorized data modification, an integrity algorithm operates on P to produce an integrity check value (ICV).  Encipherment is then accomplished by mathematically combining the key sequence with the plaintext concatenated with the ICV.  The output of the process is a message containing the IV and ciphertext.

The WEP PRNG is the critical component of this process, since it transforms a relatively short secret key into an arbitrarily long key sequence.  This greatly simplifies the task of key distribution as only the secret key needs to be communicated between stations.  The IV extends the useful lifetime of the secret key and provides the self-synchronous property of the algorithm.  The secret key remains constant while the IV changes frequently. The IV SHOULD change with every packet, as the RC4 key stream can be recovered if it is reused.  Each new IV results in a new seed and key sequence, thus there is a one-to-one correspondence between the IV and k.  The IV may be changed as frequently as every MPDU and, since it travels with the message, the receiver will always be able to decipher any message.  The IV is transmitted in the clear since it does not provide an attacker with any information about the secret key, and since its value must be known by the recipient in order to perform the decryption.

When choosing how often to change IV values, implementers should consider that the contents of some fields in higher-layer protocol headers, as well as certain other higher-layer information is constant or highly predictable.  When such information is transmitted while encrypting with a particular key and IV, an eavesdropper can readily determine portions of the key sequence generated by that (key,IV) pair.  If the same (key,IV) pair is used for successive MPDUs, this effect may substantially reduce the degree of privacy conferred by the WEP algorithm, allowing an eavesdropper to recover a subset of the user data without any knowledge of the secret key.  Changing the IV after each MPDU is a simple method of preserving the effectiveness of WEP in this situation.

The WEP algorithm is applied to the Frame Body of an MPDU. The {IV, Frame Body, ICV} triplet forms the actual data to be sent in the data frame. 

For WEP protected frames, the first sixteen octets of the frame body contain the IV field for the MPDU. This field is defined in 8.2.5.  The 64-bit PRNG seed is formed using the secret key as the most significant 40 bits and the initialization vector (IV) as the least significant 24 bits. The IV is followed by the MPDU, which is followed by the ICV.  The WEP ICV is 32 bits. The WEP Integrity Check algorithm is CRC-32, as defined in 7.1.3.6. 

As stated previously, WEP combines k with P using bitwise XOR.



 

Figure 4, WEP Decipherment Block Diagram

Referring to Figure 3 and following from left to right, decipherment begins with the arrival of a message.  The IV of the incoming message shall be used to generate the key sequence necessary to decipher the incoming message. Combining the ciphertext with the proper key sequence yields the original plaintext and ICV.  Correct decipherment shall be verified by performing the integrity check algorithm on the recovered plaintext and comparing the output ICV' to the ICV transmitted with the message. If ICV’ is not equal to ICV, the received MPDU is in error and an error indication is sent to MAC management. MSDUs with erroneous MPDUs (due to inability to decrypt) shall not be passed to LLC.
8.2.4 WEP algorithm specification

WEP uses the RC4 PRNG algorithm from RSA Data Security, Inc.

Details of the RC4 algorithm are available from RSA. Please contact RSA for algorithm details and the uniform RC4 licensee terms which RSA offers to anyone wishing to use RC4 for the purpose of implementing the 802.11 WEP option. If necessary, contact the IEEE Standards Office for details on how to communicate with RSA.

8.2.5 WEP Frame Body expansion

Figure  shows the encrypted MPDU as constructed by the WEP algorithm.
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Figure 5, Construction of Expanded WEP MPDU

The WEP ICV  shall be a 32-bit field containing the 32-bit Cyclic Redundancy Check (CRC) defined in clause 7.1.3.6 calculated over the Data (PDU)  field as depicted in Figure . The expanded MPDU shall include a 32 bit IV field immediately preceding the MPDU.  This field shall contain three sub-fields: a three octet field that contains the initialization vector, a 2 bit key ID field and a 6 bit pad field. The ordering conventions defined in 7.1.1 apply to the IV fields and its sub-fields and to the ICV field. The key ID subfield contents select one of four possible secret key values for use decrypting this MPDU.  Interpretation of these bits is discussed further in clause 8.5.2.  The contents of the pad subfield shall be zero.  The key ID occupies the two most significant bits of the last octet of the IV field, while the pad occupies the six least significant bits of this octet.

The WEP mechanism is invisible to entities outside the 802.11 MAC data path. 


There may be need to coordinate WEP expansion and/or format details with frame format extensions defined as part of QoS.

8.3 Improved Wired Equivalent Privacy Algorithm (WEP2)

8.3.1 Introduction

In order to offer enhanced security a new WEP2 algorithm is provided.  WEP2 is largely similar to WEP and inherits many of the same properties as described in clause 8.2.  The implementation and use of WEP2 is an 802.11 option which provides superior security compared to WEP.  

Like WEP, RC4 from RSA Data Security, Inc is used as the PRNG engine however additional security is provided in the key management.   The WEP2 ICV is still 32 bits and is identical to the original 802.11 WEP. However a larger 16 octet IV is required, replacing the 4 octet IV of the original WEP algorithm. 

The longer IV contains a 16 octet key init vector used to bitwise logical XOR with the corresponding bits of the secret key on every encrypted frame. This differs from WEP which catenates the three octet init vector with the private key. WEP2 therefore  provides better protection of the private key, since it adds a full 128 bits of entropy to the key on per packet basis. With WEP2 it is required to change IV values on each MPDU. This substantially increases the degree of privacy conferred by the WEP2 algorithm since it is more difficult for an eavesdropper to recover a subset of the user data without any knowledge of the secret key. With a longer key init vector employed in this matter, one achieves a simple method of improving the effectiveness of WEP2 compared to WEP.  

The WEP2 algorithm is applied to the Frame Body of an MPDU. The {IV, Frame Body, ICV} triplet forms the actual data to be sent in the data frame. For WEP2 protected frames, the first sixteen octets of the IV contain the init vector field.  The seventeenth byte contains the key ID and pad field. 

The secret key is bitwise XORed with the with init vector portion of the IV.   For secret key sizes smaller than or larger than 128 bits, the init vector portion will still be 128 bits.   Hence the IV is always 17 octets regardless of secret key size.  Secret keys smaller than 128-bits shall be extended with sufficient zeros and then XORed with the init vector to cover the entire 128 bit length.  Secret keys larger than 128-bits shall extended the init vector field with multiple modulo passes in order to scramble the entire key.   
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Figure 6, WEP2 Decipherment Block Diagram

Referring to Figure 3 and following from left to right, decipherment begins with the arrival of a message.  The IV of the incoming message shall be used to generate the key sequence necessary to decipher the incoming message. Combining the ciphertext with the proper key sequence yields the original plaintext and ICV.  Correct decipherment shall be verified by performing the integrity check algorithm on the recovered plaintext and comparing the output ICV' to the ICV transmitted with the message. If ICV’ is not equal to ICV, the received MPDU is in error and an error indication is sent to MAC management. MSDUs with erroneous MPDUs (due to inability to decrypt) shall not be passed to LLC.
8.3.2 WEP MPDU Expansion

Figure  shows the encrypted MPDU as constructed by the WEP2 algorithm.
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Figure 7, Construction of Expanded WEP MPDU

The expanded MPDU shall include a 128 bit IV field immediately preceding the MPDU.  This field shall contain three sub-fields: a 16 octet field that contains the initialization vector, a 2 bit key ID field and a 6 bit pad field. The ordering conventions defined in 7.1.1 apply to the IV fields and its sub-fields and to the ICV field. The key ID subfield contents select one of four possible secret key values for use decrypting this MPDU.  Interpretation of these bits is discussed further in clause 8.5.2.  The contents of the pad subfield shall be zero.  The key ID occupies the two most significant bits of the last octet of the IV field, while the pad occupies the six least significant bits of this octet.

The WEP2 mechanism is invisible to entities outside the 802.11 MAC data path. 

8.4 Advanced Encryption Standard (AES) Privacy

8.4.1 Introduction

The advanced encryption standard (AES) algorithm has been adopted as an option for providing wired equivalent privacy in addition to RC4.  This complies with the NIST standard for block ciphers. 

The AES encryption algorithm is based on the iterated block cipher Rijndael. This cipher has both a variable length key and block size. AES keys can consist of 128, 196 or 256 bits. The standard, however, specifies the use of 128-bit blocks only, even though the Rijndael algorithm itself can support 128, 196, and 256 bit blocks.
802.11 restricts the use of AES even further by using only 128-bit keys with the cipher. This provides more than enough security for the wireless environment, and also has the best performance characteristics. 192- and 256-bit AES uses more rounds, leading to poorer performance.
AES is a public standard sponsored by NIST, and there are no known intellectual property claims associated with it.  

8.4.2 Properties of the AES/Rijndael Algorithm

The AES/Rijndael algorithm has the following properties:

Extremely Strong: 
AES is believed to be as strong or stronger than any symmetric key cipher in commercial use. The algorithm models a psuedo-random permutation of its underlying block space very well, which affords it the security properties claimed. The AES block size makes birthday attacks against the cipher computationally infeasible. The round structure and the mixing transformations of the algorithm render it immune to linear and differential cryptanlysis. Unlike RC4, the algorithm has no known weak keys.  

Self Synchronizing:
AES is only used in a self-synchronizing mode. This property is critical for a data-link level encryption algorithm, where "best effort" delivery is assumed and packet loss rates may be high.

Efficient:
The AES performance characteristics make it more useful to 802.11 than even its security characteristics. The AES selection process documentation indicates the algorithm can be more efficiently implemented across a wider range of hardware platforms than other block ciphers, and may be efficiently implemented in both hardware and software. Great parallelism is possible in both hardware and software. The AES key schedule computation is considerably more efficient than most other symmetric key ciphers, allowing keys to change frequently. This latter property makes AES especially suitable for network communications.
Export:
Every effort has been made to design the AES system operation so as to maximize the chances of approval, by the U.S. Department of Commerce, of export from the U.S. of products containing an AES implementation. However, due to the legal and political climate toward cryptography at the time of publication, no guarantee can be made that any specific 802.11 implementations that use AES will be exportable from the United States of America. 
Editorial note: It is much more likely that 802.11 export will be blocked due to its supposed extensibility than due to the encryption algorithm. Extensibility makes it more difficult for security agencies to understand the characteristics of the system they are dealing with. If 802.11 plays chicken with the U.S. Government, it will lose. It would therefore be useful if TGe can find some way to address the concerns and needs of the security agencies.
Optionality:
The implementation and use of AES is an 802.11 option which augments the current WEP and WEP2 options.  

8.4.3 AES Theory of Operation

AES is an encryption algorithm. It is a symmetric key encryption algorithm, meaning it uses the same key to encrypt and decrypt the data it uses, as illustrated by Figure 7:
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Figure 8, A Confidential Data Channel

The AES algorithm, like any block cipher, must be used with a mode of operation. A mode of operation is an algorithm employing the cipher to produce a stream of ciphertext from a stream of plaintext. The most naïve way to use AES is in Electronic Code Book (ECB) mode, whereby each block of plaintext is encrypted to ciphertext directly using a key. However, ECB mode is known to be secure, as the same data encrypted under the same key always produces the same ciphertext; this can be used to easily break the key. Thus, block ciphers like AES are normally used only with other modes of operation.

Encryption provides a data privacy function only. In particular, it does not afford any protection against data modification. To provide data integrity requires the use of a data integrity mechanism. The standard way to accomplish this is to compute a tag, called a Message Authentication Code in the literature, using a keyed cryptographic function. The code is transported with the data over an unprotected channel with the data it protects, and its value verified by the receiver, using the same key with the cryptographic function. Since 802.11 already uses the acronym MAC for something other than a Message Inegrity code, we shall deviate from established practice and refer to such a code as a Message Integrity Code, or MIC.
The AES mode of operation chosen is Offset Codebook, or OCB, mode. OCB mode was designed for use with any block cipher, and is an efficient construction providing both data privacy by encrypting the underlying data stream and message integrity by computing an associated MIC. OCB mode provides both functions using a single pass over the data, using a single key. OCB mode is also a very an efficient construction, in that it requires n+2 encryptions per n-block data element to both encrypt and add the MIC; similarly, it takes only n+2 decryptions to decrypt the data and verify its integrity. This is known to be optimal, i.e., the very best that is theoretically possible.
OCB mode’s use of a single key for both data privacy and integrity sacrifices some security in favor of performance. This is in keeping with the overall 802.11 design philosophy, however.

The University of California at Davis Board of Regents is patenting the OCB mode of operation. Implementors must obtain a license for this algorithm. 
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Figure 9, AES Encipherment Block Diagram

8.4.3.1 Notation

In the following algorithm description we shall use the notation an to mean the bit value a repeated n times.
The notation a ( b means the logical or (OR) of the bitwise values of a and b.
The notation a ( b denotes the exclusive or (XOR) of the bitwise values of a and b.
Ordinary addition (+) and subtraction (–) is assumed to use a 128-bit modulus.
8.4.3.2 OCB Mode Encipherment
Referring to Figure 8 and following from left to right, encipherment begins with a key K that has been distributed to cooperating stations by an external key management service. The algorithm begins with the 128-bit string 10127. Here the value of the most significant bit of this string is 1, and the value of the least significant bit is 0. Once the secret key has been distributed, it is used to encrypt this string to produce the offset
O = AES_EncryptK(10127) ( 01271

in the name of the algorithm. The least significant bit (bit 128) of the encrypted result is set if it is not already set. The algorithm uses the offset O as a secret; it must never be releaved without compromising the security of the communications. O need be computed only once, when the key K is first computed. It is reused each time the encipherment algorithm is used, until the key is changed.
On each use of OCB mode, a unique intialization vector IV is selected. The key K is used to encrypt the initialization vector: R = AES_EncryptK(IV). This is a base value which is used to pre-whiten and post-whiten data as part of the encryption process.
First let us describe how to encrypt the data to be protected, then how to compute the MIC.

OCB mode encryption begins by partitioning the data to be encrypted into n 128-bit blocks; if the last data block is not a multiple of 128 bits, it will receive special handling as noted below. Let B1, B2, …, Bn–1, Bn denote the blocks of the data. Block i for i = 1, 2, …, n–1 is transformed into ciphertext by pre-whitening the block with R+iO—i.e., by adding the block with this value, then encrypting the result under the key K—and then post-whitening the encrypted result with R+iO as well: 
Ci = R+iO + AES_EncryptK(R+iO + Bi)
The final block is treated differently, depending on whether it is a full 128-bit block or truncated. A full last block is encrypted as

Ci = R+nO + AES_EncryptK(R+nO) + Bi
while a last block that is shorter than 128-bits—say it has m bits—is encrypted as

Cn = Bi ( Maskm,n(R+nO + AES_EncryptK(R+nO))
where Maskm,n(A) means to mask off bits m+1, m+2, …, n of its argument A, and ( means bitwise XOR.
The MIC is also computed from the plaintext, the offset O, the base R, and the encryption key K. When the last block is full sized, the MIC is

MIC = AES_EncryptK((B1 ( B2 ( … ( Bn) + R+nO)
while if the last block is shorter than 128-bits, the MIC is computed

MIC = AES_EncryptK((B1 ( B2 ( … ( Bn–1  ( Padm,n(Bn)) + R+nO) + R+(n+1)O
where Padm,n(A) takes an m-bit argument A and produces an n-bit result by appending n–m–1 zero bits, followed by the bit 1.
8.4.3.3 OCB Mode Decipherment

Referring to Figure 9 and following from left to right, decipherment reverses the encipherment process. First the message is decrypted, then the MIC is checked, and finally the sequence number is checked.
The following diagram needs to be updated:
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Figure 10, AES Decipherment Block Diagram

Block i for i = 1, 2, …, n–1 is decrypted from ciphertext into plaintext by un-post-whitening the block with R+iO—i.e., by subtracting the block with this value, then encrypting the result under the key K—and then un-pre-whitening the encrypted result with R+iO as well: 

Bi = AES_DecryptK(Ci – (R+iO)) – (R+iO)
If the final block is a full 128-bit block, then it is decrypted as

Bn = Bi – R+nO – AES_EncryptK(R+nO) 

whereas if it is smaller than 128-bit block, then it is decrypted as
Bn = Ci ( Maskm,n(R+nO + AES_EncryptK(R+nO))

The message integrity is checked by recomputing the MIC from the decrypted data and comparing it against the MIB transferred in the packet. If the two do not match, then the message has been altered in transit. If the two match, then it is extremely unlikely (1 chance in 2128) for the message to have been altered.

8.4.4 AES MPDU Expansion

Figure 10 shows the encrypted MPDU as constructed by WEP when using the AES algorithm, specified in the next section.
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Figure 11, Construction of Expanded AES MPDU

The AES mechanism is invisible to entities outside the 802.11 MAC data path. 

8.4.5 AES Algorithm Specification
The 802.11 AES algorithm consists of three parts: a key derivation procedure, an encapsulation procedure, and a decapsulation procedure. It is based on 128-bit AES in OCB mode.

8.4.5.1 AES Algorithm Key Derivation

802.11 does not directly use any unicast keys it is presented with. Instead, it derives unicast keys from the keys that have been distributed, to make an attack against the key distribution mechanism more difficult. The key derivation algorithm is applied to all unicast keys, regardless of whether they were distributed manually or by some automated key management technique.
802.11 uses multicast/broadcast keys directly, without any key derivation step.
Note that the derived keys are per-link, and a different key is derived for each direction of the link. 802.11 implementations index their per-link keys by the MAC address of the peer.
The key derivation algorithm uses the Associate or Reassociate Request and response. This includes all the MAC addresses in the computation, so the derived keys are tied to comminication between a particular pair of 802.11 systems. STAs and APs also each include a psuedo-randomly generate nonce element in each of these messages when AES is an option, to provide additional randomness for computating the actual operational keys.
The 802.11 implementation first masks the retry bit from the message headers to 0, as not doing this can make the computation of keys by the peers result in different values for the derived keys. They then compute the unicast per-link key from the STA to the AP as the AES MIC of the concatenation of the Request, followed by the Response:

STA-to-AP key = MICSessionKey(Request || Response)

The IV used with this algorithm is the 128-bit all zeros IV, 0128. Similarly, the key to protect traffic from the AP to the STA is computed with the role of the Request and the Response revered:

AP-to-STA key = MICSessionKey(Response || Request)

using the 128-bit all one’s IV 1128.
When used with a dynamic key distribution mechanism such as Kerberos, this algorithm implies STAs and APs must cache Association and Reassociation Requests and Responses until the Upper Layer authentication mechanism downloads the session key into 802.11.
8.4.5.2 AES Algorithm Encapsulation
The algorithm varies slightly for unicast and for multicast/broadcast.

For unicast each 802.11 WEP implementation maintains an encryption key and a 32-bit sequence number for each peer with which it is using the AES algorithm. The key is initialized as described in sub-clause 8.4.5.1 above, while the sequence number is initialized to zero. The implementation also computes and maintains the OCB offset O associated with each derived key; this needs to be computed only once, when the key is derived. The implementation also maintains an initialization vector to be used to encrypt packets. The first initialization vector at key derivation time should be generated psuedo-randomly; this value MUST NOT be generated from the same entropy pool used to generate keys, however.
For multicast/broadcast, there is a single key per ESS, and a sequence number is not used. The implementation does, however, initialize the OCB offset and initialization vector as for the unicast case.
To encrypt data, the transmitter first checks whether the frame is unicast or multicast/broadcast. If it is unicast, first locates the link state using the MAC address of the peer over the next link. The implementation increments the sequence number by 1 and appends the resulting number to the data in network byte order. The sequence number becomes the last of the data to encrypt.
If the message is broadcast/multicast, no sequence number is appended and the global multicast/broadcast state will be used to encrypt the packet.
Once the right state has been selected and the packet prepared for encryption, the implementation OCB encrypts the packet data—including the appended sequence number if unicast—as described in sub-clause 8.4.3.2 above. The IV used is taken from the saved state and inserted into the IV field of the packet. The IV in the saved state is then updated to be the last 128-bits of the encrypted data in the packet. This will provide a new IV value for the next packet encapsulated using the same key.
8.4.5.3 AES Algorithm Decapsulation

As for encapsulation, the decapsulation algorithm maintains state for each session.

The multicast/broadcast state consists of the encryption key and the OCB offset. The unicast state includes a replay window as well. The replay window consists of a 32-bit counter and a 64-bit bit mask, both initially set to 0.
When a unicast AES enciphered message arrives, the receiver selects the key corresponding to the MAC address of the peer on the link; for a multicast/broadcast packet, the implementation uses the global mutlicast/broadcast state.
The receiver decapsulates the packet using the OCB mode decapsulation algorithm described in sub-clause 8.4.3.3,the located state, and the IV taken from the packet. If the MIC is invalid, the data has been altered, so it is discarded without further processing. Otherwise, if this is a multicast/broadcast packet, this completes the processing. If the packet was unicast, then the receiver must also check the sequence number to prevent replay.
The replay window works thusly, and its maintenance provides the replay protection function. The bit mask is a sliding window recording the 64 most recently seen packets. When a unicast packet arrives, its sequence number is compared against the sequence number and bit-mask. If the received sequence number of the message exceeds the sequence number of the saved state, the receiver advances the window. This is done by replacing the old sequence number state by the new sequence number from the packet, and by shifting the bit-mask by (new seq number – old seq number) bits, and finally setting the most recently seen bit. If the message’s sequence number ( the sequence number of the saved state, then the implementation first checks whether (old seq number – msg seq number) < 64; if not, then the message is too old and considered a replay, so is discarded; otherwise the implementation checks whether the (old seq number – msg seq number)-th bit is set in the mask; if so, this message has already been seen, so this represents a replayed message and is discarded; if not, this is a fresh message, and the correct bit is set in the bit-mask. If the sequence number is valid, then the receiving 802.11 implementation treats the unicast message as valid and passes it on for further processing.

8.5 Security-Related MIB attributes

The type of authentication invoked when authentication is attempted is controlled by the AuthenticationType parameter to the MLME-AUTHENTICATE.request primitive. The type of authentication request that may be accepted by a station is controlled by the MIB attribute aAuthenticationType.  The type of authentication is selected from the following set of values:

· Open System

· Shared Key

· Upper Layer

All other values are reserved. The numeric encoding of these values is given in 0 (Authentication Algorithm Number).

8.5.1 Authentication-Related MIB attributes

8.5.2 Privacy-Related MIB attributes

9. MAC sublayer functional description

9.1 MAC architecture.

CLAUSE 9 HAS NOT YET BEEN REVIEWED BY THE BASELINE AD-HOC GROUP.

9.1.1 Distributed coordination function (DCF)

9.1.2 Point Coordination function (PCF)

In paragraph 2 add mention of NAV setting at TBTT and from CF Parameter Set elements as the primary source of PCF priority over DCF, as the current text only mentions the shorter IFS.

9.1.3 Coexistence of DCF and PCF

9.1.4 Fragmentation/defragmentation overview

9.1.5 MAC data service

9.2 DCF

Incorporate the changes from 802.11b

9.2.1 Carrier sense mechanism

9.2.2 MAC-Level acknowledgments

9.2.3 Interframe space (IFS)

9.2.3.1 Short IFS (SIFS)

9.2.3.2 PCF IFS (PIFS)

9.2.3.3 DCF IFS (DIFS)

9.2.3.4 Extended IFS (EIFS)

9.2.4 Random backoff time

9.2.5 DCF access procedure

9.2.5.1 Basic access

9.2.5.2 Backoff procedure

9.2.5.3 Recovery procedures and retransmit limits

9.2.5.4 Setting and resetting the NAV

9.2.5.5 Control of the channel 

9.2.5.6 RTS/CTS usage with fragmentation

9.2.5.7 CTS procedure

9.2.6 Directed MPDU transfer procedure

9.2.7 Broadcast and multicast MPDU transfer procedure

9.2.8 ACK procedure

9.2.9 Duplicate detection and recovery

9.2.10 DCF timing relations

Some corrections to the existing text are appropriate in this clause.

9.3 PCF

9.3.1 CFP structure and timing

In Figure 59 correct the diagram to show that the NAV is set at TBTT, even in the case of a beacon that is delayed due to the medium being busy at TBTT.  This is a seriously confusing error that appears in 802.11-1997 and 802.11-1999.

9.3.2 PCF access procedure

9.3.2.1 Fundamental access

9.3.2.2 NAV operation during the CFP

Clarify the NAV setting (more particularly clearing) in stations based on TBTT or CFDurRemaining so that it removes the ambiguity about clearing the NAV within a CFP due to detection of an ACK frame (which should not occur, since there are specified CF frame exchange sequences that require an ACK, and which is specified properly in the "Channel State" process of the "Reception" block in Annex C).  Also, modify the statement about inter-PC coordination being unspecified in the standard.

9.3.3 PCF transfer procedure

Figure 62 should have TBTT labeled to make the relationship with the NAV setting clear.

9.3.3.1 PCF transfers when the PCF STA is transmitter or recipient

9.3.3.1.1 PCF transfers when the PCF STA is neither transmitter or recipient

The conflicting provisions between clause 7 and 9 should be resolved, which may result in restoration of something resembling the clause of this title deleted in early 1997 (see 00/254)

9.3.3.2 Operation with overlapping point-coordinated BSSs

Limit most of the existing discussion to non-enhanced PCF, refer to 9.3.3.2.1 for overlapping QBSSs.

9.3.3.2.1 BSS overlap mitigation procedure

9.3.3.3 CFPMaxDuration limit

9.3.3.4 Contention-Free usage rules

9.3.4 Contention-Free polling list

9.3.4.1 Polling list processing

9.3.4.2 Polling list update procedure

9.3.5 QoS Data Service

9.4 Fragmentation

9.5 Defragmentation

9.6 Multirate support

9.7 Frame exchange sequences

9.8 MSDU transmission restrictions

Add appropriate restrictions for intra-stream, but not inter-stream, order preservation for MSDUs sent using the QoS data service.  Explicitly allow reordering of QoS MSDUs based on priority, traffic class, and/or QoS parameter-derived factors.

9.9 Aggregation

10. Layer management

10.1 Overview of management model

10.2 Generic management primitives

10.3 MLME SAP interface

10.3.1 Power Management

might need to add something here to cause a listen epoch to be assigned

10.3.2 Scan

10.3.3 10.3.2.1 MLME-SCAN.request

10.3.4 10.3.2.2 MLME-SCAN.confirm

10.3.4.1.1 10.3.2.2.1 Function

10.3.4.1.2 10.3.2.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SCAN.confirm 
(
BSSDescriptionSet,
ResultCode
)

	Name
	Type
	Valid range
	Description

	BSSDescriptionSet
	Set of BSSDescriptions
	N/A
	The BSSDescriptionSet is returned to

indicate the results of the scan request. It is a set containing zero or more instances of a BSSDescription.

	ResultCode
	Enumeration
	SUCCESS,

INVALID_

PARAMETERS
	Indicates the result of the MLME-SCAN.

confirm.


Each BSSDescription consists of the following elements:

	Name
	Type
	Valid range
	Description

	BSSID
	MACAddress
	N/A
	The BSSID of the found BSS

	SSID
	Octet string
	1–32 octets
	The SSID of the found BSS

	BSSType
	Enumeration
	INFRASTRUCTURE,

INDEPENDENT
	The type of the found BSS

	Beacon Period
	Integer
	N/A
	The Beacon period of the found BSS (in TU)

	DTIM Period
	Integer
	As defined in frame format
	The DTIM period of the BSS (in

beacon periods)

	Timestamp
	Integer
	N/A
	The timestamp of the received frame (probe response/beacon) from the found BSS

	Local Time
	Integer
	N/A
	The value of the STA’s TSF timer at the start of reception of the first octet of the timestamp field of the received frame (probe response or beacon) from the found BSS

	PHY parameter set
	As defined in

Frame format
	As defined in frame

format
	The parameter set relevant to the PHY

	CF parameter set
	As defined in

Frame format
	As defined in frame

format
	The parameter set for the CF periods, if found BSS supports CF mode

	IBSS parameter set
	As defined in

Frame format
	As defined in frame

format
	The parameter set for the IBSS, if found BSS is an IBSS

	CapabilityInformation
	As defined in

frame format
	As defined in frame

format
	The advertised capabilities of the BSS

	BSSBasicRateSet
	Set of integers
	2–127 inclusive (for

each integer in the set)
	The set of data rates (in units of

500 kb/s) that must be supported by all STAs that desire to join this BSS. The STAs must be able to receive at each of the data rates listed in the set.

	Unicast Cipher suite set
	A set of cipher suite information elements as defined in frame format
	As defined in frame format
	The set of unicast cipher suites supported by the found BSS.

	Multicase Cipher suite set
	A set of multicast cipher suite information as defined in frame format
	As defined in frame format
	The set of multicast cipher suites supported by the found BSS.

	Authentication algorithm set
	A set of authentication algorithm information elements as defined in frame format
	As defined in frame format
	The set of authentication algorithms supported by the found BSS.

	Realm
	As defined in frame format
	As defined in frame format
	The security real of the found BSS.

	Principal
	As defined in frame format
	As defined in frame format
	The security principal name of the AP.


10.3.5 Synchronization

10.3.6 Authenticate

10.3.6.1 10.3.4.1 MLME-AUTHENTICATE.request

10.3.6.1.1 10.3.4.1.1 Function

10.3.6.1.2 10.3.4.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.request 
(
PeerSTAAddress,
AuthenticationType,
AuthenticateFailureTimeout
)

	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any valid

individual MAC

address
	Specifies the address of the peer MAC entity with which to perform the authentication process

	AuthenticationType
	Enumeration
	OPEN_SYSTEM,

SHARED_KEY,

UPPER_LAYER
	Specifies the type of authentication algorithm

to use during the authentication process

	AuthenticationFailure-Timeout
	Integer
	(1
	Specifies a time limit (in TU) after which the authentication procedure will be terminated


10.3.6.2 10.3.4.2 MLME-AUTHENTICATE.confirm

10.3.6.2.1 10.3.4.2.1 Function

10.3.6.2.2 10.3.4.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.confirm 
(
PeerSTAAddress,
AuthenticationType,
ResultCode
)

	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any valid

individual MAC

address
	Specifies the address of the peer MAC entity

with which the authentication process was

attempted. This value must match the peer-STAAddress parameter specified in the corre-sponding MLME-AUTHENTICATE.request.

	AuthenticationType
	Enumeration
	OPEN_SYSTEM,

SHARED _KEY,

UPPER_LAYER
	Specifies the type of authentication algorithm

that was used during the authentication process.  This value must match the authenticationType parameter specified in the corresponding MLME-AUTHENTICATE.request.

	ResultCode
	Enumeration
	SUCCESS, INVALID_

PARAMETERS,

TIMEOUT,

TOO_MANY_

SIMULTANEOUS_

REQUESTS,

REFUSED
	Indicates the result of the MLME-AUTHENTI-CATE.request.


10.3.6.3 10.3.4.3 MLME-AUTHENTICATE.indication

10.3.6.3.1 10.3.4.3.1 Function

10.3.6.3.2 10.3.4.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.indication 
(
PeerSTAAddress,
AuthenticationType
)

	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any valid

individual MAC

address
	Specifies the address of the peer MAC entity

with which the authentication relationship was established

	AuthenticationType
	Enumeration
	OPEN_SYSTEM,

SHARED _KEY,

UPPER_LAYER
	Specifies the type of authentication algorithm

that was used during the authentication process.  This value must match the authenticationType parameter specified in the corresponding MLME-AUTHENTICATE.request.


10.3.7 De-authenticate

10.3.8 Associate

10.3.8.1.1 10.3.6.1.1 Function

10.3.8.1.2 10.3.6.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.request 
(
PeerSTAAddress,
AssociateFailureTimeout,
CapabilityInformation,
ListenInterval,
Cipher suite set,
Authentication algorithm set,
Realm,
Principal
)

	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any valid

individual MAC

address
	Specifies the address of the peer MAC entity

with which to perform the association process

	AssociateFailure-Timeout
	Integer
	(1
	Specifies a time limit (in TU) after which the

associate procedure will be terminated

	CapabilityInformation
	As defined in

frame format
	As defined in

frame format
	Specifies the operational capability definitions to be used by the MAC entity

	ListenInterval
	Integer
	(0
	Specifies the number of beacon intervals that

may pass before the STA awakens and listens

for the next beacon

	Cipher suite set
	A set of cipher suite information elements as defined in frame format
	As defined in frame format
	The set of cipher suites supported by the requesting station.  This must be a proper subset of the cipher suites offered by the station with which the association is being requested.

	Authentication algorithm set
	A set of authentication algorithm information elements as defined in frame format
	As defined in frame format
	The set of authentication algorithms supported by the requesting station.  This must be a proper subset of the authentication algorithms offered by the station with which the association is being requested.

	Realm
	As defined in frame format
	As defined in frame format
	The security realm of the station requesting association.

	Principal
	As defined in frame format
	As defined in frame format
	The security principal of the station requesting association.


10.3.8.2 10.3.6.2 MLME-ASSOCIATE.confirm

10.3.8.2.1 10.3.6.2.1 Function

10.3.8.2.2 10.3.6.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.confirm 
(
ResultCode,
Cipher suite,
Authentication algorithm,
Realm,
Principal
)

	Name
	Type
	Valid range
	Description

	ResultCode
	Enumeration
	SUCCESS,

INVALID_

PARAMETERS,

TIMEOUT,

REFUSED


	Indicates the result of the MLME-ASSOCIATE.request

	Cipher suite
	A cipher suite information element as defined in frame format
	As defined in frame format
	The cipher suite selected by the station granting the association.  

	Authentication algorithm
	An authentication algorithm information element as defined in frame format
	As defined in frame format
	The authentication algorithm selected by the station granting the association.  

	Realm
	As defined in frame format
	As defined in frame format
	The security realm of the station granting the association.

	Principal
	As defined in frame format
	As defined in frame format
	The security principal of the station granting the association.


10.3.8.3 10.3.6.3 MLME-ASSOCIATE.indication

10.3.8.3.1 10.3.6.3.1 Function

10.3.8.3.2 10.3.6.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.indication 
(
PeerSTAAddress,
Association ID,
Cipher suite,
Authentication algorithm,
Realm,
Principal
)

	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any valid

individual MAC

address
	Specifies the address of the peer MAC entity with which the association was established.

	Association ID
	Integer
	N/A
	Specifies the identifier assigned to the station requesting the association.

	Cipher suite
	A cipher suite information element as defined in frame format
	As defined in frame format
	The cipher suite selected by the station granting the association.  

	Authentication algorithm
	An authentication algorithm information element as defined in frame format
	As defined in frame format
	The authentication algorithm selected by the station granting the association.  

	Realm
	As defined in frame format
	As defined in frame format
	The security realm of the station granting the association.

	Principal
	As defined in frame format
	As defined in frame format
	The security principal of the station granting the association.


10.3.8.3.3 10.3.6.3.3 When generated

This primitive is generated by the MLME as a result of the establishment of an association with a specific peer MAC entity that resulted from an association procedure that was initiated by that specific peer MAC entity.

10.3.8.3.4 10.3.6.3.4 Effect of receipt

The SME is notified of the establishment of the association.  An identifier for the station requesting association is created that is unique within the BSS.

10.3.9 Reassociate

10.3.9.1 10.3.7.1 MLME-REASSOCIATE.request

10.3.9.1.1 10.3.7.1.1 Function

10.3.9.1.2 10.3.7.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-REASSOCIATE.request 
(
NewAPAddress,
ReassociateFailureTimeout,
CapabilityInformation,
ListenInterval,
Cipher suite set,
Authentication algorithm set,
Realm,
Principal
)

	Name
	Type
	Valid range
	Description

	NewAPAddress
	MACAddress
	Any valid

individual MAC

address
	Specifies the address of the peer MAC entity

with which to perform the reassociation process

	AssociateFailure-Timeout
	Integer
	(1
	Specifies a time limit (in TU) after which the

reassociate procedure will be terminated

	CapabilityInformation
	As defined in

frame format
	As defined in

frame format
	Specifies the operational capability definitions to be used by the MAC entity

	ListenInterval
	Integer
	(0
	Specifies the number of beacon intervals that

may pass before the STA awakens and listens

for the next beacon

	Cipher suite set
	A set of cipher suite information elements as defined in frame format
	As defined in frame format
	The set of cipher suites supported by the requesting station.  This must be a proper subset of the cipher suites offered by the station with which the reassociation is being requested.

	Authentication algorithm set
	A set of authentication algorithm information elements as defined in frame format
	As defined in frame format
	The set of authentication algorithms supported by the requesting station.  This must be a proper subset of the authentication algorithms offered by the station with which the reassociation is being requested.

	Realm
	As defined in frame format
	As defined in frame format
	The security realm of the station requesting reassociation.

	Principal
	As defined in frame format
	As defined in frame format
	The security principal of the station requesting reassociation.


10.3.9.2 10.3.7.2 MLME-REASSOCIATE.confirm

10.3.9.2.1 10.3.6.2.1 Function

10.3.9.2.2 10.3.6.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-REASSOCIATE.confirm 
(
ResultCode,
Cipher suite,
Authentication algorithm,
Realm,
Principal
)

	Name
	Type
	Valid range
	Description

	ResultCode
	Enumeration
	SUCCESS,

INVALID_

PARAMETERS,

TIMEOUT,

REFUSED


	Indicates the result of the MLME-REASSOCIATE.request

	Cipher suite
	A cipher suite information element as defined in frame format
	As defined in frame format
	The cipher suite selected by the station granting the reassociation.  

	Authentication algorithm
	An authentication algorithm information element as defined in frame format
	As defined in frame format
	The authentication algorithm selected by the station granting the reassociation.  

	Realm
	As defined in frame format
	As defined in frame format
	The security realm of the station granting the reassociation.

	Principal
	As defined in frame format
	As defined in frame format
	The security principal of the station granting the reassociation.


10.3.9.3 10.3.7.3 MLME-REASSOCIATE.indication

10.3.9.3.1 10.3.7.3.1 Function

10.3.9.3.2 10.3.7.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-REASSOCIATE.indication 
(
PeerSTAAddress,
Association ID,
Cipher suite,
Authentication algorithm,
Realm,
Principal
)

	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any valid

individual MAC

address
	Specifies the address of the peer MAC entity with which the reassociation was established.

	Association ID
	Integer
	N/A
	Specifies the identifier assigned to the station requesting the reassociation.

	Cipher suite
	A cipher suite information element as defined in frame format
	As defined in frame format
	The cipher suite selected by the station granting the reassociation.  

	Authentication algorithm
	An authentication algorithm information element as defined in frame format
	As defined in frame format
	The authentication algorithm selected by the station granting the reassociation.  

	Realm
	As defined in frame format
	As defined in frame format
	The security realm of the station granting the reassociation.

	Principal
	As defined in frame format
	As defined in frame format
	The security principal of the station granting the reassociation.


10.3.9.3.3 10.3.7.3.3 When generated

10.3.9.3.4 10.3.7.3.4 Effect of receipt

The SME is notified of the establishment of the reassociation.  An identifier for the station requesting reassociation is created that is unique within the BSS.

10.3.10 Disassociate

10.3.10.1 10.3.10.1 MLME-START.request

10.3.10.1.1 10.3.10.1.1 Function

10.3.10.1.2 10.3.10.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-START.request 
(
SSID,
BSSType,
BeaconPeriod,
DTIMPeriod,
CF parameter set,
PHY parameter set,
IBSS parameter set,
ProbeDelay,
CapabilityInformation,
BSSBasicRateSet,
OperationalRateSet,
Cipher suite set,
Authentication algorithm set,
Realm,
Principal
)

	Name
	Type
	Valid range
	Description

	SSID
	Octet string
	1–32 octets
	The SSID of the BSS

	BSSType
	Enumeration
	INFRASTRUCTURE,

INDEPENDENT
	The type of the BSS

	Beacon Period
	Integer
	(1
	The Beacon period of the BSS (in TU)

	DTIM Period
	Integer
	As defined in

frame format
	The DTIM Period of the BSS (in beacon periods)

	CF parameter set
	As defined in

frame format
	As defined in

frame format
	The parameter set for CF periods, if the BSS supports CF mode. aCFPPeriod is modified as a side effect of the issuance of an MLME-START.request primitive.

	PHY parameter set
	As defined in

frame format
	As defined in

frame format
	The parameter set relevant to the PHY

	IBSS parameter set
	As defined in

frame format
	As defined in

frame format
	The parameter set for the IBSS, if BSS is an IBSS.

	ProbeDelay
	Integer
	N/A
	Delay (in µs) to be used prior to transmitting a Probe frame during active scanning

	CapabilityInforma-tion
	As defined in

frame format
	As defined in

frame format
	The capabilities to be advertised for the BSS

	BSSBasicRateSet
	Set of integers
	2–127 inclusive

(for each integer

in the set)
	The set of data rates (in units of 500 kbit/s) that must be supported by all STAs to join this BSS. The STA that is creating the BSS must be able to receive and transmit at each of the data rates listed in the set.

	OperationalRateSet
	Set of integers
	2–127 inclusive

(for each integer

in the set)
	The set of data rates (in units of 500 kbit/s) that the

STA may use for communication within the BSS. The

STA must be able to receive at each of the data rates

listed in the set. The OperationalRateSet is a superset

of the BSSBasicRateSet advertised by the BSS.

	Cipher suite set
	A set of cipher suite information elements as defined in frame format
	As defined in frame format
	The set of cipher suites supported by the BSS.  

	Authentication algorithm set
	A set of authentication algorithm information elements as defined in frame format
	As defined in frame format
	The set of authentication algorithms supported by the BSS.  

	Realm
	As defined in frame format
	As defined in frame format
	The security realm of the BSS.

	Principal
	As defined in frame format
	As defined in frame format
	The security principal of the AP.


10.3.11 Reset

10.3.12 Start

10.3.13 QoS information exchange with external entities

This is comparable to MLME-VSUPDATE of 00/120r1 for the purpose of providing external QoS parameter values to the MAC for possible use by a QoS aware transmission scheduler and/or point coordinator.

10.3.14 Medium status reporting to external entities

This is primarily an indication primitive for reporting medium and flow-specific status back to higher layer entities such as bandwidth managers.  There is a functional need for both direct response (request-confirm) and pre-solicited (activate periodic or thresholded reporting) but it is unclear, since this is an abstract interface, whether anything by the thresholded reporting actually needs to be an indication primitive.

10.3.15 SetKeys

10.3.15.1 10.3.11.1 MLME-SETKEYS.request

10.3.15.1.1 10.3.11.1.1 Function

This primitive causes the keys identified in the parameters of the primitive to be set in the MAC and enabled for use. 

10.3.15.1.2 10.3.11.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-SETKEYS.request 
(
Keylist
)

	Name
	Type
	Valid range
	Description

	Keylist
	A set of KeyIdentifiers
	N/A
	The list of keys to be used by the MAC.


Each KeyIdentifier consists of the following elements:

	Name
	Type
	Valid range
	Description

	Key
	Bit string
	N/A
	

	Length
	Integer
	N/A
	The number of bits in the Key to be used.

	StartPosition
	Integer
	N/A
	The starting position in the Key, from which the bits of the Key to be used are selected.

	Use
	Enumeration
	ENCRYPT, AUTHENTICATE, MSG_AUTH
	Identifies the allowable uses for the Key.  More than one use may be simultaneously allowable.

	KeyMapping
	Boolean
	TRUE, FALSE
	This parameter has effect only when the Use of the Key includes ENCRYPT.  When true, the Key is to be used as a key mapping key.  When false, the key is to be used as a default key.

	SharedID
	Integer
	0-3
	This parameter is valid only when the Use of the Key includes ENCRYPT and KeyMapping is FALSE.  The KeyID to be assigned to this Key, if it is used as a default key.

	KeyMappingID
	MAC Address
	Any valid individual MAC address
	This parameter is valid only when the Use of the Key includes ENCRYPT and KeyMapping is TRUE.  The KeyID to be assigned to this Key, if it is used as a key mapping key.


10.3.15.1.3 10.3.11.1.3 When generated

This primitive is generated by the SME at any time when one or more keys are to be set in the MAC.

10.3.15.1.4 10.3.11.1.4 Effect of receipt

Receipt of this primitive causes the MAC to set the appropriate keys and to begin using them as indicated.

10.3.15.2 10.3.11.2 MLME-SETKEYS.confirm

10.3.15.2.1 10.3.11.2.1 Function

This primitive confirms that the action of the associated MLME-SETKEYS.request has been completed.

10.3.15.2.2 10.3.11.2.2 Semantics of the service primitive

This primitive has no parameters.

10.3.15.2.3 10.3.11.2.3 When generated

This primitive is generated by the MAC in response to receipt of a MLME-SETKEYS.request primitive.  This primitive is issued when the action requested have been completed.

10.3.15.2.4 10.3.11.2.4 Effect of receipt

The SME is notified that the requested action of the MLME-SETKEYS.request is completed.

10.4 PLME SAP interface

10.4.1 PLME-RESET.request

10.4.2 PLME-CHARACTERISTICS.request

10.4.3 PLME-CHARACTERISTICS.confirm

10.4.4 PLME-DSSSTESTMODE.request

10.4.5 PLME-DSSSTESTOUTPUT.request

11. MAC sublayer management entity

CLAUSE 11 HAS NOT YET BEEN REVIEWED BY THE BASELINE AD-HOC GROUP.

11.1 Synchronization

11.1.1 Basic approach

11.1.1.1 TSF for infrastructure networks

11.1.1.2 TSF for an independent BSS (IBSS)

11.1.2 Maintaining synchronization

11.1.2.1 Beacon generation in infrastructure networks

11.1.2.1.1 Inter-BSS TSF synchronization procedure

A description of the synchronization procedure for the TSF timers of overlapping QBSSs goes here.

11.1.2.2 Beacon generation in an IBSS 

11.1.2.3 Beacon reception

11.1.2.4 TSF timer accuracy

11.1.3 Acquiring synchronization, scanning

11.1.3.1 Passive scanning

11.1.3.2 Active scanning

11.1.3.2.1 Sending a probe response

11.1.3.2.2 Active scanning procedure

11.1.3.3 Initializing a BSS

11.1.3.4 Synchronizing with a BSS

11.1.4 Adjusting station timers

11.1.5 Timing synchronization for frequency-hopping (FH) PHYs

11.2 Power management

11.2.1 Power management in an infrastructure network

11.2.1.1 Station Power Management modes

11.2.1.2 AP TIM transmissions

11.2.1.3 TIM types

11.2.1.4 AP operation during the contention period

11.2.1.5 AP operation during the CFP

11.2.1.6 Receive operation for STAs in PS mode during the contention period

11.2.1.7 Receive operation for STAs in PS mode during the CFP

11.2.1.8 STAs operating in the Active mode

11.2.1.9 AP aging function

11.2.2 Power management in an IBSS

11.2.2.1 Basic approach

11.2.2.2 Initialization of power management within an IBSS

11.2.2.3 STA power state transitions

11.2.2.4 ATIM and frame transmission

11.2.3 Power management changes/extensions when using QoS data service

11.3 Association and reassociation

11.3.1 STA association procedures

Upon receipt of an MLME-ASSOCIATE.request, a STA shall associate with an AP via the following procedure:

a) If the STA elects to use Open or Shared Key Authentication, the STA shall transmit an association request to an AP with which that STA is authenticated.

b) If it instead uses Upper Layer authentication, it sends the Association Request without first authenticating.

c) If an Association Response frame is received with a status value of “successful,” the STA is now associated with the AP and the MLME shall issue an MLME-ASSOCIATE.confirm indicating the successful completion of the operation.

d) If an Association Response frame is received with a status value other than “successful” or the Asso-ciateFailureTimeout expires, the STA is not associated with the AP and the MLME shall issue an MLME-ASSOCIATE.confirm indicating the failure of the operation.

11.3.2 AP association procedures

A description of the differences in AP and EPC handling of association (if any) goes here.

An AP shall operate as follows in order to support the association of STAs.

a) If the STA chooses Open or Shared Key authentication, whenever an Association Request frame is received from a STA and the STA is authenticated, the AP shall transmit an association response with a status code as defined in 7.3.1.9. If the status value is “successful,” the Association ID assigned to the STA shall be included in the response. If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA.

b) It the STA instead chooses Upper Layer authentication, whenever an Association Request frame is received from an unauthenticated STA, the AP shall transmit an associate response with a status code as defined in 7.3.1.9. If the status value is “successful,” the Association ID assigned to the STA shall be included in the response. If the STA is authenticated, the AP shall transmit a Deauthentication frame to the STA.

c) When the association response with a status value of “successful” is acknowledged by the STA, the STA is considered to be associated with this AP.

d) The AP shall inform the distribution system (DS) of the association and the MLME shall issue an MLME-ASSOCIATE.indication.

11.3.3 STA reassociation procedures

Upon receipt of an MLME-REASSOCIATE.request, a STA shall reassociate with an AP via the following procedure:

a) The STA shall transmit a Reassociation Request frame to an AP.

b) If a Reassociation Response frame is received with a status value of “successful,” the STA is now associated with the AP and the MLME shall issue an MLME-REASSOCIATE.confirm indicating the successful completion of the operation.

c) If a Reassociation Response frame is received with a status value other than “successful” or the ReassociateFailureTimeout expires, the STA is not associated with the AP and the MLME shall issue an MLME-REASSOCIATE.confirm indicating the failure of the operation.

11.3.4 AP reassociation procedures

A description of the differences in AP and EPC handling of reassociation, in particular the transference of active virtual streams in the case of an ESTA reassociating with an EPC, goes here.

An AP shall operate as follows in order to support the reassociation of STAs.

a) If the STA is using Open or Shared Key authentication, whenever a Reassociation Request frame is received from a STA and the STA is authenticated, the AP shall transmit a reassociation response with a status value as defined in 7.3.1.9. If the status value is “successful,” the Association ID assigned to the STA shall be included in the response. If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA.

b) If the STA is using Upper Layer authentication, whenever a Reassociation Request frame is received from the STA, the AP shall transmit a reassociation response with a status value as defined in 7.3.1.9. If the status value is “successful” the Association ID assigned to the STA shall be included in the response. If the STA has already authenticated via MAC layer authentication, the AP shall transmit a Deauthentication frame to the STA.

c) When the reassociation response with a status value of “successful” is acknowledged by the STA, the STA is considered to be associated with this AP.

d) The AP shall inform the DS of the reassociation and the MLME shall issue an MLME-REASSOCIATE. indication.

11.4 Management information base (MIB) definitions

The MIB updates should be deferred until the interfaces and functions are reasonably well defined.

Annex E
(Informative)
Bibliography

Several non-IEEE specifications, including RFC2210, RFC2814, RFC2815, RFC2816, and the DOCSIS Radio Frequency Interface Specification, may be worth adding to Annex E.

Annex F
(informative)
Interaction with higher layer QoS management entities

This informative annex explains possible and/or preferred ways to use the QoS services in conjunction with higher-layer QoS management mechanisms, such as IntServ, DiffServ, and ISSLL (SBM).
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The intent is that this frame subtype is used to convey over the WM the QoS parameter values, and other MAC-internal QoS related management information as may need to be consistent between the pair of MAC entities.
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This is a placeholder for the management frame required to convey the BSS overlap-related, and perhaps DFS/TPC related elements
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It is strongly believed by the PCF-based QoS advocates that this set of PCF enhancements should be included, because they simultaneously reduce overhead and provide mechanisms useful for QoS transport.
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These are no longer needed under the 8 label values per address pair assumption because a separate VSID field is not required since a 3-bit label can be fit into the Duration/ID field.
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