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Background
This contribution proposes comment resolutions to selected REVme SEC adhoc comments from the SA Ballot recirculation on D5.0. 

R0 – Initial version.
R1 – 




Comment	
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	7231
	3029.00
	12.5.2.4.4
	
	
	"The number indicated by the TDLS responder STA (if a TDLS Discovery Response frame is sent) is ignored, as is the GTKSA Replay Counter field in the TDLS Setup Request frame and any TDLS Discovery Response frame." -- also potentially other fields, e.g. Joint Multi-Band RSNA (note 12.6.20.4 Multi-band RSNA with TDLS in a non-DMG BSS), EKIDIAF, OCVC.  But maybe only EKIDIAF is relevant to TDLS
	Change to "… as are the GTKSA Replay Counter and Extended Key ID For Individually Addressed Frames fields …".  Ditto at 3043.21


Discussion:
· The cited text in context is as follows:
[image: A close-up of a document
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· The proposed change is
Change 
“NOTE 1—The number indicated by the TDLS responder STA (if a TDLS Discovery Response frame is sent) is ignored, as is the GTKSA Replay Counter field in the TDLS Setup Request frame and any TDLS Discovery Response frame.”
to
“NOTE 1—The number indicated by the TDLS responder STA (if a TDLS Discovery Response frame is sent) is ignored, as are the GTKSA Replay Counter and Extended Key ID For Individually Addressed Frames fields in the TDLS Setup Request frame and any TDLS Discovery Response frame.”

· The proposed change is adding additional fields to the note. However, the proposed change references a field that has nothing to do with replay counters. It would be better to change the cited text to:
“NOTE 1—The number of replay counters indicated by the TDLS responder STA (if a TDLS Discovery Response frame is sent) is ignored, …”

· The text in the note could be structured better
Proposed Resolution: (7231)
REVISED. Modified the note at 3029.40 and 3043.21, changing:
“NOTE 1—The number indicated by the TDLS responder STA (if a TDLS Discovery Response frame is sent) is ignored, as is the GTKSA Replay Counter field in the TDLS Setup Request frame and any TDLS Discovery Response frame.”
to
“NOTE 1— The number of replay counters, the GTKSA Replay Counter, and Extended Key ID For Individually Addressed Frames fields indicated by the TDLS responder STA are ignored in the TDLS Setup Request frame and any TDLS Discovery Response frame.”

Note To Editor: Number the notes appropriately at the cited locations.





Comment
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	7191
	3107.00
	12.7.6.4
	
	
	"the Supplicant verifies that the PMKR1Name in the PMKID List field of the RSNE is identical to the value it sent in message 2 and verifies that" should be "the Supplicant shall verifiy that the PMKR1Name in the PMKID List field of the RSNE is identical to the value it sent in message 2 and shall verify that" (maybe other bullets)
	As it says in the comment


Discussion:
· The cited text is shown as follows:[image: A close-up of a computer screen
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· After looking at the text in context, the shall on line 26 applies to the enumerated list. There are other “shall” requirements in the list, but they apply to exceptions for example “if any of these verification steps indicate a mismatch, the STA shall disassociate…”
Proposed Resolution: (7191)
REJECTED. The “shall” (3107.26) at the beginning of the list applies to all steps indicated in the list. 



Comment
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	7232
	3119.00
	12.7.8.4.2
	
	
	"If security is not required on the TDLS direct link (see 12.7.8.1 (General)) (#6149)and the request includes an RSNE" -- or FTE or TIE
	Change to "… an RSNE, FTE or TIE"

	7233
	3119.00
	12.7.8.4.2
	
	
	"If security is required on the TDLS direct link (see 12.7.8.1 (General)) (#6149)and the request does not include both an RSNE and an FTE" -- and TIE
	Change to "… include an RSNE, an FTE and a TIE"

	7234
	3119.00
	12.7.8.4.2
	
	
	"If the version field of the RSNE is 0, (#6149)the TDLS responder STA shall reject the request with status code UNSUPPORTED_RSNE_VERSION." -- also if >1
	Change to "… is not 1, …"

	7235
	3119.00
	12.7.8.4.2
	
	
	"If none of the pairwise cipher suites are acceptable, or pairwise ciphers include (#3056)TKIP" -- only one suite is (now) allowed
	Change to "If the pairwise cipher suite is not acceptable (including if it is TKIP)"

	7236
	3119.00
	12.7.8.4.2
	
	
	"If the RSN Capabilities field has not been set the subfields according to the described rules for this message" is both grammatically broken and semantically opaque
	Change to "If the PeerKey Enabled subfield is not set to 1 in the RSN Capabilities field"

	7237
	3120.00
	12.7.8.4.2
	
	
	"If the contents of the FTE are not as per specified for this message" not clear
	Change to "If the FTE is not set as described above"


Discussion:
· The cited text for the comments in context is: 
[image: A screenshot of a computer
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Proposed Resolution: (7232, 7233, 7234, 7235, 7236, 7237)
REVISED. Make the changes proposed by the commenter as shown in <this> document under “Proposed Resolution: (7232, 7233, 7234, 7235, 7236, 7237)”

On reception of message 1, the TDLS responder STA (#6149)proceeds as follows:
If security is not required on the TDLS direct link (see 12.7.8.1 (General)) (#6149)and the request includes an RSNE, FTE, or TIE, the TDLS response STA shall reject the request with status code SECURITY_DISABLED.
If security is required on the TDLS direct link (see 12.7.8.1 (General)) (#6149)and the request does not include both an RSNE, and an FTE and TIE, the TDLS responder STA shall reject the request with status code INVALID_PARAMETERS.
If the version field of the RSNE is 0not 1, (#6149)the TDLS responder STA shall reject the request with status code UNSUPPORTED_RSNE_VERSION.
(#6149)If (#3488)the RSNE does not indicate (#4225)the single (#3266)AKM 00-0F-AC:7(TPK handshake), the TDLS responder STA shall reject the request with status code STATUS_INVALID_AKMP.
(#6149)If none of the pairwise cipher suites are is not acceptable , or pairwise ciphers (include if it is (#3056)TKIP), then the TDLS responder STA shall reject the request with status code STATUS_INVALID_PAIRWISE_CIPHER.
(#6149) If the PeerKey Enabled subfield is not set to 1 in the RSN Capabilities fieldIf the RSN Capabilities field has not been set the subfields according to the described rules for this message, the TDLS responder STA shall reject the request with status code INVALID_RSNE_CAPABILITIES.
(#6149)If the number of replay counters indicated by the TDLS initiator STA is not acceptable to the TDLS responder STA at both the TDLS initiator STA and the TDLS responder STA (see 12.5.2.4.4 (PN and replay detection) and 12.5.4.4.4 (PN and replay detection)), the TDLS responder STA shall reject the request with status code INVALID_RSNE_CAPABILITIES.
(#6149)If the suggested lifetime is unacceptable or below the default value, the TDLS responder STA shall reject the request with status code UNACCEPTABLE_LIFETIME.
shall reject the request with status code STATUS_INVALID_FTE.
(#6149) If the FTE is not set as described above"If the contents of the FTE are not as per specified for this message, the TDLS responder STA shall reject the request with status code STATUS_INVALID_FTE.



Comment
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	7152
	3154.00
	12.12.2
	
	
	"The STA shall use management frame protection (MFPR=1) when using RSN." -- there is no need for a non-AP STA to set MFPR, only MFPC
	Change the cited text to "A STA shall support management frame protection (MFPC=1) when using RSN.  An AP shall require management frame protection (MFPR=1) when using RSN."


Discussion:
· The cited text in context (see last sentence)
[image: A screenshot of a computer
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· If a STA sets MFPR=1 it must be MFP capable so MFPC is set to 1. It’s also true in an infrastructure network that an AP is required to set MFPR =1 in the 6 GHz band. The commenter is adding the explicit requirement for an AP to set MFPR=1 for an infrastructure network.
Proposed Resolution: (7152)
ACCEPTED


Comment:
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	7163
	
	12.7.8.2
	
	
	"TPK" here is sometimes used not to mean "TDLS PeerKey" but to refer to some kind of key: "A TPK is a transient key".  Also in 12.6.20.4 "the TPK-TK of the TPK" and "the TPK creation method".  Also 12.7.8.3 "to derive the TPK" and 12.7.8.4 "to generate the TPK" and "compute the TPK"
	Replace with "TPK transient key"


Discussion:
· The cited text in the comment is:
[image: A screenshot of a computer
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· Note on line 21, “The TPK transient key (TPK-TK) shall be computed”. The TPK-TK is the “TPK transient key”. 
· Note that the PTK is defined (see 3078.17) to have the components PTK-KCK, PTK-KEK, and TK, where the TK is the temporal key.
· The TPK-TK should really be the TPK temporal key.
· The cited text in 12.6.20.4:
[image: A close-up of a text
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· The first paragraph should be:
“When two multi-band capable devices operate in a non-DMG BSS and set up a TDLS direct link in the BSS, the TPK handshake protocol can be used to create a PTKSA TPK temporal key for use in another supported band/channel that is supported by both STAs and that was indicated in the Multi-band element in each of the STAs. Only TK in PTKSA is required for the The temporal key used in supported band/channel and it shall be equal set to the TPK-TK of the TPK transient key.”

· In the second paragraph the “TPK creation method” appears to refer to TPK transient key derivation, so
“In this case, the TPK creation method shall be used to calculate a different PTKSA in
the supported band/channel:” 
should be changed to
“In this case, the TPK transient key derivation shall be used to calculate a different TPKSA in the supported band/channel:”

[image: A screenshot of a computer
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· For 12.7.8.3, “derive the TPK and attack …” should be “derive the TPK transient key and attack …”
· For 12.7.8.4.1, “generate the TPK” should be “generate the TPK transient key”
· The remainder of 12.7.8.4 has no additional issues with the use of TPK.
Proposed Resolution: (7163)
REVISED. The TPK transient key is composed of the TPK-KCK and the TPK-TK, where the TPK-TK is the TPK temporal key. This is consistent terminology with the PTK.

At 3118.21, change 
“The TPK transient key (TPK-TK) shall be computed” 
to 
“The TPK temporal key (TPK-TK) shall be computed”

At 3073.32, change
“When two multi-band capable devices operate in a non-DMG BSS and set up a TDLS direct link in the BSS, the TPK handshake protocol can be used to create a PTKSA for use in another supported band/channel that is supported by both STAs and that was indicated in the Multi-band element in each of the STAs. Only TK in PTKSA is required for the supported band/channel and it shall be equal to the TPK-TK of the TPK.” 
to
“When two multi-band capable devices operate in a non-DMG BSS and set up a TDLS direct link in the BSS, the TPK handshake protocol can be used to create a PTKSA TPK temporal key for use in another supported band/channel that is supported by both STAs and that was indicated in the Multi-band element in each of the STAs. Only TK in PTKSA is required for the The temporal key used in supported band/channel and it shall be equal set to the TPK-TK of the TPK transient key.”

At 3073.34, change
“In this case, the TPK creation method shall be used to calculate a different PTKSA in
the supported band/channel:” 
to
“In this case, the TPK transient key derivation shall be used to calculate a different TPKSA in the supported band/channel:”

At 3118.43, change
“derive the TPK and attack …” 
to
“derive the TPK transient key and attack …”

At 3118.63, change
“… generate the TPK.” 
to 
“… generate the TPK transient key”
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On reception of message 1. the TDLS responder STA (%6149 proceeds as follows:

If security is not required on the TDLS direct link (see 12.7.8.1 (General)) (£6149)and the request
includes an RSNE. the TDLS response STA shall reject the request with status code SECURITY _-
DISABLED,

If security is required on the TDLS direct link (see 12.7.8.1 (General)) (#6149)and the request does
not include both an RSNE and an FTE. the TDLS responder STA shall reject the request with status
code INVALID_PARAMETERS,

If the version field of the RSNE is 0. (#6149)the TDLS responder STA shall reject the request with
status code UNSUPPORTED_RSNE_VERSION.

(#61491Tf (#3488)the RSNE does not indicate (#4225)the single (#3266)AKM 00-0F-AC:7(TPK
handshake). the TDLS responder STA shall reject the request with status code STATUS_IN-

VALID_AKMP

(£6149)Tf none of the pairwise cipher suites are acceptable. or pairwise ciphers include
(#3036)TKIP. then the TDLS responder STA shall reject the request with status code STATUS_IN-
VALID_PAIRWISE_CIPHER.

#6149)If the RSN Capabilities field has not been set the subfields according to the described rules
for this message. the TDLS responder STA shall reject the request with status code INVALID_RS-
NE_CAPABILITIES.

#6149)1If the number of replay counters indicated by the TDLS initiator STA is not acceptable to the
TDLS responder STA at both the TDLS initiator STA and the TDLS responder STA (see 12.5.2.4.4
(PN and replay detection) and 12.5.4.4.4 (PN and replay detection)). the TDLS responder STA shall
reject the request with status code INVALID_RSNE_CAPABILITIES.

(£6149)IF the suggested lifetime is unacceptable or below the default value. the TDLS responder
STA shall reject the request with status code UNACCEPTABLE_LIFETIME.
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#6149)1f the contents of the FTE are not as per specified for this message. the TDLS responder STA
shall reject the request with status code STATUS_INVALID_FTE.

(#6149)The TDLS responder STA shall ignore the remaining fields in the RSNE. FTE. and
(FITI\TIE.

(#6149 \Otherwise. the TDLS responder STA shall respond as specified in 11.20.4 (TDLS direct link
establishment(#1356)).
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12.12.2 Security constraints in the 6 GHz band

The following apply to a STA operating in the 6 GHz band:
The STA shall not use the following pre-RSNA security method(#3056);

Open System authentication without encryption

The STA shall not use the following cipher suite selectors:

00-0F-AC:0 (Use group data cipher suite)(#3036)(#6020)
00-0F-AC:2 (TKIP)

(#1084)The STA shall use Opportunistic Wireless Encryption (12.14 (Opportunistic Wireless
Encryption(#6088)))(£6088). when connecting in an infrastructure BSS without authentication (as a
replacement for Open System authentication without encryption).

The STA shall not use the following AKM suite selectors:

00-0F-AC:2 (PSK)
00-0F-AC:4 (FT authentication using PSK)

00-0F-AC:6 (PSK with SHA-256)

00-0F-AC:19 (FT authentication using PSK with SHA-384)
00-0F-AC:20 (PSK with SHA-384)

(#4397)The STA should use SAE (AKM(#3266) 00-0F-AC:8. 00-0F-AC:9. 00-0F-AC:24. or 00-
OF-AC:25) if authenticating using a password where IEEE $td 802.1X is not used (as a replacement
for PSK),

The STA shall use management frame protection (MFPR=1) when using RSN.
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12.7.8.2 TPK handshake

The TPK handshake occurs as part of the TDLS direct link(#1356) setup procedure. The TPKSA is the result
of the successful completion of the TPK handshake protocol. which derives keys for providing confidentiality
and data origin authentication.

In order to maintain (#6395)TPK transient key confidentiality. both the TDLS initiator STA and the TDLS
responder STAS establish an RSNA with their common AP prior to executing the TPK handshake. To meet this
criterion. a STA may refuse to initiate the TDLS direct link if:

a) The AP does not include an RSNE in its Beacon and Probe Response frames fo advertise the
availability of security:

b) The AP’s RSNE indicates that (#3036)TKIP (00-0F-AC:2) is enabled as either pairwise or
(#6020)group data cipher suites;(£223) or
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MAC Tand MAC R  are the MAC addresses of the TDLS initiator STA and the TDLS responder STA.
respectively

SNonce and ANonce  are the nonces generated by the TDLS initiator STA and TDLS responder STA.
respectively. for this instance of the TPK handshake. The BSSID is set to the
BSSID of the BSS of which the TDLS initiator STA is a member.

#2012)(#6395)A TPK is a transient key. which has two component keys—TPK-KCK and TPK-TK. defined
as follows:

The (£3744)TPK key confirmation key (TPK-KCK) shall be computed as the first 128 bits (i.e.. bits 0-127) of
the TPK.

TPK-KCK = (#3506)ExtractBits(TPK. 0. 128)

The (#3744)TPK-KCK is used to provide data origin authenticity in TDLS Setup Response and TDLS Setup
Confirm frames.

The (#3744)(#6395)TPK transient key (TPK-TK) shall be computed as the remaining bits (for CCMP-128. the
second 128 bits. i.c.. bits 128-255) of the TPK

TPK-TK = (#3506 )ExtractBits(TPK. 128. (#3686)Length — 128)
The TPK-TK is used to provide confidentiality for direct link(#1356) data,

The temporal key is configured into the STA by the SME through the use of the MLME-SETKEY S.request
primitive.
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12.6.20.4 Multi-band RSNA with TDLS in a non-DMG BSS

When two multi-band capable devices operate in a non-DMG BSS and set up a TDLS direct link in the BSS.
the TPK handshake protocol can be used to create a PTKSA for use in another supported band/channel that is
supported by both STAs and that was indicated in the Multi-band element in each of the STAs. Only TK in
PTKSA is required for the supported band/channel and it shall be equal to the TPK-TK of the TPK.

If at least one of the peer STAs has a different MAC address in the supported band/channel from that of the
current operating band/channel. the TPK handshake protocol may be used to establish a PTKSA for the
supported band/channel. In this case. the TPK creation method shall be used to calculate a different PTKSA in
the supported band/channel: the TDLS peer MAC addresses and cipher suite shall be replaced by the MAC
addresses and cipher suite indicated within the corresponding Multi-band elements contained in the TDLS
Setup Request and TDLS Setup Response frames used to establish the PTKSA for the supported band/channel.
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12.7.8.3 TPK handshake security assumptions

The security of the TDLS PMK handshake depends on the following:

a)

b)

©)

d)

)

H

The TDLS initiator STA and the TDLS peer STA each have an RSNA established with the AP that
is being used for TDLS Setup,

The AP does not expose the nonces exchanged by the TDLS initiator STA and the TDLS responder
STA to any external party.

The AP does not use these nonces to derive the TPK and attack the TDLS direct link(¥1356)
instance.

TDLS message security (encryption and integrity computations) processing at the AP is protected
from illegal eavesdropping. alterations. insertions and substitutions

The TDLS initiator STA and TDLS responder STAs do not expose SNonce. ANonce. or the derived
key to a third party.

The TDLS initiator STA and the TDLS peer STA are associated to the same AP.

12.7.8.4 TPK Security Protocol handshake messages

12.7.8.4.1 Overview

The TPK handshake consists of three messages. Each message comprises a number of elements and is included
(#6302)in the TDLS Setup Request. TDLS Setup Response. and TDLS Setup Confirm frames.

In an RSN. these handshake messages serve to provide a session identifier. are identified by the nonces. and are
used as association instance identifiers. These nonces are chosen randomly or pseudorandomly. and are used to
generate the TPK.
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b)

For each PTKSA. (#166)TPKSA. GTKSA. (£#1627)mesh PTKSA. and mesh GTKSA(#239). the
#4212 receiver shall maintain a separate replay counter for each TID. subject to the limitation of the
number of supported replay counters indicated in the RSN Capabilities field (see 9.4.223
(RSNE))(#3573). (£6149)In the case of a TPKSA. this shall for both the TDLS initiator STA and the
TDLS responder STA be the number indicated by the TDLS initiator STA in the PTKSA Replay
Counter field in the TDLS Setup Request frame.

(26149INOTE 2—The number indicated by the TDLS responder STA (if a TDLS Discovery Response frame is
sent) is ignored. as is the GTKSA Replay Counter field in the TDLS Setup Request frame and any TDLS
Discovery Response frame.

=171)NOTE 3—For the purpose of replay detection. non-QoS Data frames are treated as having TID 0. and
use the (24300 replay counter corresponding to MSDU priority 0.
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The Supplicant (£1243)shall also:

a)

(#1243)Verify the RSNE and. if present. the RSNXE. If this message 3 is part of a fast BSS
transition initial mobility domain association or an association started through the FT protocol. the
Supplicant verifies that the PMKR 1Name in the PMKID List field of the RSNE is identical to the
value it sent in message 2 and verifies that all other fields of the RSNE are identical to the fields in
the RSNE present in the Beacon or Probe Response frames and verifies that the FTE and MDE are
the same as in the (Re)Association Response frame. Otherwise. the Supplicant verifies that the
RSNE is identical to that the STA received in the Beacon or Probe Response frame. If the RSNXE is
present. the Supplicant verifies that the RSNXE is identical to that the STA received in the Beacon
or Probe Response frame. If any of these verification steps indicates a mismatch. the STA shall
disassociate or deauthenticate. If a second RSNE is provided in the message. the Supplicant uses the
pairwise cipher suite specified in the second RSNE or deauthenticates

(#1243 Verify the message 3 MIC or AEAD decryption operation result. If the calculated MIC does
not match the MIC that the Authenticator included in the (#1836)EAPOL-Key PDU or AEAD
decryption operation returns failure. (#6110)the Supplicant shall silently discard message 3.
(£1243)Update the last-seen value of the Key Replay Counter field.

If the Extended Key ID for Individually Addressed Frames subfield of the RSN Capabilities field
is 1 for both the Authenticator and Supplicant: Uses the MLME-SETKEY S.request primitive to
configure the IEEE 802.11 MAC fo receive individually addressed MPDUs protected by the PTK
with the assigned (23493 key ID.

(#1243)Construct message 4.

#1243)Send message 4 to the Authenticator.

#£1243)Use the MLME-SETKEYS.request primitive to configure the IEEE 802.11 MAC to send
and. if the receive key has not yet been installed. to receive individually addressed MPDUSs pro-
tected by the PTK. The GTK is also configured by MLME-SETKEYS primitive. (11ba)lf WUR
frame protection is negotiated. the WTK. and if applicable the WIGTK. is also configured by using
the MLME-SETKEY'S primitive.




