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Proposed Changes to 8.3.4.5 and 8.3.4.6:

8.3.4.5 BIP transmission 

When a STA transmits a broadcast/multicast Robust Management Frame it shall: 
a) Select the appropriate key (IGTK) for the frame and construct the MMIE (see 7.3.2.53) with the MIC field masked to zero and the KeyID field set to the corresponding IGTK KeyID value. Transmitter shall select a valid transmit sequence number as given in 8.3.4.4 and insert this value into the MMIE Replay Counter field. 
b) Compute AAD as specified in 8.3.4.3. 
c) Compute AES-128-CMAC over the concatenation of (AAD || Management Frame Body || MMIE), and insert the 64 bit output into the MMIE MIC field. 
d) Compose the broadcast/multicast Robust Management Frame as the IEEE 802.11 header, Management Frame Body, MMIE, and FCS. 
e) Transmit the broadcast/multicast Robust Management Frame
8.3.4.6 BIP reception 
When a STA receives a  broadcast/multicast Robust Management Frame protected by BIP, it shall: 
a) Identify the appropriate IGTK key and associated state based on the MMIE Key ID field. 
b) Execute the appropriate replay protection scheme defined in 8.3.4.4.  If the replay protection fails, the dot11RSNAStatsCMACReplays shall be incremented and the frame shall be discarded.
c) If the replay protection scheme succeeds, the receiver shall compute AAD for this management frame, as specified in 8.3.4.3. The receiver shall extract and save the received MIC value, and  compute the AES-128-CMAC over the concatenation of (AAD || Management Frame Body || MMIE) with the MIC field masked to zero in the MMIE. 
If the result does not match the received MIC value, then the receiver shall silently discard the frame and increment the dot11RSNAStatsCMACICVErrors counter by 1. If Robust Management Frame is enabled, broadcast management frames that are received without BIP protection shall be silently discarded.
8.7.2.2a Per-MPDU Tx pseudo-code for MMPDU 
if (dot11RSNAEnabled = TRUE) then
if (MPDU is member of an MMPDU that is to be transmitted without   protection) then 
Transmit the MPDU without protection 
 else if (MPDU has an individual RA) then 
Protect the MPDU using entry's TK and selected cipher from RSN IE
Transmit the MPDU 
  
 else 


// MPDU has a multicast/broadcast RA

Protect the MPDU using IGTK and BIP
Transmit the MPDU 
  
 endif 
endif 
8.7.2.3A Per-MPDU Rx pseudo-code for MMPDU
if (dot11RSNAEnabled = TRUE) then 

if (dot11RSNAProtectedManagementFramesEnabled = TRUE) then
  if (Protection for TA is off for Rx) then 
      // (dot11RSNALegacyManagementFrames = TRUE for Rx) and
      // TA does not support Management Frame Protection
            if (Protected Frame subfield of the Frame Control field is set to 1) then
                 Discard the frame 

      else 
                 Receive the MPDU
            endif 
  else 

// Management Frame Protection is expected 
if (MPDU has individual RA) then
     if (Protected Frame subfield of the Frame Control field is
          set to 0) then

   // unprotected frame
                if (FrameControl.SubType is Action)) then
      Discard the frame

      if (security association has an AES-CCM key) then 

          Increment dot11RSNAStatsCCMPDecryptErrors
      endif
         endif
     else if (security association has an AES-CCM key) then
   if (PN is not valid) then

Discard the MPDU as a replay


Increment dot11RSNAStatsRobustMgmtCCMPReplays
   else
Decrypt frame using AES-CCM key
   
if (the integrity check fails) then
          Discard the frame

          Increment dot11RSNAStatsCCMPDecryptErrors

   
else
        Make the MPDU available for further processing   
      endif

   endif


    else

         // if (any other cipher exists) then
         //     Process the frame using other cipher

         // else 


                     //     Discard the frame



         // endif
                endif
else if (MPDU has multicast/broadcast RA) then
     if (MMIE is not present) then

   // unprotected frame
         if (FrameControl.SubType is Action) then
      Discard the frame

      if (security association has an AES-128-CMAC IGTK) then 

         Increment dot11RSNAStatsCMACICVErrors
      endif

   endif
     else if (security association has an AES-128-CMAC IGTK) then
   if (PN is not valid) then

Discard the MPDU as a replay


Increment dot11RSNAStatsCMACReplays
   else
Check integrity of the frame using AES-128-CMAC key
   
if (the ICV fails) then
    Discard the frame

    Increment dot11RSNAStatsCMACICVErrors

else

                 Make the MPDU available for further processing
   
endif
   endif
                 else

         // if (any other cipher exists) then
         //     Process the frame using other cipher

         // else 


                     //     Discard the frame



         // endif
     endif
            endif // if (MPDU has individual RA) then
        endif // if (Protection for TA is true for Rx) then
           else // if (dot11RSNAProtectedManagementFramesEnabled = TRUE)  then
        Receive the MPDU
          endif
      endif 

8.7.2.4A Per-MMPDU Rx pseudo-code
if (dot11RSNAEnabled = TRUE) then
   if(dot11RSNAProtectedManagementFramesEnabled = TRUE)) then
if (the MMPDU was not protected) then
Receive the MMPDU unprotected 
Make the MMPDU available to higher layers
else //Have a protected MMPDU
if ((MMPDU has individual RA) and (security association has an AES-CCM key))
    if (the MMPDU has only one MPDU or multiple MPDUS with  

          sequential PNs) then 
   Receive the MMPDU 

   Make the MMPDU available to higher layers

    else

   Discard the MMPDU as a replay
   Increment dot11RSNAStatsRobustMgmtCCMPReplays
    endif
else if ((MMPDU has multicast/broadcast RA) and
          (security association has an AES-128-CMAC IGTK)) then
Receive the MMPDU 

Make the MMPDU available to higher layers
            else 

      // if (any other cipher exists) then
      //     Process the frame using other cipher

      // else if (FrameControl.SubType is Action) then


                  //     Discard the frame



      // endif
endif
endif
   endif
endif
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