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1. Introduction

This proposal requests addition of a small number of Information Elements (IEs) to 802.11 to facilitate discovery by a Mobile Station about the character of service offered by an Access Point.  The Mobile Station can use this information to make an automatic decision about the best AP to select, or it can render this information to a human user. This document describes three such characteristics. Making this information available before Association (for example, in Probe Responses) saves the mobile station from performing time-consuming authentication and association steps for each candidate AP.

Accessibility to the Internet

Mobile Stations may be interested in accessing any Access Point that offers access to the Internet, or the Mobile Station may want access to a private network offering access to a private organizational network. When access to a private network is desired, a specific SSID is typically sought, but this is not the case for users desiring Internet access. In the case where Internet access is desired, it is useful for the Mobile Station to know before associating which protocol families are supported (IPv4 or IPv6). For example, many typical mobile stations are only configured with support for IPv4, while devices using the 3GPP IMS (Interactive Media Subsystem) [1] require IPv6. The availability of Internet access using the appropriate address family is a prerequisite for useful service.

Also in the case where Internet access is desired, it is useful for the Mobile Station to know before associating if a firewall or NAT (Network Address Translator) [2] is present between the AP and the public Internet. The IETF recognizes that firewalls and NATs present a significant barrier to certain classes of legitimate applications [3] such as interactive multimedia (including Voice-over-IP), interactive gaming, and peer-to-peer file sharing. For example, the IETF BEHAVE Working Group [4] was recently formed to make behavior recommendations for NAT devices to promote deterministic behavior in an NAT environment. Using similar recommendations, the extent to which most Internet services are available can be described concisely in a handful of categories. While specifying details about services above 802.11 is unusual, these factors can significantly impact the Mobile Station's decision about which AP to associate with, and allow AP selection to occur in a practical amount of time.

Availability of Automatic Enrollment Services
Accessing both public and private networks for the first time may require some type of enrollment process. Today, enrollment on a public network typically requires manual interaction between the human user of the mobile station and a web server over an open (unauthenticated) 802.11 channel. After enrollment, the session may continue in the clear or the human can manually reassociate with the new credentials.  Since these new credentials need to be manually entered, the credentials tend to be either cryptographically weak (especially if chosen by the user), or cumbersome to enter (especially on devices with limited input such as PDAs or phones), or both. Enrollment in a private network usually involves an out-of-band request to a network administrator. In both cases it is desirable for Mobile Stations to be able to enroll during 802.11 authentication with minimal or no interaction required of the human user.  While this proposal does not specify any enrollment service, the authors anticipate that such proposals are forthcoming and would use 802.1x and new EAP mechanisms without requiring any 802.11 extensions.

Cost of Access
Many users decide whether to use an AP based on the cost of access. Some users would like to take advantage of no-fee wireless access, but will only pay for access situationally (for example in an airport). Providing information about the cost of access prevents user frustration and reduces the load required for users who just want to discover the cost of service.

2. Proposed Information Elements

This section contains a description of four new proposed 802.11 Information Elements.

2.1. Service Characteristics IE 

APs which wish to implement this proposal include the Service Characteristics IE in all Beacon messages sent by the AP. The syntax of the Service Characteristics IE is described below.

Identifier: 
X

Length: 
1 octet

Value:  
A single-octet bit-field as specified below:

IPv4 Internet access (bits 1 and 2)

11
unfettered access available (see note 1) 

10
restricted access - STUN [5] and outbound TCP work (see note 2)

01
web access - HTTP and HTTPS work (see note 3) 

00
no access (see note 4)

bit 3 is reserved and shall be set to zero.

IPv6 Internet access  (bits 4 and 5)

11
unfettered access available (see note 1)

10
restricted access - STUN and outbound TCP work (see note 2) 

01
web access - HTTP and HTTPS work (see note 3)

00
no access (see note 4)

bit 6 is reserved and shall be set to zero.

Fee/Free based service (bit 7)

1
A fee may be required 

0
Access to the network is free (see note 5)

Inband automatic enrollment (bit 8)

1
Available 

0
Not available

Notes:

(1) 
Unrestricted access to the public Internet is available using public IP address space.

(2) 
Restricted access to the Internet is available. The address space may or may not be translated (using a NAT). Outbound TCP connections (from the Mobile Station) are allowed and bidirectional UDP traffic originated from the Mobile Station are allowed. The UDP behavior of any firewalls or NATs are consistent with full cone, restricted cone, or port-restricted cone terminology described by the STUN (Simple Traversal of UDP through NATs) protocol (RFC 3489) [5].  Outbound ICMP and outbound IPsec security associations are also allowed.

(3) 
Restricted access to the Internet is available. The address space may or may not be translated (using a NAT). At least outbound HTTP and HTTPS connections using the default ports (80 and 443 respectively) are allowed from the Mobile Station.

(4) 
Access to the Internet using this address family is not available, or is so restricted that none of the other options is appropriate.

(5) 
There is no fee to access services to all who manage to authenticate using any one of the advertised methods—including open/none if that style of authentication is allowed.

If bit 7 indicates that automatic enrollment is available and the Mobile Station can discover more about the credentials required and provided by this enrollment service by sending a Probe Request to the AP with a Request information element IE containing the identifiers X+1 (Credentials Accepted), and X+2 (Credentials Provided).

If bit 8 indicates that a fee may be required to use this service and the Mobile Station would like to discover the usage fee, the Mobile Station can send a Probe Request to the AP with a Request information element IE containing the identifier X+3 (Cost of Access).

2.2. Credentials Accepted IE

This IE conveys a list of credential types that the AP is willing to accept from a Mobile Station to attempt automatic enrollment.

APs which set bit 7 of the Service Characteristics IE shall include a Credentials Accepted IE in a Probe Response when the corresponding Probe Request included Credentials Accepted in the Request information element IE.  The AP should not normally include this IE in a Probe Response if it was not explicitly requested by the Mobile Station in the corresponding Probe Request.

Identifier: 
X+1

Length: 
The appropriate number of octets, from 0 to 255

Data:  

a list of one-octet identifiers corresponding to the credentials acceptable

0
no credentials required (open enrollment)

1
one-time PIN 

2 
persistent shared-secret 

3
username / password combination 

4
X.509 [6] certificate chain rooted in a trusted certificate authority

5
self-signed X.509 certificate 

6
self-signed X.509 certificate request plus PIN 

7
self-signed X.509 certificate request plus username / password

8
credit card

9
physical location 

2.3. Credentials Provided IE

This IE conveys a list of credential types that the AP can provide to a Mobile Station after a successful enrollment.

APs which set bit 7 of the Service Characteristics IE shall include a Credentials Provided IE in a Probe Response when the corresponding Probe Request included Credentials Provided in the Request information element IE.  The AP should not normally include this IE in a Probe Response if it was not explicitly requested by the Mobile Station in the corresponding Probe Request.

Identifier: 
X+2

Length: 
The appropriate number of octets, from 0 to 255

Data:  

a list of one-octet identifiers corresponding to the credentials provided

0
None

1
persistent shared-secret 

2
username / password 

3
X.509 certificate 

4
PKCS12 data structure [7]

5
seed for one-time password generation (OTP) [8]

2.4. Cost Of Access IE

This IE conveys the amount of the fee charged for access to the network associated with an AP.

APs which set bit 8 of the Service Characteristics IE shall include a Cost of Access IE in a Probe Response when the corresponding Probe Request included Cost of Access in the Request information element IE.  The AP should not normally include this IE in a Probe Response if it was not explicitly requested by the Mobile Station in the corresponding Probe Request.

Identifier: 
X+3

Length: 
Must be an even multiple of 8 (ex: 0, 8, 16, ... , 248)

Data: 

From 0 to 7 cost tuples, as specified below. Each tuple is considered an equally acceptable alternative to the others.  No semantics of ordering are implied.

Each cost tuple consists of eight octets:

3 octets
Currency: An unterminated ASCII string containing the 3-character ISO 4217 [9] currency abbreviation of the relevant currency.

1 octet

Exponent: A signed integer representing the power of 10 exponent portion of the cost of access. (See example)

2 octets
Mantissa: An unsigned integer representing the cost of access divided by the 10 to the power of the exponent.

2 octets
Duration: An unsigned integer representing the number of minutes of access

For example consider a list of tuples with the following values.

currency
 exp
mantissa
duration
significance

USD   
-2   
399    

60
$3.99 USD per hour (1)
OR

USD
-2  
1499   

1440 
$14.99 USD per day   
OR

EUR
0
12

1440
12 Euro per day           
OR

ECS
3
75

1440
75,000 Ecuadorian sucres per day

(Note 1)    399 * (10 ^ -2) = 3.99

If the AP does not wish to reveal the fee for using this AP, it must return the IE if it was requested, however the AP may set the length to zero and include no data in the IE.

3. Security Considerations

A list of acceptable credentials can be theoretically used to facilitate downgrade attacks. In practice most attackers would simply attempt to authenticate with an AP trying the weakest form of authentication possible regardless if a list of authentication methods was provided.  In addition an automatic way to convey acceptable forms of enrollment makes it easier for administrators to audit APs for authentication mechanism. Finally, automatic enrollment is expected to greatly improve security, since once enrolled, devices can use machine-generated, higher-entropy passwords than those tolerated by human users, or certificates which would otherwise be impractical to deploy.

Payment information may be considered sensitive in nature. Providers that do not wish to reveal cost of access may return no cost data in a cost of access IE.  In practice, pricing information is usually obtainable anyway from a provider web page.

Cost data in the Cost of access IE is not signed. An active attacker could modify this information to prevent users from using a service or entice them to use a service which costs more than expected. Similarly, a provider could fraudulently advertise one price and charge another. The authors recommend that the cost and duration of service be included, signed, and verified during any automatic purchase transaction. For service which are billed using an out-of-band mechanism (such as an account number).  Appropriate relationships are usually in place for dispute resolution and service auditing.

4. Registration of New Credential Types

If this proposal is adopted it is desirable to maintain a registry of credential types.
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Abstract


A mobile station and its user frequently needs to use information other than signal quality to select an AP. Factors such as the ability to use specific desirable Internet services, fees for accessing the network, and the ability to enroll automatically also influence final choice of a network. This proposal requests a handful of new IEs used to discover this information without requiring time consuming authentication and association steps for each AP from which the mobile station could potentially obtain service. 
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