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Abstract

Minutes of WNG SC meetings held during the IEEE 802.11 Interim meeting in Berlin, Germany from September 12th-17th, 2004.

1. Executive Summary:

1. Digital Video Broadcast – Wireless Home Network: summarizing some on-going work looking at the use of IEEE 802.11 technology to support DVB services in the home.

2. Security for Management Frames Discussion – reviewing current proposed PAR for further discussion in San Antonio.

3. IEEE 1588 over IEEE 802.11b: outlining work in IEEE 1588 to support clock synchronization over WLAN.

4. Discussion as to whether IEEE 802.11 should develop a technical architecture.

Morning Session Monday 08:00-10:00

2. Logistics

WNG Meeting called to order by TK Tan (Philips) at 08:00.
The objectives of the session were reviewed.

The IEEE 802 & IEEE 802.11 Policies and Rules were reviewed.

Patents and By-laws read out by TK Tan, together with licensing terms and associated conditions.

There was a single session on Wednesday 15th September 2004.

The agenda was reviewed (1044r1), and the IEEE 1588 over IEEE 802.11 item was added.

The minutes from the Portland 2004 meeting (811r0) were reviewed. There was no discussion on the minutes and no objection to approve as presented.

Move to accept minutes: TK Tan, seconded: Richard Paine, minutes approved.
There were no industry updates at this meeting.

3. DVB – WHN Digital Video Broadcast – Wireless Home Network: 1082r0, Stephen McCann

This presentation was for information to update the IEEE 802.11 community about some work being carried out by a European DVB project looking at the use of IEEE 802.11b in the home to support distribution of DVB services.

The project has drafted a set of commercial requirements intended to allow the production of a DVB/ETSI standard to enable carriage of DVB services via IEEE 802.11.

Peter Ecclesine: is this group analogous to cable labs, or is it a standalone standards group, or part of ETSI?

Stephen: I think this is a separate group spun out of ETSI.

Jan Kruys: you mentioned 802.11h as pertaining to interference mitigation issues in Europe.  In Europe we have solved this problem by complying with CEPT radar regulations, but the problem still exists in the US.

TK Tan: Does WNG SC need to respond to this group in any way; pursue a liaison or just encourage them to come and talk to us? 

Stephen: this presentation is only informational at the moment.  When the commercial requirements are complete, they may invite 802.11 to review these requirements, and perhaps also the final solution.  It’s too early for a liaison, but watch this space. 

Peter Ecclesine: looking at the URL in your presentation, it looks like this is a group rather like cable labs outside any standards body.

4. Security for Management Frames Discussion, Jesse Walker

A new Study Group to look at the issue of securing management frames will meet for the first time in San Antonio in November.  However, it is useful to illicit comments this week on a proposed PAR to have something more concrete to discuss at the first meeting.

The draft PAR is document 1048r0 on the server.

Peter Ecclesine: talking to Lee Armstrong, the IEEE SA is insisting that the only PAR form that should be used is the form on the online web page.  Need to make sure your document aligns with what they require.

Stephen McCann: there is an activity in progress within the Chairs group to produce a suitable template, and this should be available in November.  The WIEN and WNM Study Groups both have a suitable version of the PAR form based on the online form that could be reused here.

Jon Edney: comment on the scope statement, one of the things I’ve noticed is that there is a lot of pressure on study groups to make the scope as broad as possible.  We need to avoid this within this group, otherwise you might find any task group becomes the place where any security problems are brought.

Jesse: I share your concerns.

Jan Kruys: is it possible to do this work without considering security policies that users might have?  In some cases, we’re talking about an access network providing service to legal entities – who is responsible for which parts of the problem, and who will delegate what to whom in order to fix this?

Peter Ecclesine: is this in scope, are we providing apparatus?

Jan Kruys: not up to us to define the security policies, but how do we ensure that what we will a future proof solution that does the job.

Richard Paine: I think that we probably need to consider within WNG some overall architecture; we don’t currently have a picture of how everything fits together.  With regard to the scope statement, I would remove the “but this is not required for project completion.”  I don’t think this belongs in the scope statement.

Peter Ecclesine: not sure that I’m happy with the ambiguity in the second sentence. 

Jesse: the intent of putting that in was that the first sentence takes three of the security claims made by 802.11i and says we’re going to extend these for selected management frames.  Second sentence takes fourth claim, and says we might do that too.  I didn’t want to be in the position where someone could argue that we can’t take 802.11i and extend it to cover management frames because they can argue data confidentiality is out of scope.

Jan Kruys: the intent is clear; perhaps it is better to add data confidentiality to the first sentence and delete the second.

Jesse: OK, will make change for San Antonio.

Peter Ecclesine: suggest you modify purpose to say “defend and protect”

Jesse: and keep active attack?

General consensus it should just be “from attack”

Nancy Cam-Winget: Purpose should be management plane, not control plane.

Peter Ecclesine: in the additional explanatory notes, perhaps we should add notes about what 802.11i ended up as and its impacts on other authorized work.

Jesse: One item I want to point out is the related TG section.  802.11r includes security of re-association frames, and if this is done in 802.11r then this would be out of scope of our group, and we would reuse the TGr results.

Peter Ecclesine: assume the part about SeaMoby is boiler plate?

Jesse: That’s left over from WNM PAR.

Nancy:  Need to at least make sure it is interoperable with TGr, but we want to avoid too much of a dependency.  Also need to make it clear we are looking at management frames.

Peter Ecclesine: Want to point out that some of the addresses in the contact information are out of date.

Jesse – thanks for the discussion, I will prepare an updated document for San Antonio.
5. IEEE 1588 over IEEE 802.11b: 1080r0, Todor Cooklev

Presentation provided an overview of another IEEE standard, IEEE 1588, that has been going on for quite some time looking at clock synchronization, and is now working on how to run this protocol over wireless networks.  This protocol has mainly industrial applications.

IEEE 1588 supports the sub-microsecond synchronization of real-time clocks, and work here is expected to lead to a supplement to 1588 defining how it can be implemented over wireless networks.

After that, they may move on to look at implementation over heterogeneous networks, but first stage will be over IEEE 802.11b.

Guido R Hertz: in your tests you were measuring two cards that were very close together with no interference.  Would your approach still work in environments with high interference?

Todor: yes, I still believe these results are applicable.  We have ignored interference for now, and in a typical industrial environment there will be hundreds of these nodes that will be connected, and we still think this approach will work.

Guido R Hertz: Have you got some analytical results or calculations giving an upper bound on the number of nodes that can be synchronized in this way?

Todor: no results yet, but it is something we need to do.

6. Discussion on IEEE 802.11 Technical Architecture, Richard Paine

Richard Paine: One of the things we seem be struggling with is the cacophony of things going on, and I think we need to make some recommendations as the WNG SC to the CAC as to what sort of architectural issues there might be associated with the TGs and to identify problem areas that might arise from all these different activities.

I believe it is up to the leadership to make decisions on architecture, but we need technical input from WNG as to what these issues and problem areas are going to be.

We seem to be losing the big picture in 802.11 because we are too fragmented.

Peter Ecclesine: what we really need is a wireless LLC.  We are now building systems with many stations and expressly an ESS, we’re fleshing out structure and hierarchy, networks that fall apart and come back together, all things beyond just sending and receiving packets.

We have to face the fact that 802 itself does not actually have an architecture for the things we’re doing.  It is hard to find a single unifying point of view, we’re looking at scenarios beyond those originally envisaged for IEEE 802.11 technology, extending STA to STA communications to much more complex situations.  Who would produce such an architecture that could capture all this?

It would be difficult to get the engineering effort to develop this, because there is much more need for those people to work on the technical problems we have accepted.

Floor: I think what Richard is suggesting is that WNG should recommend a technical architecture SG to make some recommendations to CAC.

Peter: fine, as long as it only lasts 6 months and doesn’t go on for 18!

TK Tan: It has been raised at previous meetings the fragile architecture of IEEE802.11.  WNG provides an incubator for new ideas, architectural considerations can be handled in other ways, for example in a TAG.

Richard: this issue has been tackled before but with limited success, we still have no formal architecture.  The reason to discuss it here is that it relates to what WNG SC is tasked to do.  Need to make sure WNG SC incubates the right stuff.

Peter Ecclesine: don’t agree.  The reason 802.11 is successful is because the technology works and is cheap.  We don’t want to make the solution more complicated.  And I don’t think we can pick a point of view that would encompass all possible uses of 802.11.

Richard: but we could highlight the technical issues.

Peter Ecclesine: things like manageability, security, QoS, yes we could.

Floor: as I listen to the discussion, it seems more like we need a framework to build on, not that excludes or limits development, but something that can grow to accommodate the expanding scope.

Richard: agree

Peter Ecclesine: success of this technology is the opportunistic ability to deliver value in license exempt bands.  There is no single definition of that environment.

Richard: unless we get some handle on what we do with 802.11 we'll be obsolete.

Floor: I am confused what going on, this is an expanding universe, and we need some kind of structure so we can work out how things slot together and where the gaps are.  Think this would be a worthwhile effort, but also hugely draining in effort to build it in first place and to maintain it.

Jim Harford: It is difficult to have a common architecture when the technology is being used in so many different ways.

Richard: IETF was very successful in the early days, technology was simple, fast and demonstrable.  IETF has reached overload, having so many people involved (and also no L2 considerations) has got them into trouble.  Now IEEE 802.11 is in same sort of position and at critical crossroads.

Peter Ecclesine: a complementary view, as long as the technology and the solutions built out of it are manageable, the technology will keep going.

Guido R Hertz: technology is also being widely used in the home using non-standard ways of hooing them together.  As long as technology remains easy to use and is cheap, it will continue its success.  The market will decide.

Richard: to summarize, perhaps it is not a good idea to have a technical contribution out of WNG as a suggestion for a framework or an architecture.

Stephen: Two things, I think there is a lot of background material looking at such architecture, e.g. IST BRAIN and MIND, Hiperlan/2 and initiatives in Japan.  Regarding the general discussion, perhaps this should be moved somewhere else, e.g. the chair’s meeting, to think of ways forward with this issue.

Richard: I was involved in Hiperlan/2, and actually I agree that it would be too complicated to develop a similar thing for IEEE 802.11.  Example framework makes much more sense; in some way describing what 802.11 structurally is all about.  Reason I'm here is because I think WNG as an incubator that could be a place to provide technical input for a framework.

However, there doesn’t seem to be much support for this.

TK Tan: Suggest we bring this up with the CAC for a high-level discussion, where we can have input from all chairs, and then perhaps discuss it again within WNG.

Haixiang He: this effort looks useful, but it would be useful to have more information so others can provide help.  Maybe a few slides or some documents?

Richard – OK.

TK Tan: as there are no further topics on the agenda today, I would like to adjourn.

Motion to adjourn session, no objections.

Session adjourned.
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